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Executive summary 

 

As applications are increasingly deployed as containers, infrastructure owners are being 

asked to manage these new workloads effectively and enable modern DevOps workflows. 

The introduction of the Container Storage Interface (CSI) driver standard brought much-

needed standardization for storage vendors to develop plug-ins for their respective 

storage platforms and infrastructure, and for DevOps to quickly provision and manage 

storage for containerized applications. Besides the standard practices with the CSI, Dell 

Technologies offers a set of open-source modules named Dell Container Storage 

Modules (CSM) to enrich the data services and experience of storage management in 

Kubernetes. 

In this context, the role of storage administrators as key enablers of operational agility is 

more relevant than ever. This white paper shows some common storage workflows in a 

Kubernetes setup with the Dell PowerMax storage platform. This document also provides 

an overview of the concepts, architecture, and best practices to implement and use the 

CSM and CSI Driver for the PowerMax array as persistent storage within a Kubernetes 

cluster. 

 

Date Description 

October 2019 Initial release 

June 2022 Update with Container Storage Modules 

 

 

Dell Technologies and the authors of this document welcome your feedback on this 

document. Contact the Dell Technologies team by email. 

Author: Florian Coulombel 

Contributors: Paul Martin 

Note: For links to other documentation for this topic, see https://dell.github.io/csm-docs/docs/   
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https://kubernetes.io/blog/2019/01/15/container-storage-interface-ga/
https://github.com/dell/csm
https://github.com/dell/csm
https://github.com/dell/csi-powermax
mailto:tech.doc.feedback@dell.com?subject=Document:%20%3cTitle%3e%20%3cPart%20Number%3e
https://dell.github.io/csm-docs/docs/


 Why use SAN storage with Kubernetes 

 

5 Persistent Storage for Containerized Applications on Kubernetes with PowerMax SAN Storage 
Best practices to Use CSI Driver and Dell Container Storage Modules 

 

Why use SAN storage with Kubernetes 

This section describes the main concepts related to persistent storage in Kubernetes. 

The CSI Driver for PowerMax and other drivers offer a native integration between 

Kubernetes and back-end storage. 

All the tasks related to the storage provisioning of a PersistentVolume and back-end block 

device are delegated to PersistentVolumeClaim from the Pod definition for the application. 

By using or reusing SAN storage, you can leverage your investment in materials and 

processes right away. It is possible to create a portfolio of StorageClasses with the 

service level you defined (type of storage, type of replication, type of backup). 

The SAN allows organic consumption of the storage within the Kubernetes similar to 

VMware infrastructure and other compute platforms. 

With a shared storage solution like SAN, you can ensure that the persistent volume will be 

accessible from any node of the infrastructure. This allows for workload mobility across 

the Kubernetes cluster.  

SAN and shared storage offer rich data services for data protection like LUN level 

snapshots, remote replication, and disaster recovery integration with industry-standard 

tools like VMware Site Recovery Manager. When migrating a legacy application to a 

container-based deployment, you can ensure continuity of these services while 

modernizing your applications. 

Even for cloud-native applications with modern data store platforms like 

Elasticsearch, Cassandra, and Couchbase, using SAN infrastructure can cut down on the 

compute resources required for replication and take advantage of the mature data 

services of platforms like PowerMax. The SAN advantage becomes more evident as the 

size of the datastores grows. 

Container Storage Interface and Dell Container Storage Modules 

With the Kubernetes 1.13 release, the Container Storage Interface (CSI) has been 

promoted to GA status. 

The CSI specification standardizes the persistent storage management (Block or File) 

within a container orchestrator. 

The advantage of the CSI specification over the in-tree driver is that the driver 

development is now independent of Kubernetes releases. It gives more flexibility and 

agility to the driver road map. 

The CSI specification covers many aspects of storage management, including volumes 

provisioning and decommission, snapshot management, volume health metrics, 

permissions on the file system, and more. 

There are plenty of data services by PowerMax that have no translation (yet) in the CSI 

specification. To benefit from these other features, Dell Technologies developed the 

Container Storage Modules (CSM). 

Overview 

Overview 

https://github.com/dell/csi-powermax
https://kubernetes.io/
https://kubernetes.io/docs/concepts/workloads/pods/
https://www.elastic.co/guide/en/elasticsearch/guide/current/replica-shards.html
http://cassandra.apache.org/doc/latest/architecture/dynamo.html#replication
https://docs.couchbase.com/server/4.1/concepts/dist-data-mgmt-replication.html
https://kubernetes.io/docs/concepts/storage/volumes/#csi
https://kubernetes.io/blog/2019/01/15/container-storage-interface-ga/
https://github.com/container-storage-interface/spec
https://kubernetes-csi.github.io/docs/
https://dell.github.io/csm-docs/docs/
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The CSM components generally come as additional sidecar containers to the CSI 

PowerMax driver or extra containers to instantiate on the same cluster of the running 

driver. 

The Dell Container Storage Modules are an ever-growing ecosystem, and the official 

references for all modules are the documentation website: https://dell.github.io/csm-

docs/docs/ and umbrella repository: https://github.com/dell/csm.  

Dell Technologies is committed to releasing an updated version of the driver every 90 

days (about 3 months). CSI and CSM modules are fully open source and supported by 

Dell through the community (Slack, GitHub) and official channel (https://support.dell.com). 

 

The current CSI Driver for PowerMax (v2.3.0) is compatible with CSI v1.5 and offers the 

capabilities of: 

• Volume life cycle (Create, Delete, Clone, Expand size) 

• Snapshot life cycle (Create, Restore in PVC, Delete) 

• Provision Ephemeral volumes and Raw block device 

• Storage Topology (schedule workload only on nodes which as the connectivity 

to the array) 

• Multi-array support from a single driver 

• Volume Health Monitoring 

See the support matrix for the most up-to-date information about CSI compatibility and 

features. 

 

There are two CSM modules for PowerMax available: the replication module to implement 

SRDF natively, and the authorization module to offer RBAC and fine-grained quotas for 

CSI provisioned LUN. 

Each feature usage is detailed in the chapters Error! Reference source not found. and 

CSM for Authorization of this document. 

 

  

CSI for 

PowerMax 

CSM for 

PowerMax 

https://dell.github.io/csm-docs/docs/
https://dell.github.io/csm-docs/docs/
https://github.com/dell/csm
https://support.dell.com/
https://github.com/dell/csi-powermax
https://dell.github.io/csm-docs/docs/csidriver/#csi-driver-capabilities
https://dell.github.io/csm-docs/docs/replication/
https://dell.github.io/csm-docs/docs/authorization/
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Kubernetes Storage Resources in context of PowerMax 

This section describes the main resources and objects to know when working with 

persistent storage in Kubernetes. These resources like StatefulSet (advised way of 

deploying stateful app in Kubernetes), Storage class, Persistent volume, Persistent 

volume claim are basic building blocks to know and understand to manage PowerMax 

storage from Kubernetes. 

 

 

A StorageClass defines the infrastructure's type of storage to the users. Each class has 

distinct characteristics which we can associate with different service levels and data 

services provided by the storage platform. 

The CSI Driver for PowerMax source code repository gives multiple examples of 

StorageClass definitions. The following example shows a sample PowerMax 

StorageClass with only the mandatory options needed to create a LUN in PowerMax and 

mount the volume using xfs. 

apiVersion: storage.k8s.io/v1 

kind: StorageClass 

metadata: 

  name: powermax 

parameters: 

  SRP: SRP_1 

  SYMID: "000000000000" 

provisioner: csi-powermax.dellemc.com 

reclaimPolicy: Delete 

volumeBindingMode: Immediate 

  

Overview 

Storage class 

https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/
https://kubernetes.io/docs/concepts/storage/storage-classes/
https://github.com/dell/csi-powermax/blob/main/samples/storageclass/
https://github.com/dell/csi-powermax/blob/main/samples/storageclass/
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The key attributes that can be modified to be tuned are: 

• parameters: Sets the driver parameters (12-digit serial number of PowerMax 

array to connect to and attached storage pool) 

• provisioner: Sets the value to determine what provisioner will be used. With 

CSI PowerMax, that value can be configured in case you want to instantiate 

multiple drivers on the same cluster albeit a rare use-case. 

• reclaimPolicy: Configures whether the volumes will be retained or deleted 

when the assigned pod is destroyed. 

• volumeBindingMode: Controls when a volume will be provisioned. 

Immediate is the default value and means that the provisioning occurs when 

the PersistentVolumeClaim is created. Other possible values are discussed in 

the next example. 

Note: All the StorageClass fields except annotations are immutable. This means that once a 

StorageClass is configured it is not possible to modify it. Only delete/create will allow to change 

the settings of a named StorageClass. Changing a StorageClass parameter or parameters may 

be required by future versions of the driver, but changing the parameters should be done with 

caution as it can impact already provisioned volumes. 

The following shows a more exhaustive example of StorageClass for PowerMax. This 

example covers more options and concepts: 

apiVersion: storage.k8s.io/v1 

kind: StorageClass 

metadata: 

  name: powermax-metro 

  annotations: 

    storageclass.kubernetes.io/is-default-class: true 

parameters: 

  SRP: SRP_1 

  SYMID: "000000000001" 

  ServiceLevel: Diamond 

  csi.storage.k8s.io/fstype: xfs 

  replication.storage.dell.com/Bias: "true" 

  replication.storage.dell.com/RdfGroup: "17" 

  replication.storage.dell.com/RdfMode: METRO 

  replication.storage.dell.com/RemoteRDFGroup: "19" 

  replication.storage.dell.com/RemoteSRP: SRP_1 

  replication.storage.dell.com/RemoteSYMID: "000000000002" 

  replication.storage.dell.com/RemoteServiceLevel: Diamond 

  replication.storage.dell.com/isReplicationEnabled: "true" 

provisioner: csi-powermax.dellemc.com 

reclaimPolicy: Delete 

allowVolumeExpansion: true 

volumeBindingMode: WaitForFirstConsumer 

allowedTopologies: 

  - matchLabelExpressions: 

      - key: csi-powermax.dellemc.com/000000000001 

        values: 
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          - csi-powermax.dellemc.com 

      - key: csi-powermax.dellemc.com/000000000001.fc 

        values: 

          - csi-powermax.dellemc.com 

      - key: csi-powermax.dellemc.com/000000000002 

        values: 

          - csi-powermax.dellemc.com 

      - key: csi-powermax.dellemc.com/000000000002.fc 

        values: 

          - csi-powermax.dellemc.com 

The new fields presented here are: 

• The annotation named storageclass.kubernetes.io/is-default-

class to change the default StorageClass. This means that any PVC without 

StorageClass defined will use the default. Only a single StorageClass can 

possess this attribute, and setting it multiple times will prevent Kubernetes from 

being able to determine a default and volumes will not be provisioned if a 

StorageClass is not defined for the PVC. 

• parameters: The CSI driver offers plenty of optional parameters to configure 

how a volume will be provisioned (with replication, on which service level, etc.). 

The samples & official documentation for the driver describe all the possible 

parameters in more detail. 

• allowVolumeExpansion: To allow or not to expand an existing volume. With 

PowerMax, the expansion can be performed hot even with a running container 

and already mounted volume. At the time of the publication, restrictions exist for 

expanding volumes that are part of a metro session or are snapshotted. 

• volumeBindingMode: The value WaitForFirstConsumer means the 

volume will be provisioned only the Pod is associated to a node according to the 

scheduling constraint. That option is required when you want to benefit from the 

Storage Topology feature (cf. allowedTopologies field). 

• allowedTopologies: Some Kubernetes infrastructure do not have uniform 

access to the storage backends. For example, you may have a cluster with 

nodes that have Fibre Channel connectivity to PowerMax while other nodes do 

not (nodes on virtual machine). The matchLabelExpressions help to control 

what specific access nodes need to be able to schedule Pod and volumes using 

that StorageClass. More details on the possible expressions and syntax are 

documented here.  

To access the details of an existing StorageClass (powermax), run: kubectl get 

storageclass powermax -o yaml. 

  

https://kubernetes.io/docs/tasks/administer-cluster/change-default-storage-class/
https://github.com/dell/csi-powermax/blob/main/samples/storageclass/
https://dell.github.io/csm-docs/docs/csidriver/features/powermax/
https://kubernetes-csi.github.io/docs/topology.html
https://dell.github.io/csm-docs/docs/csidriver/features/powermax/#topology-usage


Kubernetes Storage Resources in context of PowerMax  

 

10 Persistent Storage for Containerized Applications on Kubernetes with PowerMax SAN Storage 
Best practices to Use CSI Driver and Dell Container Storage Modules 
 

 

A PersistentVolume (PV) is a logical volume that is provisioned to containerized 

applications that require persistent storage. A PV usually corresponds to a single volume 

on the physical storage platform. 

A PersistentVolume can be statically provisioned by the storage administrator 

or dynamically provisioned by the application owner with a PersistentVolumeClaim. 

It is the role of the CSI Driver for PowerMax, to create, format, and bind the volume to the 

Kubernetes worker node and attached container. 

Listing Persistent Volumes with kubectl get pv command: 

NAME             CAPACITY   ACCESS MODES   RECLAIM POLICY   STATUS   

CLAIM                        STORAGECLASS   REASON   AGE 

k8s-3401e3645a   8Gi        RWO            Delete           Bound    

default/pgdata-pgset-2       powermax                36d 

k8s-792f388c66   8Gi        RWO            Delete           Bound    

test/pvol0                   powermax                21d 

k8s-792fe33166   16Gi       RWO            Delete           Bound    

test/pvol1                   powermax-xfs            21d 

k8s-c71377055a   8Gi        RWO            Delete           Bound    

default/pgdata-pgset-0       powermax                36d 

k8s-c9c63c835a   8Gi        RWO            Delete           Bound    

default/pgdata-pgset-1       powermax                36d 

 

A PersistentVolumeClaim (PVC) is a request to provision storage. A PersistentVolume 

with the right size and StorageClass is provisioned to fulfil the request. 

The following shows an example of a PVC definition output from kubectl get pvc 

{{pvc_name}}.  

kubectl get pvc pgdata-pgset-0 -o yaml 

 

kind: PersistentVolumeClaim 

apiVersion: v1 

metadata: 

  name: pgdata-pgset-0 

spec: 

  storageClassName: powermax 

  accessModes: 

    - ReadWriteOnce 

volumeMode: Filesystem   

resources: 

    requests: 

      storage: 10Gi 

  

Persistent 

volume 

Persistent 

volume claim 

https://kubernetes.io/docs/concepts/storage/persistent-volumes/#persistent-volumes
https://kubernetes.io/docs/concepts/storage/persistent-volumes/#static
https://kubernetes.io/docs/concepts/storage/persistent-volumes/#dynamic
https://kubernetes.io/docs/concepts/storage/persistent-volumes/#persistentvolumeclaims
https://kubernetes.io/docs/concepts/storage/persistent-volumes/#persistentvolumeclaims
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The key attributes for a PVC that can be modified are: 

• accessModes: Defines how the volume will be read or written per Pod 

• volumeMode: Has two values, Filesystem (default) or Block. Block allows to 

provision raw block device; it is up to the workload to format that volume. 

• resources.requests.storage: Sets the capacity claimed by the PVC 

Note: ReadWriteMany access mode cannot be used with volumeMode: 

Filesystem  because neither ext4 nor xfs are a clustered file system. Every over mode 

including ReadWriteOncePod and ReadWriteMany with volumeMode: Block work with the 

CSI driver for PowerMax. 

To obtain the mapped PV to a PVC, run kubectl get pvc pgdata-pgset-0 

NAME             STATUS    VOLUME            CAPACITY     ACCESS 

MODES   STORAGECLASS                 AGE 

pgdata-pgset-0   Bound     pmax-f4a51a53b0   10487040Ki   RWO            

powermax                     14s 

Note: As shown in this example, the provisioned size is slightly bigger than the requested 

capacity. The CSI for PowerMax reserves some space for the meta data of the file system. 

 

The VolumeSnapshotClass is a similar concept to the StorageClass, it allows the storage 

administrators to create different classes of service to manage snapshots for the PVCs. 

apiVersion: snapshot.storage.k8s.io/v1 

kind: VolumeSnapshotClass 

metadata: 

  name: powermax-snapclass 

driver: csi-powermax.dellemc.com 

deletionPolicy: Delete 

parameters: 

  SYMID: '000000000001' 

With vanilla CSI for PowerMax, the single configurable attribute is the deletionPolicy that 

allows or not to delete the snapshot on the array in addition to the VolumeSnapshot object 

in Kubernetes. 

If you use the CSM replication with Metro volumes, you can add the field 

parameters.SYMID to take a snapshot on both arrays. 

Note: Some distributions like Openshift, Tanzu, or Anthos come with the Custom Resource 

Definition (CRD) and External Snapshot Controller for snapshot management; Kubernetes vanilla 

distribution does not. The driver documentation gives all the details to deploy the compatible 

version of the CRD controller. 

 

Volume 

snapshot class 

https://kubernetes.io/docs/concepts/storage/persistent-volumes/#access-modes
https://kubernetes.io/docs/concepts/storage/persistent-volumes/#volume-mode
https://kubernetes.io/docs/concepts/storage/persistent-volumes/#capacity
https://kubernetes.io/docs/concepts/storage/volume-snapshot-classes/
https://dell.github.io/csm-docs/docs/csidriver/installation/helm/powermax/#optional-volume-snapshot-requirements
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There is a direct analogy with the PersistentVolume resources and a Volume Snapshot in 

Kubernetes. The VolumeSnapshot is like a PVC, it is a request for a PVC mapped to the 

Snapshot on the array; while the VolumeSnapshotContent is similar to the PV, which 

means it maps to the physical snapshot on the array side. 

Below is an example of a request for snapshot creation: 

apiVersion: snapshot.storage.k8s.io/v1 

kind: VolumeSnapshot 

metadata: 

  name: pvol0-snap1 

spec: 

  volumeSnapshotClassName: powermax-snapclass 

  source: 

    persistentVolumeClaimName: pvol0 

The following shows a created snapshot output from kubectl get volumesnapshot          

 

Name:         snapcontent-3646c777-4c45-4d33-8848-c376fc4f6542 

Namespace:     

Labels:       <none> 

Annotations:  <none> 

API Version:  snapshot.storage.k8s.io/v1 

Kind:         VolumeSnapshotContent 

Metadata: 

  Creation Timestamp:  2022-06-07T14:06:34Z 

  Finalizers: 

    snapshot.storage.kubernetes.io/volumesnapshotcontent-bound-

protection 

  Generation:  1 

  Resource Version:  33980575 

  UID:               90c51e85-3459-46ec-984a-a3354906b11c 

Spec: 

  Deletion Policy:  Delete 

  Driver:           csi-powermax.dellemc.com 

  Source: 

    Volume Handle:             csi-rke-rke-281d46f7fa-default-

000297600448-00B8B 

  Volume Snapshot Class Name:  powermax-snapclass 

  Volume Snapshot Ref: 

    API Version:       snapshot.storage.k8s.io/v1 

    Kind:              VolumeSnapshot 

    Name:              pvolx0-snap1 

    Namespace:         default 

    Resource Version:  33980542 

    UID:               3646c777-4c45-4d33-8848-c376fc4f6542 

Status: 

  Creation Time:    1654610798003964597 

  Ready To Use:     true 

  Restore Size:     0 

Volume 

Snapshot and 

Volume 

Snapshot 

Content 

https://kubernetes.io/docs/concepts/storage/volume-snapshots/
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  Snapshot Handle:  csi-rke-rke-3646c7774c-000297600448-00B8B 

 

Figure 1. Viewing a snapshot using kubectl describe 
volumesnapshotcontents.snapshot.storage.k8s.io and Unisphere 

In Unisphere for PowerMax, the storage group view is the best place to see a volume and 

its snapshots. Note the prefix of the VolumeSnapshotContent is the suffix of the snapshot 

name in Unisphere. You can also get the same name from status.snapshotHandle. 

Next is an example of how to create a new PVC from a snapshot: 

apiVersion: v1 

kind: PersistentVolumeClaim 

metadata: 

  name: restorepvc 

spec: 

  storageClassName: powermax 

  dataSource: 

    name: pvol0-snap1 

    kind: VolumeSnapshot 

    apiGroup: snapshot.storage.k8s.io 

  accessModes: 

    - ReadWriteOnce 

  resources: 

    requests: 

      storage: 8Gi 
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VolumeSnapshot is a namespaced resource, and therefore it cannot be restored in 

another namespace. If you need to restore a snapshot in a different namespace, you can 

do so with a tool like PowerProtect Data Manager. 

Note: Kubernetes Snapshots provide a snapshot copy of a volume only and not the memory of 

the running container. So, when you need to restore your data, you must restore the snapshot to a 

new PVC and reattach your workload (StatefulSet or else) to the newly created PV and restart the 

workload. 

 

Note: When you delete a PV that still has snapshots, the LUN is not removed from the array but 

renamed with the postfix -DS. After the related snapshots are deleted, the CSI driver will delete 

the LUN permanently. 

  

https://www.delltechnologies.com/asset/en-us/products/data-protection/industry-market/h18715-dell-emc-powerprotect-data-manager-protecting-openshift-workloads-wp.pdf
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All the resources above (and more) have relationships to create a coherent representation 

of storage elements in Kubernetes. The diagram below tries to summarize all the major 

resources and their attributes that link to other objects.  

It has been obtained the help kubectl api-resources | grep -E 

"^NAME|csi|storage|PersistentVolume" and kubectl explain for each 

resource. 

 

  

Relationships 
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Disaster recovery strategy 

 

The advent of Kubernetes clustering and scheduling technologies allowed us to easily 

deploy stateless applications and make them highly available. For the stateful application, 

it is important to define a disaster recovery plan. 

There is a wide range of possible architecture and patterns to implement a disaster 

recovery that is compatible with user business constraints (time to recover, capabilities of 

the application, distance between sites). 

In this chapter, we will explore different options that are possible with Dell CSI/CSM 

components. 

 

The two most popular approaches to run Kubernetes workloads on different sites are to 

have: 

• Two or more clusters between sites running independently 

• One stretched cluster with nodes running across sites 

 

Note: Certain Kubernetes distributions like Openshift impose a low latency between sites to allow 

stretched clusters. The same goes with SRDF where latency is a constraint more or less relaxed 

depending on the type. 

There are two main strategies to implement a disaster recovery or high availability for 

Stateful App you can rely of the application to synchronize the data or use volume level 

replication. 

Certain applications like Elasticsearch, Cassandra and Couchbase replicates their data 

natively between an odd number of nodes; while transactional databases like PostgreSQL 

or MySQL often use a primary/stand-by approach. 

With volume level replication, the storage backend manages the replication of the data 

between different sites, in the case of PowerMax this is done using Symmetrix Remote 

Data Facility (SRDF). Then, the application can access their data from either of the 

replicated sites. 

CSI/CSM for PowerMax supports three replication types: asynchronous, synchronous, or 

active/active replication with SRDF metro. Geographical and availability requirements will 

dictate which replication mode is best suited to the needs of the application being 

replicated. 

The CSM replication goal is to allow the implementation of a disaster recovery plan using 

volume-level replication with SRDF.  

Kubernetes and CSI primitives have no awareness of PersistentVolume replication. The 

Dell Container Storage Module Replication aims to expose all the management 

operations of the volume replication in Kubernetes with the help of Custom Resource 

Definitions. 

Overview 

Geo-distributed 

Kubernetes 

architectures 

Replication 

patterns 

CSM for 

replication 

https://blog.openshift.com/metro-area-openshift-stretch-cluster-how-to-survive-an-outage-and-live-to-tell-about-it/
https://www.dell.com/community/s/vjauj58549/attachments/vjauj58549/student-discussions/447/1/docu6182_Symmetrix-Remote-Data-Facility-(SRDF)-Connectivity-Guide.pdf
https://www.elastic.co/guide/en/elasticsearch/guide/current/replica-shards.html
http://cassandra.apache.org/doc/latest/architecture/dynamo.html#replication
https://docs.couchbase.com/server/4.1/concepts/dist-data-mgmt-replication.html
https://www.postgresql.org/docs/current/high-availability.html
https://dev.mysql.com/doc/refman/8.0/en/replication.html
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For the Kubernetes user, the CSM for replication enables the provisioning of SRDF 

replicated volumes with a normal PVC directive. The YAML definition for the Persistent 

volume claim is just like a non-replicated volume, the only requirement is to refer to the 

StorageClass for the correct mode of replication.  

While the Kubernetes administrator will use CRD extensions to launch replication 

operations like failover, re-protect, or failback. 

The CSM replication module for PowerMax will take care of the management and 

creation of the PV objects of the volume and replicas in the different clusters, not the 

workload-related resources like StatefulSet, PVC, ConfigMap, Secret, and anything else 

that is needed by the containerized application to be running.  

The different Kubernetes cluster topologies are extensively discussed in the official 
documentation. But in nutshell the supported Kubernetes architectures are: 

 

Figure 2. Asynchronous and synchronous with clusters on two sites 

 

Figure 3. Metro normal operation 

 

https://dell.github.io/csm-docs/docs/replication/cluster-topologies/
https://dell.github.io/csm-docs/docs/replication/cluster-topologies/
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With the current CSM replication version (v1.2 at the time of the release of this white 

paper), several restrictions apply. 

First, PowerMax active/active metro SRDF is not possible with two independent clusters. 

With the current CSM replication version (v1.2 at the time of the release of this white 

paper), several restrictions apply.  

• PowerMax active/active metro SRDF is not possible with two independent 

clusters.  

• SRDF groups must be preconfigured by the storage administrator for use with 

CSM replication modules and defined in the Storage class (cf. Error! Reference 

source not found. Error! Reference source not found.). 

Depending on the replication type you use you have to manage the SRDF groups 

differently:  

• For SRDF Synchronous mode, one SRDF group can have RDF pairing from 

many namespaces. 

 

Figure 4. Asynchronous and synchronous on stretched cluster 

• For SRDF Metro and Asynchronous mode, one SRDF group can only have RDF 

pairing from one namespace. Failover granularity is at the namespace.  

• As a consequence, for SRDF Metro and Asynchronous modes the Kubernetes 

administrator have to create one StorageClass per namespace which needs to 

use replication.  

For more details about the architecture and support matrix, see the architecture chapter of 

the CSM replication documentation. 

  

https://dell.github.io/csm-docs/docs/replication/architecture/
https://dell.github.io/csm-docs/docs/replication/architecture/
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Design and architecture 

CSI Drivers are applications that implement gRPC services as described in the CSI 

specification. 

They are the glue between the Kubernetes claim for storage and the storage backend. 

The CSI Driver for PowerMax is made of two components: 

• The controller which communicates to the Unisphere API to manage the storage 

(create/delete LUN, masking views, snapshots). 

• The node which will format and mount the LUN 

 

The controller can run in a high availability mode with multiple instances performed in 

parallel. They run in an active-passive mode and the coordination to select the active Pod 

uses a Lease. To identify the active controller (which can useful if you need to check 

logs), you can run kubectl get leases -n powermax and the holder is the active 

one. 

  

Overview 

https://github.com/container-storage-interface/spec/blob/master/spec.md#rpc-interface
https://github.com/container-storage-interface/spec/blob/master/spec.md#rpc-interface
https://kubernetes.io/docs/reference/kubernetes-api/cluster-resources/lease-v1/
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Deployment of CSI/CSM is done through Sidecars containers. Some of these containers 

are mandatory (dark blue) by the CSI specification, others are optional and enabled by 

default (turquoise), or optional and disabled by default (light blue). The latter enable 

certain features that can be standard CSI or Dell extensions for Container Storage 

Modules. 

 

Each sidecar as a specific task to either boilerplate generic functions or perform actions; 

in the case of the controller, we have: 

• The controller driver which sends API calls to Unisphere. 

• The provisioner which watches the Kubernetes API server for 

PersistentVolumeClaim objects. If a claim appears the registrar will create the 

volume, if a claim disappears the registrar will remove the volume. 

• The attacher which watches the Kubernetes API server for VolumeAttachment 

objects and then Publish/Unpublish the volumes. 

• The resizer which watches for the volume expansion requests. 

• The snapshotter which deals with the volume snapshot-related requests (create, 

restore new PVC, and delete) 

• The volume health to expose metrics (volume size and used, inodes used) to 

kube-state API. 

• The Dell Replication which watches for Dell Replication Controller requests and 

take care of provision replicated LUN or trigger a failover or failback action (cf. § 

Error! Reference source not found.). 

• The Dell Reverse Proxy is a reverse proxy specific to the CSI Driver for 

PowerMax. It helps to load-balance API requests between multiple Unisphere 

endpoints and threshold the requests to the endpoints. 

The Dell Authorization Proxy communicates with the   

Driver sidecars 

https://kubernetes-csi.github.io/docs/sidecar-containers.html
https://github.com/dell/csi-powermax/blob/main/service/controller.go
https://kubernetes-csi.github.io/docs/external-provisioner.html
https://kubernetes-csi.github.io/docs/external-attacher.html
https://kubernetes-csi.github.io/docs/external-resizer.html
https://kubernetes-csi.github.io/docs/external-snapshotter.html
https://kubernetes-csi.github.io/docs/external-health-monitor-controller.html
https://dell.github.io/csm-docs/docs/replication/deployment/powermax/
https://dell.github.io/csm-docs/docs/replication/architecture/
https://dell.github.io/csm-docs/docs/csidriver/features/powermax/#csi-powermax-reverse-proxy
https://dell.github.io/csm-docs/docs/authorization/deployment/#configuring-a-dell-csi-driver-with-csm-for-authorization
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• CSM for Authorization. 

 

The CSI driver relies on the host capabilities and configuration to access the storage 

protocol. 

Therefore, the driver comes with pre-requisites and limitations to access the storage 

backend. 

Multipathing 

Multipathing is a key part of the host configuration especially when used with SRDF 

metro. 

The CSI Driver for PowerMax relies on Device Mapper Multipathing. The bare minimal 

required multipath.conf configuration required for the driver to work is : 

defaults {  

  user_friendly_names yes 

  find_multipaths yes 

} 

blacklist { } 

Certain distributions like Openshift use immutable operating system. In that case, it is 

important to make sure: 

• The package device-mapper-multipath package is installed 

• The service multipathd is started 

In Openshift, these changes can be applied with MachineConfig. 

Note: Only Device Mapper Multipathing is supported in v2.3.0, and there is no third-party support 

using PowerPath or Multipath-TCP. 

iSCSI and CHAP 

If you use iSCSI with Challenge Handshake Authentication Protocol (CHAP), the 

configuration of the credentials is not done in the iscsid.conf but within a configuration 

of the driver. 

For more details on PowerMax iSCSI configuration you can refer to:   

https://www.delltechnologies.com/asset/en-us/products/storage/industry-market/h14531-

dell-emc-powermax-iscsi-implementation.pdf.  

Non-supported protocols 

End-to-end NVMe is not supported by the driver, nor Fiber Channel for Virtual Machine 

running Kubernetes (FC is only supported with bare metal hosts).  

  

Host config 

https://dell.github.io/csm-docs/docs/csidriver/installation/helm/powermax/#linux-multipathing-requirements
https://dell.github.io/csm-docs/docs/csidriver/installation/operator/#pre-requisites-for-red-hat-openshift-clusters
https://dell.github.io/csm-docs/docs/csidriver/features/powermax/#iscsi-chap
https://dell.github.io/csm-docs/docs/csidriver/features/powermax/#iscsi-chap
https://www.delltechnologies.com/asset/en-us/products/storage/industry-market/h14531-dell-emc-powermax-iscsi-implementation.pdf
https://www.delltechnologies.com/asset/en-us/products/storage/industry-market/h14531-dell-emc-powermax-iscsi-implementation.pdf
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Quotas 

With shared infrastructure like a Kubernetes cluster, quotas are a useful way to make sure 

workloads have the appropriate extent of shared resources. Kubernetes offers several 

mechanisms to limit storage usage. 

These mechanisms are defined and enforced at different layers of the infrastructure (Pod, 

definition, storage class, namespace). 

If you need an extra layer of control to protect the credentials, add RBAC support for 

storage resources on the array side or implement fine-grained quotas for multiple 

Kubernetes clusters you can add CSM Authorization module. 

 

To paraphrase Kubernetes official documentation, PVs are resources in the cluster. PVCs 

are requests for those resources and act as claim checks to the resource. 

This means that within the pod definition the PersistentVolumeClaim is just a request, and 

it will be fulfilled only if there is an available PersistentVolume that satisfies the 

requirement. 

LimitRange sets at the namespace level it is possible to enforce a minimum and 

maximum request size. It prevents a pod from bloating all the storage resources and 

impacts future claims. 

cat <<EOF > limit-pvc.yaml 

apiVersion: v1 

kind: LimitRange 

metadata: 

    name: storagelimits 

spec: 

    limits: 

    - type: PersistentVolumeClaim 

      max: 

        storage: 100Gi 

      min: 

        storage: 8Gi 

EOF 

 

 

kubectl create -f ./limit-pvc.yaml --namespace=test 

 

Note: Certain Kubernetes distributions like Rancher allow to set LimitRange by default for any 

new namespace. 

  

Overview 

Quota per 

Persistent 

Volume 

https://dell.github.io/csm-docs/docs/authorization/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/#lifecycle-of-a-volume-and-claim
https://kubernetes.io/docs/tasks/configure-pod-container/configure-persistent-volume-storage/#create-a-persistentvolumeclaim
https://kubernetes.io/docs/tasks/administer-cluster/limit-storage-consumption/#limitrange-to-limit-requests-for-storage
https://rancher.com/docs/rancher/v2.5/en/project-admin/resource-quotas/override-namespace-default/
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One effortless way to manage and isolate storage consumption within the cluster is to 
create different storage pools in the array and map these pools to different storage 
classes. 

Every Dell CSI has the option to select the pool to be associated with a different storage 
class. 

cat <<EOF > storage-class-my-other-pool.yaml 

apiVersion: storage.k8s.io/v1 

kind: StorageClass 

metadata: 

    name: powermax-my-other-pool 

provisioner: csi-powermax 

reclaimPolicy: Delete 

parameters: 

    SRP: my-other-pool 

    SYMID: "000000000001" 

EOF 

 

kubectl create -f ./storage-class-my-other-pool.yaml 

The CSI driver itself doesn’t give visibility into subscription rates and utilization rates. It is 

important for the PowerMax storage administrator to have proper monitoring in place for 

the Storage Pool. A good practice to track these metrics is to install the CSM 

Observability module. 

Note: The quota per StorageClass is less popular with CSI PowerMax as it is a good practice 

to keep a single storage resource pool for the entire array. 

 

Kubernetes allows defining resource quotas to limit the usage of compute and storage 
resources of the cluster. The quotas are given per namespace. The storage resource 
quotas can limit the total amount of storage to be used and the number of 
PersistentVolumeClaim per namespace. 

It is also possible to scope the quota to a particular storage class like in the example 

below: 

cat <<EOF > storage-resources.yaml 

apiVersion: v1 

kind: ResourceQuota 

metadata: 

  name: storage-resources 

spec: 

  hard: 

    powermax.storageclass.storage.k8s.io/requests.storage: "500Gi" 

    powermax.storageclass.storage.k8s.io/persistentvolumeclaims: 

10000 

EOF 

 

kubectl create -f ./storage-resources.yaml --namespace=test 

 

Quota per 

storage class 

Quota per 

namespace 

https://kubernetes.io/docs/concepts/policy/resource-quotas/#storage-resource-quota
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Check the quotas definitions for a namespace with: 

kubectl describe quota storage-resources --namespace=test 

 

Name:                                                        

storage-resources 

Namespace:                                                   test 

Resource                                                     Used  

Hard 

--------                                                     ----  

---- 

powermax.storageclass.storage.k8s.io/persistentvolumeclaims  2     

10k 

powermax.storageclass.storage.k8s.io/requests.storage        16Gi  

500Gi 
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CSM for Authorization is the most effective way to enable fine-grained quotas for 

Kubernetes clusters consuming PowerMax storage. 

CSM for Authorization enables storage backend multi-tenancy by letting storage and 

Kubernetes administrators the ability to: 

• Declare tenants to restrict the usage of storage (usually one per Kubernetes 

cluster) 

• Apply RBAC on the resources created by the tenant 

• Authenticate tenants with a JSON Web Token  

To support these use-cases we need to deploy a proxy between the tenants (CSI drivers) 

and the storage system. 

Once a policy is configured or modified by the storage administrator it applies 

immediately. 

Storage administrators have an interface to create, delete, and manage roles/groups that 

storage rules may be applied. Administrators or users may generate authentication tokens 

that may be used by the Kubernetes administrator to use storage with proper access 

policies being automatically enforced. 

 

 

  

CSM for 

Authorization 

https://en.wikipedia.org/wiki/JSON_Web_Token
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The usual sequence when using CSM for Authorization is to: 

1. The storage admin declares the storage endpoints that they want Kubernetes 

users to have access to with the help of: 

karavictl storage create \ 

          --type powermax \ 

          --endpoint  ${UnisphereURL} \ 

          --system-id ${SymmetrixID} \ 

          --user smc \ 

          --password ${ArrayPassword} \ 

          --insecure 

2. The Kubernetes administrator requests storage capacity for one or many clusters. 

3. If this is a new tenant, the storage admin creates it with the help of: 

karavictl tenant create -n k8s --insecure \ 

          --addr "grpc.${AuthorizationProxyHost}" 

 

Note: The URL must have the grpc prefix. Ensure you have a DNS entry that resolves that name 

to the proxy host FQDN or IP. 

4. The storage admin applies the quota with: 

karavictl role create \ 

          --role=k8s_pmax=powermax=${Symmetrix}=SRP_1=30000 

Note: The current quota size is given in bytes. If the role already exists, you can update it with the 

exact same syntax and karavictl role update –role=... 

5. The storage admin maps the quota to the tenant with: 

karavictl rolebinding create --tenant k8s \ 

                       --role k8s_pmax --insecure \ 

                       --addr 

"grpc.${AuthorizationProxyHost}" 

6. The storage admin generates the JWT: 

karavictl generate token --tenant k8s --insecure \ 

          --addr "grpc.${AuthorizationProxyHost}" \ 

          | jq -r '.Token' > token.yaml 

7. The storage admin sends the token.yaml to the Kubernetes so they can apply 

the new JWT to authenticate queries against the proxy. 

kubectl apply -f /tmp/token.yaml -n powermax 

Note: In the above procedure, it is assumed the driver is installed with the Authorization enabled 

and the CSM Authorization Proxy URL. This includes the import of CSM Auth Proxy certificate if 

you want trusted communication.  
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Once the Quota is in place and JWT authentication enabled, the Kubernetes administrator 

cannot access Unisphere credentials, and they can only issue queries against the 

PowerMax objects (LUN, Masking View, Snapshots) they manage with the token. 

Conclusion 

The Kubernetes on-premises cluster must have a shared storage solution to run stateful 

workloads. SAN, NAS, or software-defined storage are more than ever a vital part of 

these infrastructures. In addition to the data mobility within nodes of a cluster, these 

solutions can bring data services that cloud-hosted solutions might not be available to 

deliver to Kubernetes, such as volume-based replication, high IOPS and bandwidth 

volumes, and more. 

 

Summary 
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References 

 

The following Dell Technologies documentation provides other information related to this 

document. 

• PowerMax Info Hub 

• Info Hub blog for announcements about CSI/CSM: 

https://infohub.delltechnologies.com/t/blogs-75/ 

• The documentation portal for CSI/CSM: https://dell.github.io/csm-docs/docs/ 

• https://volumes.blog/ for videos and demos 

Dell 

Technologies 

documentation 

https://infohub.delltechnologies.com/t/powermax-and-vmax-11/
https://infohub.delltechnologies.com/t/blogs-75/
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