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Virtualization Has Become Fully Hybrid...and is Skewing to the Cloud

Today, IT professionals report that, 
on average, 52% of their deployed 
virtual machines are now hosted on 
a cloud provider’s infrastructure. 

While virtualization backup methodologies have 
been in the market for many years, backup and 
recovery success is not a sure thing.

Looking ahead, IT professionals 
highlight that they expect the growth 
of VMs in the cloud to outpace the 
growth on VMs on-premises.

Backup and Recovery:  
We’re Not There Yet

Backup Environment Is The Leading Cause 
For Missing Data Protection SLAs

Key VM Data Protection Challenges

On average, 33% of organization’s 
on-premises VM backup and 
restore efforts fail.

of respondents report the backup environment 
is most often the cause of RTO/RPO failures. 

Recoverability, performance, and capacity are the key challenges ESG identified for organizations’ data protection of virtual environments.

RECOVERABILITY PERFORMANCE CAPACITY

Key VM Data Protection Capabilities...or What to Expect in an RFP

Integration and Back-compatibility 
with VMware Are Key for  
On-premises Backup

ESG research shows that integration and compatibility with VMware 
are the keys to success for on-premises backup of VMs, areas in which 
Dell Technologies excels.

Integration/manageability with VMware 
management tools

Compatibility with VMware range 
hypervisor versions, either older or newer

“Instant” or rapid recovery of 
VMs directly from the backup 

server/appliance

Ability to use cloud services for 
off-site protection

Ability to automatically detect 
and protect VMs

How to solve the issue? IT leaders have spoken: when considering new data protection for VMs, they favor these top 3 capabilities:  

Why Is Dell Better for Protecting Virtual Environments?
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Proven at Scale, Easy to Deploy, and Efficient

OVER 1,000 CLOUD 
CUSTOMERS

PROTECTING  
2.7 EXABYTES OF DATA

SIMPLE, AND  
CLOUD-ENABLED
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Large-scale  
Virtual Environment  
Data Protection Trends

Backup and recovery is in the top 3 aspects of VM lifecycle management 
reported as the most challenging by ESG research respondents. This shows 
that organizations are in dire need of better VM data protection.

VM recovery failures lead to negative operational efficiency and business 
impacts…and trigger a domino effect of compliance and customer exposures.

Source: ESG Research Insight Paper, Data Protection Trends in Virtual Environments, Commissioned by Dell Technologies, Feb 2020
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LEARN MORE

Protecting VM deployments at scale is a true IT challenge! This is where Dell Technologies’ tight integration and innovation with VMware, and their 
joint engineering are significant differentiators that organizations should consider as they evaluate or reevaluate their data protection environments.  

The Bigger Truth

www.DellTechnologies.com/DataProtection

