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Executive summary 

In todayôs database environment, organizations demand un-interrupted Oracle Database operations with 

minimum downtime and SLAs. Modern hyperconverged infrastructure platforms facilitate improved flexibility, 

productivity, performance, protection, while simplifying infrastructure management. 

The new approach is implementing Data Protection using Dell EMC Avamar and Data Domain for enterprise 

applications such as Oracle databases running on VxFlex integrated rack. Avamar Virtual Editionôs tight 

integration with Data Domain uses a multi-streaming, deduplication approach ï resulting in faster and more 

efficient backups.  

This integration provides the ability to directly select backup workloads to Data Domain systems. This 

eliminates the costly need for two separately managed backup environments. 

This paper highlights in detail the specific features and recommended architecture surrounding this integration 

of VxFlex integrated rack with Dell EMC Avamar Virtual Edition, and Dell EMC Data Domain. This results in 

enterprise-grade application protection while achieving greater process and footprint efficiency with zero 

performance impact to the production workloads. 
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1 Introduction 
This white paper outlines the design considerations of backup and recovery options for Oracle RAC 

databases via Avamar Virtual Edition and Data Domain on VxFlex integrated rack. 

1.1 Objective 
The purpose of this white paper is to demonstrate how this Dell EMC data protection solution provides unique 

and powerful integration between Avamar and Data Domain configured with VxFlex integrated rack for Oracle 

databases. 

1.2 Audience 
This white paper is intended for Oracle database administrators, system engineers, partners, and members of 

Dell EMC and partner professional service community who are looking for efficient backup and recovery 

procedures for Oracle RAC databases on Dell EMC VxFlex integrated rack with the VMware ESXiÊ 

hypervisor. 

The reader of this document must have a working knowledge of the following technologies: 

¶ Dell EMC VxFlex integrated rack 

¶ Dell EMC Avamar and Data Domain systems 

¶ VMware vSphere  

¶ Oracle database and general database backup practices  

 

In addition to working knowledge of the above technologies, the reader must also possess basic knowledge of 

the following technologies: 

¶ Storage 

¶ Compute 

¶ Networking  
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1.3 Terminology 
The following table defines acronyms and terms that are used throughout this document:  

 Terminology 

Term Definition 

HCI Hyperconverged Infrastructure 

AVE Avamar Virtual Edition 

RAIN Redundant Array of Independent Nodes 

DD Data Domain 

IPI Intelligent Physical Infrastructure  

vPC Virtual Port Channel 

OOB Out-of-band management 

SVM Storage Virtual Machine 

SDS Storage Data Server 

SDC Storage Data Client 

RAC Real Application Cluster 

ASM Automatic Storage Management 

RMAN Recovery Manager 

PIT Point-in-Time 

OLTP Online Transaction Processing 

VLAN Virtual Local Area Network 

TOR Top of the Rack Switch 

DNS Domain Name System 

NTP Network Time Protocol 
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2 Product overview 

2.1 Dell EMC VxFlex integrated rack 
The Dell EMC VxFlex integrated rack is an engineered system that provides the ultimate performance, 

reliability, scalability, agility, and flexibility for modern data center workloads, IaaS, and PaaS cloud 

infrastructure initiatives. The system is powered by Dell EMC VxFlex OS software-defined storage running on 

industry-leading enterprise-class Dell EMC PowerEdge servers. It is a rack scale-out hyperconverged system 

that comes with a proprietary intelligent physical infrastructure (IPI) cabinet, offers integrated networking and 

dedicated system management control plane.  

 

 

The modular design of VxFlex integrated rack enables you to add standardized units of infrastructure to the 

environment. With this scalable model, it is all about expanding the infrastructure in small increments, as 

applications require eliminating the over-provisioning that is experienced with other approaches.  
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The following figure shows the VxFlex integrated rack scalability: 

 

 

 

Each cabinet is equipped with redundant access switches (Cisco 93180YC-EX). A pair of aggregation 

switches is installed in the first cabinet and configured in access/aggregation network topology. If more than 

one cabinet exists, the aggregation switches can be spread across or installed in other cabinets. 

The entire system is built and configured at the Dell EMC factory according to proven and tested best 

practices. In addition to the unmatched performance, scalability and performance, customers also enjoy one-

call support for all components and end to end life cycle management through a proven automated Release 

Certification Matrix (RCM) for all components including software and firmware. 

2.2 Dell EMC Avamar Virtual Edition 
Avamar Virtual Edition (AVE) is a single-node non-RAIN (Redundant Array of Independent Nodes) Avamar 

server that runs as a virtual machine in a VMware ESXi 5.5, 6.0, 6.5, or 6.7 environment. AVE integrates the 

latest version of Avamar software with SUSE Linux as a VMware virtual machine. AVE for VMware supports 

the licensed capacity configurations from minimum 0.5 TB to 16 TB. 

AVE generally performs better when I/O performance is higher. Amount of data added daily and capacity that 

is utilized within the AVE virtual machine are also lower. To maximize the capacity the AVE virtual machine 

can use, the daily change rate of the data AVE protects must be balanced with adequate I/O performance. 

The benefits of AVE are as follows: 

Hypervisor Integration: Integration with VMware and Microsoft 

Self-Service Recovery: Application owners take control of data protection of their applications 

Simplified Administration: Wizard driven setup and management 

Simply modern management: A single interface for monitoring, management, reporting and search with 

integrated recovery 

Granular Level Recovery: Immediate item level recovery with granular level recovery of data and 

applications 

Data Domain integration: Optimized backup and recovery solution 
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2.3 Dell EMC Data Domain 
Data Domain systems are purpose-built data protection appliances that are designed to reduce the amount of 

disk storage that is needed to retain and protect data. A variety of backup, archive, and enterprise 

applications are supported by Data Domain. The list includes not only Dell EMC Avamar and Networker, but 

also products by Oracle, SAP Hana, Veritas, and others. 

Data Domain deduplication greatly reduces the data footprint before the data is backed up. Data Domain 

global compression technology combines an exceptionally efficient high-performance in-line deduplication 

technology with a local compression technique. The reduced data footprint allows data to be retained on-site 

for longer periods and allows transfer across the network for archival. 

The benefits of Data Domain are as follows: 

Scalability and Performance: Reduces storage required by 10-30x. Protects up to 150 PB of logical 

capacity in a single system. 

Efficient Resource Utilization: Sends only deduplicated data across the network to reduce bandwidth 

required. 

Reliable Access and Recovery: End-to-end data verification, fault detection, and self-healing. 

Seamless Integration: Integrates with leading backup, archiving, and enterprise applications.    

2.4 Avamar Plug-in for Oracle 
The Avamar Plug-in for Oracle works with Oracle and Oracle Recovery Manager (RMAN) to back up Oracle 

databases, tablespaces, or datafiles to an Avamar server or a Data Domain system. The Avamar Plug-in for 

Oracle serves as a backup module and the Avamar server or Data Domain system as a storage device. You 

can perform backups and recoveries from Avamar Administrator or from the RMAN command line interface. 

The Avamar Plug-in for Oracle backs up and restores Oracle RAC databases by connecting to the instance 

that runs on Oracle database VM. This node is the one registered with the Avamar server. Because each 

node runs an instance of the Oracle database in a RAC configuration, when a failover occurs, users access 

the database on the failover node. The failover process is transparent to the users. 

The Avamar Plug-in for Oracle supports backups to and restore from Data Domain systems. You can back up 

Oracle data to a Data Domain system by using Avamar Administrator or by using RMAN backup scripts. 

Dell EMC recommends that you configure a shared var  directory on a VxFlex OS volume which mapped to 

each Oracle RAC database VMs. The Avamar Plug-in for Oracle supports automatic failover for the Avamar 

agent if the active node goes down, regardless of whether the var directory is a shared. However, in the case 

of configurations with non-shared var  directories, the Avamar logs are saved only on local node. 

You use Avamar Administrator to back up and restore Oracle RAC databases. To back up an Oracle RAC 

database, the Avamar Plug-in for Oracle connects to the instance of the database that is running on the 

current active node. To restore an Oracle RAC database, you must first shut down all database instances, 

and then start the instance on the registered node in a ñnomountò state. 
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2.5 Avamar and Data Domain Compatibility Guide 
It is recommended to refer Avamar, Data Domain, DDBEA, NetWorker and ProtectPoint Compatibility Guide 

before deploying the data protection solution.  

This compatibility and interoperability matrix provide information on clients, operating systems, platforms, and 

application supported by Dell EMC Avamar and Data Domain.  

 

 

http://compatibilityguide.emc.com:8080/CompGuideApp/
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3 Solution architecture 
The solution is deployed as a hyperconverged deployment with VxFlex integrated rack and Data Domain 

systems. The VxFlex integrated rack HCI system is running ESXi hypervisor for compute and network and 

VxFlex OS for software-defined storage. 

3.1 Logical architecture 
The solution consists of four VxFlex integrated rack R640 servers. Each physical server included two Intel 

Xeon Skylake 14-core processors, 384GB RAM, and ten 1.92TB SSDs. Each VxFlex integrated rack node 

has a Dell EMC Storage Virtual Machine (SVM) running on it, providing both storage clustering and storage 

services. 

The following figure provides an overview of the logical network components in the VxFlex HCI network 

architecture: 
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Storage: 

In the VxFlex integrated rack with VMware vSphere 6.5 environment, the MDM and SDS components are 

installed on a dedicated SVM, whereas the SDC is installed directly on the ESX host. The VxFlex back-end 

storage consists of four SDS systems. The Storage Data Server (SDS) aggregates and serves raw local 

storage in a given node and shares that storage as part of VxFlex OS cluster. A single protection domain is 

carved out of the SSDs on these four SDS systems. A single storage pool is configured, and multiple volumes 

are carved out to meet the Oracle RAC database requirements including volumes for data, logging, cluster 

registry, and flash recovery area. These volumes are mapped to the ESXi cluster and added as a datastore 

and later mapped as disks drive to Oracle database virtual machine using VMware Paravirtual SCSI 

(PVSCSI) adapters. 

Oracle database virtual machine: 

Oracle Grid Infrastructure and RAC database software on Red Hat Enterprise Linux 7.5 is deployed as virtual 

machine on a vSphere cluster. The Oracle database virtual machines used here consist of 16 virtual CPUs, 

128 GB RAM and thick provisioned disks on VxFlex backend storage. 

Avamar Linux client and the Avamar plug-in for Oracle is also installed on the Oracle database virtual 

machine. The agent is registered with the AVE server. The Avamar plug-in for Oracle enables you to back up 

and restore Oracle RAC databases. 

Infrastructure cluster: 

The VxFlex system consists of three controller nodes that are clustered together to run various infrastructure 

management services like Active Directory, DNS, DHCP and NTP for VxFlex system. These nodes run 

VMware ESXi. VxFlex integrated rack Controller cluster hosts Avamar Virtual Edition and Avamar 

Administration virtual machine.  Avamar Administrator is the user interface for configuring and managing the 

Avamar system. Backup administrators can backup, restore, and monitor the progress. Avamar Administrator 

enables administrators to define backup and restore policies, manage users and clients and perform system 

maintenance activities. Avamar virtual edition integrated with Data Domain Appliance gives administrator a 

single centralized administration and management console for the backup environment. 

Data Domain:  

The Data Domain model DD6800 system used runs DD OS 6.0 used for efficiency and reliable backup for 

Oracle RAC database with a usable capacity is up to 288 TB.  
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3.2 Network architecture 
The following figure provides an overview of the network architecture and design of VxFlex integrated rack for 

Oracle RAC with Data Protection using Avamar and Data Domain system. 

 

 

 VxFlex networking details 

Components Description 

Cisco Nexus 93180YC-EX 10 & 25 Gbps TOR switches 

Cisco Nexus 9332PQ 40 Gbps Aggregation switches 

Cisco Nexus 3172TQ 1 & 10 Gbps Management switches. 

Data Domain  2 x 10 Gbps links 

Application traffic 2 x 25 Gbps links 

VxFlex storage traffic 2 x 25 Gbps links 
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Architecture flow: 

¶ VxFlex integrated rack uses a pair of Cisco Nexus 93180YC-EX as TOR switches. 

¶ VxFlex integrated rack uses a pair of Cisco Nexus 9332PQ as Aggregation switches. 

¶ Cisco virtual port channel is configured between the TOR and Aggregation switches. 

¶ Cisco Nexus 3172TQ switch is used for OOB traffic with 1GbE dedicated network. 

¶ Both TOR (Cisco Nexus 93180YC-EX) switch have uplinks to aggregation (Cisco Nexus 9332PQ) 

switches for redundancy and network bandwidth aggregation. 

¶ Each node comprises of four 25GbE ports, two ports connected to each TOR (Cisco Nexus 

93180YC-EX) switch. 

¶ The Data Domain DD6800 has two 10GbE connections to the TOR (Cisco Nexus 93180YC-EX) 

switches and 1GbE connection to the OOB management switch. 

 

VLAN Configuration: 

We must configure the network traffic for Oracle public, private interconnect, backup and recovery on 

separate VLANs.  The following table lists the VLAN configuration for different traffic types. 

 VLAN IDs on Cisco Nexus 93180YC-EX access switches 

Traffic type VLAN ID 

Oracle Public network 171 

Oracle Private interconnect 170 

Backup and Recovery 115 

Management network 105 

vMotion network 106 
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4 Avamar and Data Domain architecture  
Data Domain (DD) system performs deduplication through DD OS software. Avamar source-based 

deduplication to a Data Domain system is facilitated using the Data Domain (DD) Boost library. 

Avamar uses the DD Boost library through API-based integration to access and manipulate directories, files, 

and so on, contained on the Data Domain File System. The DD Boost API gives Avamar visibility into some of 

the properties and capabilities of the Data Domain system. This enables Avamar to control backup images 

stored on Data Domain systems. It also enables Avamar to manage maintenance activities and to control 

replication to remote Data Domain systems. DD Boost is installed on the backup clients and on the Avamar 

Virtual Edition. 

The following figure shows a high level architecture overview of the combined Avamar and Data Domain 

solution. 
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When specifying an Avamar server as the backup target, the Avamar client on each host performs 

deduplication segment processing. Data and metadata are stored on the Avamar server. 

When specifying a Data Domain system as the backup target, backup data is transferred to the Data Domain 

system. The related metadata generated by the Avamar client software is simultaneously sent to the Avamar 

server for storage. The metadata enables the Avamar management system to perform restore operations 

directly from the Data Domain system without first going through the Avamar server. 

For detailed information to prepare the Data Domain system by enabling DD Boost and creating a DD Boost 

user account for Avamar server to access Data Domain system for backups and restores, see Data Domain 

System Integration Guide.  

Before you can store backups on a Data Domain system, you must add the Data Domain system to the 

Avamar configuration by using Avamar Administrator. After you configure the Data Domain system, you can 

back up Oracle database files to the Data Domain system by selecting the appropriate plug-in option from 

Avamar Administrator or by specifying the Data Domain system as the target system for RMAN backup 

scripts. 

 

 

For more information about Avamar Administration overview and installation, see Dell EMC Avamar 

Administration Guide.  

 

 

https://www.emc.com/collateral/TechnicalDocument/docu89851.pdf
https://www.emc.com/collateral/TechnicalDocument/docu89851.pdf
https://www.emc.com/collateral/TechnicalDocument/docu89846.pdf
https://www.emc.com/collateral/TechnicalDocument/docu89846.pdf
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4.1 Avamar components for Oracle 
The Avamar Plug-in for Oracle supports backups of both single instance and RAC database configurations 

and requires that Oracle RAC installation is in the English language. The Avamar Plug-in for Oracle serves as 

a backup module and the AVE or Data Domain system as a storage device.  

The Avamar Plug-in for Oracle supports backups to and restore from Data Domain systems. You can back up 

Oracle data to a Data Domain system by using Avamar Administrator or by using RMAN backup scripts. The 

Avamar Plug-in for Oracle stores the metadata for the backup on the Avamar server. 

 

 

The Avamar Plug-in for Oracle installation package include three configuration scripts for Oracle RAC: 

¶ rac_config: Configures the Avamar Plug-in for Oracle to back up and restore RAC databases. 

¶ rac_deconfig: Deletes the RAC configuration from the Avamar Plug-in for Oracle. 

¶ rac_stop: Removes the Avamar agent (EMCagent) from the Oracle Clusterware resource list. 

For more information about Install Avamar Plug-in for Oracle, Oracle RAC configuration using 

rac_config script and registering the Avamar Client, see Dell EMC Avamar for Oracle User Guide.  

https://www.emc.com/collateral/TechnicalDocument/docu89879.pdf
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5 Backup and Restore validation 
The Dell EMC backup solution for Oracle RAC on VxFlex integrated rack with Avamar and Data Domain 

system enables to streamline, automate, and optimize database data protection process with Oracle best 

practices including RMAN. 

The Oracle database administrator can choose from the following data protection options: 

¶ On-demand backup: An on-demand backup is a user-initiated backup of Oracle data on a client. 

You can perform an on-demand backup for the first backup of the client immediately after you install 

the Avamar client software. You should also perform an on-demand backup before system 

maintenance, software installations, or software upgrades. Make sure to store the full backup for an 

Oracle RAC and all subsequent incremental backups on single Data Domain system. The Avamar 

Plug-in for Oracle does not support backups that are stored partly on Avamar and partly on a Data 

Domain system. 

 

When the backup initiated from Avamar Administration, the Avamar Plug-in for Oracle creates a 

RMAN script to perform backup operation and spawns a RMAN process to run the script. RMAN then 

uses the Avamar Plug-in for Oracle as a data mover to perform a backup operation. 

 

¶ Scheduled backup: Scheduled backups run automatically to ensure that backups of the Oracle data 

occur on an ongoing basis. 

 

¶ Restore: Avamar Administrator supports the restore of a database backup from one system to 

another system or directory on the same system. The restore uses the same Oracle system identifier 

(SID) and database identification number (DBID) of the original database for the restored database. 

 

During restore operation of Oracle RAC from Avamar Administration, the Avamar Plug-in for Oracle 

creates a RMAN script to perform restore operation and spawns a RMAN process to run the script. 

RMAN then uses the Avamar Plug-in for Oracle as a data mover to perform a restore operation. 

 

This section provides a detailed summary and description of the tests performed to validate a Dell EMC 

backup solution for Oracle RAC on VxFlex integrated rack with Avamar and Data Domain system. 

5.1 Test scenario 
The Dell EMC data protection components Avamar and Data Domain system demonstrates that the validated 

configuration is compatible with Oracle RAC database on VxFlex integrated rack. 

For this solution, we used the HammerDB tool to generate an OLTP workload on the Oracle RAC database. 

We also configured the HammerDB tool to run workload in Autopilot mode that enables us to configure a 

single test which can be repeated by a different number of virtual users a specified number of times.  

We removed the backup data from the Data Domain system after each activity to ensure that there were no 

existing Oracle Database backup sets resulting from deduplication that would reduce the amount of data that 

needed to be backed. 
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The following table lists the Oracle RAC database configuration and workload profile. 

 Oracle RAC database configuration and workload profile 

Characteristics Description 

Database type OLTP 

Database size 500 GB 

Oracle Database Four-node Oracle 12c R2 RAC on ASM 

Workload profile HammerDB tool with 70/30 read/write ratio 

Data block size 8 KB 

 

The RAC database backup test was a performance test, where the performance of Oracle RAC database was 

tested while performing on-demand backup using Avamar Administrator. 

The RAC database restore was a functionality test performed through restore option available in Avamar 

Administrator to ensure that there was no data loss. 

5.2 Test procedure 
The following procedure was used to validate on-demand backup and restore of Oracle RAC database. 

1. Startup the Oracle RAC database. 

2. Invoke the HammerDB console from the client machine. 

3. Enable the Autopilot mode and mention different number of virtual users. 

4. Start the OLTP workload on the RAC database. 
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5. Monitor the progress of the workload. 

6. Using Avamar Administrator, initiate Avamar on-demand backup and monitor the backup activity. For 

more information about on-demand backup, see Performing on-demand backup section in Dell 

EMC Avamar for Oracle User Guide. 

 

 
 

7. Monitor the backup process to finish. The Activity Monitor tab in the Avamar Administrator shows 

RAC database backup running during the OLTP workload. 

 

  

8. Allow the OLTP workload to finish 

 

 

https://www.emc.com/collateral/TechnicalDocument/docu85211.pdf
https://www.emc.com/collateral/TechnicalDocument/docu85211.pdf











