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Abstract 

This guide helps you to troubleshoot the following scenarios:
 The user is unable to connect to the cluster by IP address.
 The user is unable to connect to the cluster by FQDN or SmartConnect zone.
 The user is unable to access a share with the proper permissions.
 The user is unable to write to a share.
 The user is unable to connect to some nodes.
 The domain or Active Directory reports that it is offline.
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Note 
Follow all of these steps, in order, until you reach a resolution. 

1.  Follow these 

steps.
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Configure screen logging through SSH

We recommend that you configure screen logging to log all session input and output during your troubleshooting session. 

This log file can be shared with Isilon Technical Support, if you require assistance at any point during troubleshooting.

Note: The screen session capability does not work in OneFS 7.1.0.6 and 7.1.1.2. If you are running either of these versions, 

you can configure logging by using your local SSH client's logging feature.

1. Open an SSH connection to the cluster and log in by using the root account . 

Note: If the cluster is in compliance mode, use the compadmin account to log in. All compadmin commands must be 

preceded by the sudo prefix.

2. Change the directory to /ifs/data/Isilon_Support by running the following command: 

cd /ifs/data/Isilon_Support

3. Run the following command to capture all input and output from the session: 

screen -L

This will create a file named screenlog.0 that will be appended to during your session.

4. Perform troubleshooting.

Before you begin

CAUTION!
If the node, subnet, or pool that you are working on goes down during the course of 

troubleshooting and you do not have any other way to connect to the cluster, you could 

experience data unavailability.

Therefore, make sure that you have more than one way to connect to the cluster before 

you start this troubleshooting process. The best method is to have a serial console 

connection available. This way, if you are unable to connect through the network, you 

will still be able to connect to the cluster physically.

For specific requirements and instructions for making a physical connection to the 

cluster, see article 304071 on the EMC Online Support site.

Before you begin troubleshooting, confirm that you can connect through either another 

subnet or pool, or that you have physical access to the cluster.
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Start troubleshooting

Start

Introduction
Start troubleshooting here. For an overview 

of the conventions used in this flowchart, see 

Appendix B: How to use this flowchart.

If you have not done so already, log in to 

the cluster and configure screen logging 

through SSH, as described on page 3.

A time skew on the cluster can cause authentication issues. Verify that 

the time on the cluster is accurate by running the following command, 

where <dcIP> is the IP address of the domain controller:

ntpdate -b -u <dcIP>

See the example output at the bottom of this page.

What is the 

difference in time 

between the cluster 

and the domain 

controller?

More than 

300 seconds

Go to Page 5

100 seconds

or less

Note the page number that you 

are currently on.

Upload log files and contact Isilon Technical 

Support, as instructed in Appendix A.

Make an SSH connection to a node 

and log in by using the root account.

Example ntpdate -b -u <dcIP> output
Cluster-1# ntpdate -b -u 10.1.1.1

25 Oct 15:48:42 ntpdate[4112]: step time server 10.1.1.1 offset -0.008275 sec
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Active Directory is online, but authentication fails

Verify that Active Directory (AD) is online on all nodes 

by running the following command:

isi_for_array -sX "isi auth status"

See the example output at the bottom of this page.

Example output
cluster-1: ID                                       Active Server         Status

cluster-1: -----------------------------------------------------------------------------

cluster-1: lsa-activedirectory-provider:AD.ADTest.COM ad-dc.ADTest.com online

cluster-1: lsa-local-provider:System                - active

cluster-1: lsa-file-provider:System                - active

cluster-1: lsa-ldap-provider:ldap_example         ldap://192.168.100.1 online

cluster-1: lsa-nis-provider:nis_example                192.168.100.1        online

Page 

5

Is AD reporting 

as online?

Go to Page 23Go to Page 6

Yes No

  You could have arrived here from:  

 Page 4 - Start troubleshooting
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Active Directory is online, but authentication fails (2)

Page 

6

Check the SMB share permissions by running the following command, 

where <share> is the name of the share and <zone> is the zone 

name where the share is located:

isi smb shares view --share=<share> --zone=<zone>

See Appendix D for example output.

Go to Page 7

  You could have arrived here from:  

 Page 5 - Active Directory is online, but 

authentication fails

Gather the mapping token for a user who is experiencing an issue by 

running the following command where <DOMAIN\\username> is the 

domain and the user's name:

isi auth mapping token --user=<DOMAIN\\username>

Compare the list of group identities in the output to the share 

permissions you captured in the previous step.

_________
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Active Directory is online, but authentication fails (3)

Page 

7

  You could have arrived here from:  

 Page 6 - Active Directory is online,

but authentication fails (2)

Is the user or group 

that is unable to 

authenticate, listed in the 

output with read 

permissions?

Grant the user or 

group read 

permissions.
No

Is the user or group 

listed in the output with 

write permissions?

Yes

Grant the user or 

group write 

permissions.
Yes

Go to Page 8

No
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Active Directory is online, but authentication fails (4)

Page 

8

  You could have arrived here from:  

 Page 7 - Active Directory is online, but 

authentication fails (3)

 Page 14 - Active Directory is online, but 

authentication fails (10)

Map the user in the domain and zone by running the following command, where:

 <zone> is the name of the zone.

 <domain> is the name of the domain.

 <user> is the name of the user who cannot authenticate.

isi auth mapping token --zone=<zone> --user="<domain>\<user>"

See the example output at the bottom of this page.

Example isi auth mapping token --zone=<zone> --user="<domain>\<user>" output
cluster-1# isi auth mapping token --zone=zone2 --user="domain\user1"

User

Name : domain\user1

UID : 1000002

SID : S-1-5-21-458040702-84545701-2247583341-1109

On Disk : S-1-5-21-458040702-84545701-2247583341-1109

ZID: 2

Zone: zone2

Privileges: -

Primary Group

Name : domain\domain users

GID : 1000000

SID : S-1-5-21-458040702-84545701-2247583341-513

On Disk : S-1-5-21-458040702-84545701-2247583341-513

Supplemental Identities

Name : Users

UID : -

GID : 1545

SID : S-1-5-32-545

Name : Authenticated Users

UID : -

GID : -

SID : S-1-5-11

Go to Page 9

_______________________________

__________________

________________________________

___________________
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Active Directory is online, but authentication fails (5)

Page 

9

On the Windows client, open a command window and try to map a drive to any client-facing node 

by running the following command, where:

 <drive> is the letter of an available drive.

 <nodeIP> is the IP address of the node.

 <share> is the name of the share.

 <user> is the user name of the user mapped in the previous step.

net use <drive> \\<nodeIP>\<share> /user:<user>

Can you read from or 

write to the drive?
No Yes

Go to Page 10 Go to Page 14

  You could have arrived here from:  

 Page 8 - Active Directory is online, but 

authentication fails (4)

 Page 28 - Active Directory is offline (6)

_______________________________

__________________

_______________________________

Try to read a file from the drive 

or write a file to the drive.
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Active Directory is online, but authentication fails (6)

Page 

10

  You could have arrived here from:  

 Page 9 - Active Directory is online, but 

authentication fails (5)

 Page 20 - Active Directory is online, but 

authentication fails (16)

On the client, try to map a drive on a different IP address in the cluster by running the 

following command, where:

 <drive> is the letter of an available drive.

 <nodeIP> is a different node IP address than the one used in the previous step.

 <share> is the name of the share.

 <user> is the user name of the user mapped in the previous step.

net use <drive> \\<nodeIP>\<share> /user:<user>

Were you able 

to map the drive?

Try to connect to the same drive as above with a different user. Use an administrative user.

On the client, map a drive by running the following command in a command window, where: 

 <drive> is the letter of the drive mapped above.

 <nodeip> is the IP address of the node from above.

 <share> is the name of the share from above.

 <user> is the user name of a different administrative user.

 

net use <drive> \\<nodeip>\<share> /user:<user>

Go to Page 16

No

Yes

Go to Page 11 Yes
Were you able to 

map the drive?
Go to Page 17No

_______________________________

__________________

________________________________

___________________
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Active Directory is online, but authentication fails (7)

Page 

11

Reevaluate the permissions of the original user who is unable to authenticate.

Review their share permissions, file permissions, and folder permissions to 

make sure their permissions match your expectations. 

If the existing permissions do not match expectations, adjust the permissions as 

needed, and continue troubleshooting.

On the Windows client, open a command window, and try to map a drive by 

running the following command, where:

 <drive> is the letter of an available drive.

 <nodeIP> is the IP address of the node.

 <share> is the name of the share.

 <user> is the user name of the original user who cannot authenticate.

net use <drive> \\<nodeIP>\<share> /user:<user>

Were you 

able to map the 

drive?

Go to Page 12 Go to Page 13Yes No

  You could have arrived here from:  

 Page 10 - Active Directory is online, but 

authentication fails (6)

 Page 19 - Active Directory is online, but 

authentication fails (15)

________________________________

__________________

________________________________

___________________

Confirm the user has the desired permissions by running the following command, where:

 <DOMAIN\\username> is the domain and the user's name

 <path> is the full path

 <zone> is the zone name

isi auth access --user=<DOMAIN\\username> --path=<path> --zone=<zone>

Note: Starting with OneFS 7.2.1.5, 8.0.0.4, 8.0.1.2, 8.1.0.1 and later, mapping rules for 

supplemental identities are required, though the mapping token may include them incorrectly. 

The mapping token should allow access if the proper mapping rules are in place.
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Active Directory is online, but authentication fails (8)

Page

12

Remove the drive that was mapped by IP address in the previous step 

either by right-clicking the drive and choosing Disconnect or run the 

following command, where <drive> is the letter of the drive:

net use <drive> /delete

As the user on the previous page, try to access the 

share by fully qualified domain name (FQDN).

Example FQDN: isilon.emc.com

Can the user 

access the share 

by FQDN?

Go to Page 20

End troubleshooting

Yes

No

  You could have arrived here from:  

 Page 9 - Active Directory is online, but 

authentication fails (5)

 Page 11 - Active Directory is online, but 

authentication fails (7)

________________________________

__________________

_______________________________

__________________
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Active Directory is online, but authentication fails (9)

Page 

13

  You could have arrived here from:  

 Page 11 - Active Directory is online, but 

authentication fails (7)

Were you directed to 

this guide from:

EMC Isilon Customer 

Troubleshooting Guide

Troubleshoot Windows File 

System Permissions for your 

Isilon Cluster?

Note the page number that you 

are currently on.

Upload log files and contact Isilon Technical 

Support, as instructed in Appendix A.

Go to:

EMC Isilon Customer 

Troubleshooting Guide

Troubleshoot Windows File System 

Permissions for your Isilon Cluster

Yes

No
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Active Directory is online, but authentication fails (10)

Page 

14

  You could have arrived here from:  

 Page 9 - Active Directory is online, but 

authentication fails (5)

Try to write a file to the directory as the 

user who was mapped on page 8.

Can the user 

write a file to the 

directory?

Go to Page 20Go to Page 15

YesNo
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Active Directory is online, but authentication fails (11)

Page 

15

  You could have arrived here from:  

 Page 14 - Active Directory is online, but 

authentication fails (10)

Is it expected that 

the user has write 

permissions?

Is the user able to 

read files as their 

permissions allow?

No

Go to:

EMC Isilon Customer 

Troubleshooting Guide

Troubleshoot Windows File 

System Permissions for your 

Isilon Cluster

Yes

No

Note the page number that you 

are currently on.

Upload log files and contact Isilon Technical 

Support, as instructed in Appendix A.

Yes
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Active Directory is online, but authentication fails (12)

Page 

16

  You could have arrived here from:  

 Page 10 - Active Directory is online, but 

authentication fails (6)

From the client, try to connect to all the nodes in the cluster by IP address by 

running the following command, where:

 <drive> is the letter of an available drive.

 <nodeIP> is the IP address of a single node.

 <share> is the name of the share. 

 <user> is the user name of the user mapped in the previous step.

net use <drive> \\<nodeIP>\<share> /user:<user>

Run this command once for each node by using the node IP addresses.

Record which connections fail.

Record the following information and include it in your service request (SR):

 Which nodes are not accessible by IP address?

 When did this issue first happen?

 Were any recent network or domain changes made?

Note the page number that you 

are currently on.

Upload log files and contact Isilon Technical 

Support, as instructed in Appendix A.
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Active Directory is online, but authentication fails (13)

Page 

17

  You could have arrived here from:  

 Page 10 - Active Directory is online, but 

authentication fails (6)

Were you directed to this 

guide from EMC Isilon Customer 

Troubleshooting Guide Troubleshoot 

Windows File System Permissions 

for your Isilon Cluster?

Note the page number that you 

are currently on.

Upload log files and contact Isilon Technical 

Support, as instructed in Appendix A.

Yes

Does the administrative 

user have administrative 

permissions on the share, as 

well as on the directory that the 

share points to?

No

Go to:

EMC Isilon Customer 

Troubleshooting Guide 

Troubleshoot Windows File 

System Permissions for your 

Isilon Cluster

Yes

Go to Page 18

No
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Active Directory is online, but authentication fails (14)

Page 

18

  You could have arrived here from:  

 Page 17 - Active Directory is online, but 

authentication fails (13)

As a test, give the administrative user full control and add them to the share by running the 

following command, where:

 <share> is the name of the share.

 <domain> is the name of the domain.

 <adminuser> is the name of the administrative user.

 <zone> is the name of the zone.

Note that the following command is a single command, wrapped into two lines.

isi smb permission modify --share="<share>" --user="<domain>\<adminuser>" 

--zone=<zone> --permission-type=allow --permission=full

Can the administrative user 

access the share now?

Note the page number that you 

are currently on.

Upload log files and contact Isilon Technical 

Support, as instructed in Appendix A.

Go to Page 19

No

Yes

Remove the full control 

permissions and replace the 

previous permissions.

Remove the full control 

permissions and replace the 

previous permissions.
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Active Directory is online, but authentication fails (15)

Page 

19

  You could have arrived here from:  

 Page 18 - Active Directory is online, but 

authentication fails (14)

Retest the connection with a different user – an administrative user, if possible.

On the client, map a drive by running the following command in a command 

window, where:

 <drive> is the letter of an available drive.

 <nodeip> is the IP address of the node.

 <share> is the name of the share.

 <user> is the user name of the user.

net use <drive> \\<nodeip>\<share> /user:<user>

Can this user access 

the share?

Note the page number that you 

are currently on.

Upload log files and contact Isilon Technical 

Support, as instructed in Appendix A.

No

Return to Page 11Yes
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Active Directory is online, but authentication fails (16)

Page 

20

Try to connect to the directory by FQDN. 

On the client, open a command window and try to map a drive by running 

the following command, where:

 <drive> is the letter of an available drive.

 <fqdn> is the fully qualified domain name.

 <share> is the name of the share.

 <user> is the user name of the user mapped on page 10.

net use <drive> \\<fqdn>\<share> /user:<user>

Do you have a 

brand new 

SmartConnect 

configuration?

Were you 

previously 

able to connect and 

did this issue start 

recently?

No Go to Page 21

Yes

NoYes

  You could have arrived here from:  

 Page 12 - Active Directory is online, but 

authentication fails (8)

 Page 14 - Active Directory is online, but 

authentication fails (10)

________________________________

__________________

________________________________

___________________

Note the page number that you 

are currently on.

Upload log files and contact Isilon Technical 

Support, as instructed in Appendix A.

_______

Yes

Was the FQDN 

connection 

successful?

Note the page number that you 

are currently on.

Upload log files and contact Isilon Technical 

Support, as instructed in Appendix A.

No

http://bit.ly/isi-docfeedback
http://bit.ly/isi-docfeedback
https://community.emc.com/docs/DOC-49017


21 - EMC Isilon Customer Troubleshooting Guide: Troubleshoot Windows Active Directory 

Authentication

For links to all Isilon customer troubleshooting guides, visit the Customer Troubleshooting - Isilon Info Hub.

We appreciate your help in improving this document. Submit your feedback at http://bit.ly/isi-docfeedback._________________

___________________________

Active Directory is online, but authentication fails (17)

Page 

21

  You could have arrived here from:  

 Page 20 - Active Directory is online, but 

authentication fails (16)

From the client, try to resolve the cluster name by 

running the following command, where <fqdn> is the 

fully qualified domain name:

nslookup <fqdn>

See the example output at the bottom of this page.

Example nslookup <fqdn> output

C:\Users\Administrator.DC>nslookup AD.EXAMPLE.COM

Server:  localhost

Address:  192.168.100.50

Name:    AD.EXAMPLE.COM

Address:  192.168.100.51

Go to Page 22
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Active Directory is online, but authentication fails (18)

Page 

22

  You could have arrived here from:  

 Page 21 - Active Directory is online, but 

authentication fails (17)

Did the nslookup 

resolve to an IP address 

that is on 

the cluster?

Did the nslookup 

resolve to the SmartConnect 

Service IP address?

See example output at the 

bottom of this page.

Yes

Locate your SmartConnect Service IP (SSIP) by 

running the following command:

isi networks list subnet

See the example output at the bottom of this page.

Go to
EMC Isilon Customer 

Troubleshooting Guide

Troubleshoot your 

SmartConnect Configuration

No

No

Yes

Example isi networks list subnet output

cluster-1# isi networks list subnet

Name                        Subnet       Gateway:Prio      SC Service Pools

--------------- ------------------ ------------------ --------------- -----

subnet0           192.168.100.0/24    192.168.100.2:1   192.168.100.3     1

Note the page number that you 

are currently on.

Upload log files and contact Isilon Technical 

Support, as instructed in Appendix A.
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Active Directory is offline

Page 

23

  You could have arrived here from:  

 Page 5 - Active Directory is online, but 

authentication fails

Determine which domain is reporting as offline by 

running the following command:

isi auth status

Determine which nodes are reporting the domain as offline by running 

the following command, where <domain> is the name of the domain 

that is offline:

isi_for_array -s "isi auth status | grep -i <domain>"

See the example output at the bottom of the page.

Go to Page 24
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Active Directory is offline (2)

Page 

24

  You could have arrived here from:  

 Page 23 - Active Directory is offline

 Page 25 - Active Directory is offline (3)

Is the domain 

reporting offline 

on all nodes, or only 

on some nodes?

Go to Page 28
Some

Nodes

All 

Nodes

To find a list of domain controllers (DCs), perform a DNS 

query by running the following three commands in 

succession, where <domain> is the name of the 

domain:

nslookup

set q=srv

_ldap._tcp.dc._msdcs.<domain>

See the example output at the bottom of this page.

Go to Page 25

Example output
Cluster-1# nslookup

> set q=srv

> _ldap._tcp.dc._msdcs.ADTest.local

Server:         127.0.0.1

Address:        127.0.0.1#53

_ldap._tcp.dc._msdcs.ADTest.local    service = 0 100 389 dc.ADTest.local.

>

____________________________

_______________________________
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Active Directory is offline (3)

Page 

25

  You could have arrived here from:  

 Page 24 - Active Directory is offline (2)

Did the output 

provide a list of 

DCs?

Go to Page 26Yes

No

Verify that the cluster is able to reach the DNS 

server by running the following command, 

where <dns> is the name of the DNS server:

nc -z <dns> 53

Is the cluster 

able to reach the 

DNS server?

Engage your local Networking team to 

identify and fix any firewall connection 

issues from the cluster to the DNS server.

The cluster uses the output from 

page 24 to find the DCs. If the cluster is able 

to reach the DNS server but no output is 

returned, this is unexpected behavior and 

needs to be corrected. Engage your local 

DNS team to resolve the problem.

No

Yes
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Active Directory is offline (4)

Page 

26

  You could have arrived here from:  

 Page 25 - Active Directory is offline (3)

Certain ports must be open in order for the nodes to contact the DCs. Test 

whether these ports are open by running the following commands, where 

<dc> is the FQDN of the domain controller.

Run these commands for any of the DCs that are reporting as offline:

nc -z <dc> 88

nc -z <dc> 389

nc -z <dc> 445

nc -z <dc> 464

If the port is open, the output looks similar to the following:

Connection to dc.domain.isilon.com 389 port 

[tcp/ldap] succeeded!

If the port is not open, no output is returned.

Are all the ports open for 

all of the offline DCs?

Note the page number that you 

are currently on.

Upload log files and contact Isilon Technical 

Support, as instructed in Appendix A.

Yes

Go to Page 27

No

Note 
 tcp 88 for Kerberos

 tcp 389 for LDAP

 tcp 445 for SMB

 tcp 464 for Kerberos machine password
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Active Directory is offline (5)

Page 

27

  You could have arrived here from:  

 Page 26 - Active Directory is offline (4)

Contact your local networking team to open the following ports:

 tcp 88 for Kerberos

 tcp 389 for LDAP

 tcp 445 for SMB

 tcp 464 for Kerberos machine password

Additionally, verify that the following ports are also open:

 udp 53 for DNS

 tcp 3268 for AD global catalog

 tcp 3269 for AD global catalog

Was your local networking 

team able to open all the 

required ports?

Note the page number that you 

are currently on.

Upload log files and contact Isilon Technical 

Support, as instructed in Appendix A.

The required ports

were already open.

Go to Page 35Yes
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Active Directory is offline (6)

Page 

28

  You could have arrived here from:  

 Page 24 - Active Directory is offline (2)

Do all of the nodes that report 

the domain as offline, have 

external network connections?

No

Disregard the nodes that 

do not have external 

network connections.

Are the nodes with 

external connections 

showing as offline?

Return to Page 9

No

Go to Page 29

Yes

Yes
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Active Directory is offline (7)

Page 

29

  You could have arrived here from:  

 Page 28 - Active Directory is offline (6)

To find out which nodes are connected to which DC, run the following command:

isi_for_array -s "isi auth status -v | grep -A1 lsa-activedirectory-provider"

Review the output and note whether the same DC is listed more than once.

See the example output at the bottom of this page.

Example isi_for_array -s "isi auth status -v | grep -A1 lsa-activedirectory-provider" 

output
Cluster-1:            ID: lsa-activedirectory-provider:ADTest.LOCAL

Cluster-1: Active Server: dc.ADTest.local

Cluster-2:            ID: lsa-activedirectory-provider:ADTest.LOCAL

Cluster-2: Active Server: dc.ADTest.local

Cluster-3:            ID: lsa-activedirectory-provider:ADTest.LOCAL

Cluster-3: Active Server: dc.ADTest.local

Take note of which offline nodes 

are connected to which DCs.

Go to Page 30
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Active Directory is offline (8)

Page 

30

  You could have arrived here from:  

 Page 29 - Active Directory is offline (7)

Gather the names and IP addresses of all the DCs by running the 

following command:

dig -t SRV _ldap._tcp.dc._msdcs.vmtest.local.

See the example output at the bottom of this page.

Go to Page 31

Example dig -t SRV _ldap._tcp.dc._msdcs.vmtest.local. output
cluster-1# dig -t SRV _ldap._tcp.dc._msdcs.vmtest.local

; <<>> DiG 9.4.-ESV-R4-P1 <<>> -t SRV _ldap._tcp.dc._msdcs.vmtest.local

;; global options:  printcmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 19691

;; flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; QUESTION SECTION:

;_ldap._tcp.dc._msdcs.vmtest.local. IN SRV

;; ANSWER SECTION:

_ldap._tcp.dc._msdcs.vmtest.local. 600 IN SRV 0 100 389 dc1.vmtest.local.

_ldap._tcp.dc._msdcs.vmtest.local. 600 IN SRV 0 100 389 dc2.vmtest.local.

;; ADDITIONAL SECTION:

dc1.vmtest.local.     3600    IN      A       192.168.100.1

dc2.vmtest.local.     3600    IN      A       192.168.100.2

;; Query time: 2 msec

;; SERVER: 127.0.0.1#53(127.0.0.1)

;; WHEN: Sun Oct 25 15:56:29 2015

;; MSG SIZE  rcvd: 108
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Active Directory is offline (9)

Page 

31

  You could have arrived here from:  

 Page 30 - Active Directory is offline (8)

Perform an LDAP search for a user of the domain to validate that the DC that is connected to the affected node is responding. 

Run the following command, where:

 <dcip> is the IP address of the DC connected to the affected node.

 <domain\user> is the domain name and name of a domain user with administrative permissions.

 <password> is the password for the domain user.

 CN=Users,DC=<domain>,DC=<domain> indicates the search will be of the user container in the associated domain

 Each piece of the FQDN of a domain should be in its own "DC=" portion. Example: isilon.emc.com = 

"CN=Users,DC=emc,DC=com"

 <accountname> is the username of someone in the domain.

Note that the following command is a single command, wrapped into two lines.

ldapsearch -h <dcip> -D "<domain\user>" -w "<password>" -b 

"CN=Users,DC=<domain>,DC=<domain>" '(sAMAccountName=<accountname>)'

Example command:

ldapsearch -h 10.1.1.1 -D "DOMAIN\Testuser" -w "userpassword" -b "CN=Users,DC=emc,DC=com" 

'(sAMAccountName=tuser)'

If the domain controller is responding, you will receive output similar to the example output in Appendix C. 

If the domain controller is malfunctioning, the command will time out or return an error message.

Go to Page 32

__________
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Active Directory is offline (10)

Page 

32

  You could have arrived here from:  

 Page 31 - Active Directory is offline (9)

Did the LDAP 

search test fail?
Yes

No

Note the page number that you 

are currently on.

Upload log files and contact Isilon Technical 

Support, as instructed in Appendix A.

Go to Page 33

Note which DCs are offline 

and include the list in the 

service request (SR).

http://bit.ly/isi-docfeedback
http://bit.ly/isi-docfeedback
https://community.emc.com/docs/DOC-49017


33 - EMC Isilon Customer Troubleshooting Guide: Troubleshoot Windows Active Directory 

Authentication

For links to all Isilon customer troubleshooting guides, visit the Customer Troubleshooting - Isilon Info Hub.

We appreciate your help in improving this document. Submit your feedback at http://bit.ly/isi-docfeedback._________________

___________________________

Active Directory is offline (11)

  You could have arrived here from:  

 Page 32 - Active Directory is offline (10)

Page 

33

Certain ports must be open in order for the nodes to contact the DCs. 

Test whether these ports are open by running the following commands, 

where <dc> is the FQDN of the domain controller.

Run these commands for any of the DCs that are reporting as offline:

nc -z <dc> 88

nc -z <dc> 389

nc -z <dc> 445

nc -z <dc> 464

If the port is open, the output looks similar to the following:

Connection to dc.domain.isilon.com 389 port 

[tcp/ldap] succeeded!

If the port is not open, no output is returned.

Are all the required 

ports open?

Note the page number that you 

are currently on.

Upload log files and contact Isilon Technical 

Support, as instructed in Appendix A.

Yes

Go to Page 34

No

Note 
 tcp 88 for Kerberos

 tcp 389 for LDAP

 tcp 445 for SMB

 tcp 464 for Kerberos machine password
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Active Directory is offline (12)

  You could have arrived here from:  

 Page 33 - Active Directory is offline (11)

Page 

34

Was your local networking 

team able to open all the 

required ports?

Note the page number that you 

are currently on.

Upload log files and contact Isilon Technical 

Support, as instructed in Appendix A.

The required ports

were already open.

Go to Page 35Yes

Contact your local networking team to open the following ports:

 tcp 88 for Kerberos

 tcp 389 for LDAP

 tcp 445 for SMB

 tcp 464 for Kerberos machine password

Additionally, verify that the following ports are also open:

 udp 53 for DNS

 tcp 3268 for AD global catalog

 tcp 3269 for AD global catalog
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Active Directory is offline (13)

Page 

35

After the ports have been opened by your local networking team, retest by running 

the following commands, where <dc> is the FQDN of the domain controller.

Run these commands for any of the DCs that are reporting as offline:

nc -z <dc> 88

nc -z <dc> 389

nc -z <dc> 445

nc -z <dc> 464

If the port is open, the output looks similar to the following:

Connection to dc.domain.isilon.com 389 port 

[tcp/ldap] succeeded!

If the port is not open, no output is returned.

Was the retest 

successful for all 

ports on all DCs 

tested?

Note the page number that you 

are currently on.

Upload log files and contact Isilon Technical 

Support, as instructed in Appendix A.

End troubleshooting

No

Yes

  You could have arrived here from:  

 Page 27 - Active Directory is offline (5)

 Page 34 - Active Directory is offline (12)

_______________________________

________________________________

Note 
 tcp 88 for Kerberos

 tcp 389 for LDAP

 tcp 445 for SMB

 tcp 464 for Kerberos machine password
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Contact Isilon Technical Support

If you need to contact Isilon Technical Support during troubleshooting, reference the page or step that you need help with. 

This information and the log file will help Isilon Technical Support staff resolve your case more quickly.

Appendix A: If you need further assistance

Upload node log files and the screen log file to Isilon Technical Support

1.  When troubleshooting is complete, in the command-line interface, type exit to end your screen session.

2.  Gather and upload the node log set and include the SSH screen log file by using the command appropriate for your 

method of uploading files. If you are not sure which method to use, use FTP. 

ESRS:

isi_gather_info --esrs --local-only -f /ifs/data/Isilon_Support/screenlog.0 

FTP: 

isi_gather_info --ftp --local-only -f /ifs/data/Isilon_Support/screenlog.0 

HTTP: 

isi_gather_info --http --local-only -f /ifs/data/Isilon_Support/screenlog.0 

SMTP: 

isi_gather_info --email --local-only -f /ifs/data/Isilon_Support/screenlog.0 

SupportIQ:  

Copy and paste the following command. 

Note: When you copy and paste the command into the command-line interface, it will appear on multiple lines (exactly 

as it appears on the page), but when you press Enter, the command will run as it should. 

isi_gather_info --local-only -f /ifs/data/Isilon_Support/screenlog.0 --noupload \

--symlink /var/crash/SupportIQ/upload/ftp

3.  If you receive a message that the upload was unsuccessful , refer to article 304567 on the EMC Online Support site for 

directions on how to upload files over FTP.

___________
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information. Sometimes a note is linked 

to a process step with a colored dot.
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reference document.
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process flow.
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Describes what the section helps you to 
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  You could have arrived here from:  

 Page 4 - Start Troubleshooting

Appendix B: How to use this flowchart
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Appendix C: Example output

  You could have arrived here from:  

 Page 31 - Active Directory is offline (9)

Example ldapsearch -h <dcip> -D "<domain\user>" -w 

"<password>" -b "CN=Users,DC=<domain>,DC=<domain>" 

'(sAMAccountName=<accountname>)' output
# extended LDIF

#

# LDAPv3

# base <CN=Users,DC=emc,DC=com> with scope subtree

# filter: (sAMAccountName=tuser)

# requesting: ALL

#

# Test User, Users, emc.com

dn: CN=Test User,CN=Users,DC=emc,DC=com

objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: user

cn: Test User

sn: User

givenName: Test

distinguishedName: CN=Test User,CN=Users,DC=emc,DC=com

<snip>
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Appendix D: Example output

  You could have arrived here from:  

 Page 6 - Active Directory is online, but 

authentication fails (2)

Example isi smb shares view --share=<share> --zone=<zone> output
cluster-1# isi smb shares view --share=Testshare --zone=ZONE2

                                     Share Name: Testshare

                                           Path: /ifs/data

                                    Description:

                     Client-side Caching Policy: manual

Automatically expand user names or domain names: False

Automatically create home directories for users: False

                                      Browsable: True

Permissions:

Account  Account Type  Run as Root  Permission Type  Permission

----------------------------------------------------------------

Everyone wellknown     False        allow            read

----------------------------------------------------------------

Total: 1

          Access Based Enumeration: No

Access Based Enumeration Root Only: No

             Allow Delete Readonly: No

              Allow Execute Always: No

                     Change Notify: norecurse

                Create Permissions: default acl

             Directory Create Mask: 0700

             Directory Create Mode: 0000

                  File Create Mask: 0700

                  File Create Mode: 0100

                    Hide Dot Files: No

                          Host ACL: -

                 Impersonate Guest: never

                  Impersonate User:

                 Mangle Byte Start: 0XED00

                        Mangle Map: 0x01-0x1F:-1, 0x22:-1, [snip]

                  Ntfs ACL Support: Yes

                           Oplocks: Yes

                      Strict Flush: Yes

                    Strict Locking: No
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