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Preface

As part of an effort to improve and enhance the performance and capabilities of its
productline, EMC from time to time releases revisions of its hardware and software.
Therefore, some functions described in this guide may notbe supported byall
revisions ofthe software or hardware currently in use. For the mostup-to-date
information on product features, refer to your product release notes.

If a productdoes not function properlyordoes notfunction as described in this
document, please contact your EMC representative.

Note Thisdocumentwas accurate as of the time of publication. However, as
information is added, new versions of this document may be released to the
EMC onlinesupportwebsite. Checkthe websiteto ensure that you are using
the latest version ofthis document.

Abstract

Thisis a reference guideto assistEMC personneland customers in installing,
configuring,and runningthe EMC License Server.

Purpose

This documentserves as a set of instructions forinstallingand configuring the EMC
License Server and usingtheLicense Server manager. Importantadministrative tasks
and related topics are also discussed.

Audience

Thisdocumentisintended for EMC personneland EMC customers who have
purchased the EMC License Server.

Scope

This documentprovides the installation steps forthe EMC License Server, alongwith
additional information, such as troubleshooting tips that might be required before or
duringthe installation ofthe EMC License Server. However, this documentdoes not
provideinformation about products that require and usethe License Server. Such
information is foundin the product-specificdocumentation.

Related documents
Related information can be found inyour productdocumentation.
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Chapter1 Introduction

This chapter presents the followingtopics:

Overview of Licensing

..................................................................... 10
EMC LiCENSE SOIVEN...ceiiitiiiieteeieieeeeieeeeeeaneeeeaneeesanneeesnassensnsnseannas 11
Using an EMC License Server with License FileS......ccoeieiiiiiiiiiiiiiiiininninnnns 11
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Introduction

Overview of Licensing

The EMC License Solution is amethod of providing software licensing thathas two
basiccomponents:

License-Enabled application —the EMC software product that requires a license.

A license — contains the licenserights that define how the EMC software product can
be used. Typicallythe license defines someorall ofthe following characteristics:

e What software functionalityyou are entitled to use. Functions provided by the
software can be separately licensed. The licensed functions are referred to as
“features”. When multiple features are defined, differentversions ofthe
productcan belicensed by includingdifferent feature sets. Forexample, the
licenseforthe ‘demo’ version ofthe product could simplyinclude the feature
‘trial’; the ‘standard’ version ofthe product contains the features ‘trial’ and
‘basic’;and the ‘professional’version has the ‘trial’, ‘basic’ and ‘extend’
features.

e Which versions ofthe EMC software productyou can use.

e How many copies ofthe EMC software product you can run.

e The systemsonwhichyou can use the EMC software product.

e The period duringwhichyou can usethe EMC software product.

These and otheritemsin the license define how the EMC software product can be
used and collectively are referred to as a license model.

The licenseitselfis stored in a /icense file, which is a text file witha . 1ic filetype.
Each licensefeature in the licensefileis protected by a signaturethat is

authenticated by the EMC software licensing components in the EMC license-enabled
software product.

The EMC license-enabled software product can obtain a license feature directly from a
licensefile. Somelicense models, described as served, provide licenses that are held
centrally by a /icense server. They are used by the EMC license-enabled software
products connected to the EMC License Server across a TCP/IP network. Thus, itis
essential thatyouinstallthe License Server; itis required by yourEMC software
product.

This documentdescribes howtoinstalland usean EMC License Server to provide
licenses forEMC licensed-enabled software products that use served license models.
The basiclicense model that requires an EMC License Server is referred to by two
names dependingon the context:

e Concurrent
¢ Floating

Concurrentlicenses allow afixed numberofconcurrent users to use licensed features
at any onetime. The EMC License Server controls the use ofthese licenses, which are
notnormallylocked to a specific machine;rather they floaton the network. The EMC
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License Server provides for many variations of this basiclicense model. Forexample,
the useofasetof concurrentlicenses can be restricted to a group of users.

EMC License Server

The basiccomponents ofan EMC License Server are as illustrated in the following
diagram:

e License Server Manager - The Imgrd binaryis supplied duringtheinstallation
process of your software product.

e License file-Created by the EMC Software Licensing Central customer portal
and entitlementactivation.

e VendorDaemon - Created duringthe installation process. The EMC Vendor
Daemon, EMCLM, is supplied duringtheinstallationprocess and launchedin
the background by Imgrd.

e Debug log- Written by the License Server Manager and VendorDaemon.

Figure1. Components of an EMC License Server

License Server
Manager
(Imgrd)

License
Checkout File
[ ]
SN
Vendor
EMC License-Enabled Daemon

Software Product EMC LicenseServer

Using an EMC License Server with License Files
The following procedure gives the steps forinstallingan EMC License Server and for
usingitto serve licenses from licensefiles. For furtherinformation about each of
these steps, read the relevant sections ofthis document.

1. Choosethemachine(s) onwhichthe EMC License Server(s) will be installed.
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a. Determine the numberof licenses and machines on which to install
EMC license-enabled software products.

b. Considerwhatmethod,ifany, you wantto useto ensurethat,
whenever possible, licenses are available to yourend users.

2. Installthe EMC License Server components;the License Server Manager
(Imgrd) and the VendorDaemon are automatically installed duringthe
installation process.

3. Obtain details ofthe EMC License Server machine(s) and usethis information
when activating your entitlements in Software Licensing Central.

4. Licensesare locked tothe License Server usingan identity obtained from the
machine. Thisidentity is calleda Aostidand is platform-specific. There are
several different hostids available foreach platform. The EMClicensed-enable
software products will provide instructions on what hostid theyare using for
your licenses and platforms. They may supplyan EMC software productthat
you can run to obtain the hostid.

5. Dependingonthelicense model,the EMC licensed-enabled software product
may require other details of yourEMC License Server, the machine onwhich it
isrunning, and details of your network.

6. Installlicenses onthe EMC License Server.

7. The EMC license-enabled software product may specify a particular location
forthe licensefiles onthe EMC License Server machine. Install the EMC
license-enabled software producton end-usermachines usingthe
instructions that EMC supplies.

8. Setup end-usermachines to access the EMC License Server by completing
the instructions provided forinstallingand configuring the EMC software
product.

9. Optionally, create an optionsfile.

10.Ifyouneedto limitlicense usage, configure logging, orturn offthe automatic
reread of licenses, create an options fileand installitin the same directory as
the vendor daemon. Formore information, contact EMC Support.

11. Start the License Server Manager. The configuration settings are set when
Imgrd is started. For more information, see Imgrd Command-Line Syntax.

You can manage and monitorthe operation of the EMC License Server by usingthe

License Server manager. Note that Imgrd provides limited information in the form of
command-line output.
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Chapter2 BestPracticesforthe

EMC License Server

This chapter presents the followingtopics:

Run the License Server on Locally Mounted Disks .......cceevveiiiiiiiaiieiiiniannnnns 14
Allocating Space to Datazones......couveieiiiiiiiiniieieeienieiiateeneeeencosneeensonns 14
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Best Practices forthe EMC License Server

Run the License Server on Locally Mounted Disks

EMC recommends that you do notuse remote mounted disks when you run the
License Server. Ensure that Imgrd, the vendor daemons, the licensefile, and the
debugand report logfiles are all located on locally mounted disks. Locating any of
these files on a remote mounted diskincreases the risk of a failure which could lead
to atemporary loss ofall of your licenses. When you mountall files locally, the
licenses are availableas longas the serverisrunning. When the filesare on a
different system, licenses may become unavailableif the License Server fails.

Allocating Space to Datazones

Uponinstallation ofthe License Server and setup of the licensefile, EMC allocates 1
unit (1 TB) of data per datazone.
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Chapter3 Installingan EMC

License Server

This chapter presents the followingtopics:

Installthe License Server on a Windows 64-Bit Platform.........c.ccceciiiieiannn.. 16
How to Repair or Remove the Software from a Windows Platform.................... 20
Installthe License Serverona Linux Platform........coevieiiiiiiiiiiiiiiniinnennen. 21
How to Remove the Software from a Linux Platform ........c.ccoveeiiiiiiiiinnn.n. 23
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Installing an EMCLicense Server

Introduction

The following sections provideinstructions forinstallingthe License Serveron a
Windows ora Linux 64-bit platform. Note that this softwareis only supported on the
following platforms:

e Windows Server2008 and 2012
e LinuxRed Hatversions5and 6

e LinuxSUSE versions10and 11

Forany other operating systemorversion, consult EMC Support.

Prerequisites

Installthe License Server on a system that is accessibleto your environment’s
datazones that will need to access the License Server.

Note thatina Windows environment, you mustbe the Admin and useyour Admin
account. Similarly, fora Linux environment, you mustbe the root useroran
unprivileged userwith sudo privileges.

Install the License Server on a Windows 64-Bit Platform

Completethe following procedureto install the EMC License Server in a Windows 64-
bit environment.
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Installing an EMCLicense Server

1. Downloadthe64-bitLicense Server installation package
(EMC_LicenseServer_3.4.0_x64 installer) fromthe location specified in your
EMC software productdocumentation. Typically, this will be the same location

that you download the productsoftware. Thefile name is
EMC_LicenseServer_3.4.0 _x64.msi.

2. Open the MSlfile. If security warming message appears, click Run. The EMC
License Server Setup Wizard opens to the Welcome screen.

Welcome to the EMC License Server
Setup Wizard

The Setup Wizard will install EMC License Server on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

End-User License Agreement

Please read the following license agreement carefully

EMC Software License Agreement

IMPORTANT - PLEASE READ CAREFULLY

This EMC Software License Agreement (the “Agreement”) is a
legal agreement between EMC Corporation, with a principal office
at 176 South Street, Hopkinton, MA 01748 USA (“EMC”) and you
and the organization on whose behalf you are accessing this
Agreement (the “Customer”) and governs Customer’s access to, -

[|1accept the terms in the License Agreement

Print ] I Back
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Installing an EMCLicense Server

4. Youmustread and accept the End-UserLicense Agreement (EULA) in orderto
proceed further. Select the check box for| accept the terms in the License
Agreement, and then click the Next button. The Destination Folderscreen
appears.

i emC License Server sep ST e o

Destination Folder

Click Next to install to the default folder or click Change to choose another.

Install EMC License Server to:

IC:\Program Files\EMC License Server\

5. Eitheraccept the defaultinstallation directoryor click Changeto selecta
different destination folder, and then click Next. The defaultfolderis:
C:\Program Files\EMC License Server. The Ready to Install EMC Server

screen appears.

I emC License server ser ST = =

Ready to install EMC License Server @

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Back " S nstal | [
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6. Clickthe Install button to startthe installation ofthe files. The Installing EMC
License Server screen appears.

Installing EMC License Server

Please wait while the Setup Wizard installs EMC License Server.

Status:
|

Cancel

7. Waitforthe installation processto complete. Once itis complete, the
Completedthe EMC License Server Setup Wizard screen appears.

Completed the EMC License Server
Setup Wizard

Click the Finish button to exit the Setup Wizard.

8. Clickthe Finishbuttonto completethe installation ofthe EMCLicense Server

software. A shortcuticon for LMTOOLS &S

9. Verify that the followingfiles wereinstalled in theinstallation directory.

appears onyour desktop.
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Installing an EMCLicense Server

Table1. Files installed on a Windows platform

File Description
EMC_Freeware_EULA_20130905_final.pdf End-User License Agreement
EMCLM.exe Vendor daemon executable
Imgrd.exe License Server manager executable
Imtools. exe License Server manager application
Lmutil.exe LMUTIL executable

README . txt Text file with instructions

How to Repair or Remove the Software from a Windows Platform

Completethe following procedure to repairor remove the EMC License Server
software from a Windows 64-bit platform.

1. Fromthe Startmenu, select EMC License Server» Uninstall EMC License
Server. The utilityopens. Alternatively, you can remove the application using
the Control Panels feature for removal.

] Windows Media Player
2] Windows Update
w4 XPS Viewer Kenyon, Elizabeth
7-Zip
Accessories Documents
Adobe
Adobe RoboHelp 10 Pictures
Cisco <
Courion Corporation BUEC
EMC Avamar
EMC IS Utilities
EMC License Sewyer Gontrol Pancl
& wvrooLs ¥
j@r‘- Uninstall EMC License Server Devices and Printers
eRoom 7
ForeScout SecureConnector Default Programs

Computer

Games
Google Chrome Help and Support

HR Direct Chat
Intel PROSet Wireless
Java

Run...

Maintenance
McAfee

1 Back

[ —
Search programs and files Shut down | »
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Installing an EMCLicense Server

2. ClickNext. The Change, repair, or remove installation screen appears.

ﬁ-‘ EMC License Server Setup EI
Change, repair, or remove installation
Select the operation yau wish to perform.
Change

EMC License Server has no independently selectable features,

Repairs errors in the most recent installation by fixing missing and corrupt
files, shortcuts, and registry entries.

Remave

Removes EMC License Server from your computer,

3. ClickRepairorRemove as needed, and then click Next. The Readyto remove
EMC License Server screen appears.

ﬁ EMC License Server Setup El

Ready to remove EMC License Server @

Click Remove to remove EMC License Server from your computer. Click Back to review or
change any of your installation settings. Click Cancel to exit the wizard.

[ Back ][ '@'Remove ] ’ Cancel ]

4. Confirmyourchoice of either Remove orRepairbyclickingthe respective
button.

5. Oncethe remove orrepairis complete, click the Finish button to exitthe setup
wizard.

Install the License Server on a Linux Platform

Completethe following procedureto install the EMC License Server Setupina Linux
environment. Note that you mustbe a root useroran unprivileged userwith sudo
privileges.
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Installing an EMCLicense Server

1. Downloadthe EMCLicense Server installation package for Linux from the
location specified in yourEMC software product documentation. Typically,
thiswill be the same location that you download the product software.

2. lLoginto yourLinuxserveras a superuser.

3. Execute the followingcommand:

sudo rpm —ivh emclicenseserver-3.4.1-2.x86 64 lsb.rpm

4. (Optional) The default path ofinstallationis
/opt/emc/emclicenseserver/.However,you can relocate the package
duringinstallation by usingtherelocate option from command line. The prefix
used forrelocation ofthe package is /opt.Forexample, onrelocatingto
/usr/local duringinstall, theinstallation will bein the
/usr/local/emc/emclicenseserver directory. To perform relocate the
pacakge, usethe following command:

rpm —--prefix= /usr/local -ivh emclicenseserver-3.4.1-
2.x86 64 lsb.rpm

5. To confirmthat the install was successful, examinethe directory in which the
EMC License Server was installed and verify that the followingfiles have been

installed:

Table 2. Files installed on a Linux platform

File Description
EMC_Freeware_EULA_20130905_final.pdf End-User License Agreement
emclicservd Post install script
emclicservd.conf License Server configuration file
EMCLM. exe Vendor daemon executable

Imgrd License Server manager executable
Imutil LMUTIL executable

lock Directory for creating server log files
logs Directory for creating lock files
README . txt Text file with instructions
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6. Start the License Server, as described in the section EMC License Server
Management on Linux.

Note: Upon startingthe License server (Imgrd), if an Imgrd error appears indicating
“nosuchfile ordirectory”, follow the troubleshootinginstructionsin the section
Lmgrd error “no such file or directory” upon License Server startup on Linux.

How to Remove the Software from a Linux Platform

To uninstallthe EMC License Server, execute the following command:

sudo rpm —ev emclicenseserver
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This chapter presents the followingtopics:

LMTOOLS Application forWindows ......ccceeieiiiiiiiiiiiiiriieiinerinnienaerenncenns 25
LMUTIL APPLICatioN ... ueieeeiieteiieiieiieieiietiirnieneereneeeneesenssconsonnsaonnsanns 27
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Licenseadministration tools help license administrators manage licenses and license
servers. Always usethe latest version ofthe utilities.

LMTOOLS Application for Windows

The LMTOOLS application gets installed when you install the EMC License Server on a
Windows 64-bitplatform. Anicon appears on the desktop after the installation.

This Windows-only application provides all LMUTIL capabilities and other
functionalityin an interface application. LMTOOLS enables you to configure the
License Server by usinga licensefile or by usingthe configure services option.

Note: On some Windows platforms, you maybe required to run LMTOOLS as an
administrator.

The followingfigure shows the various tabs that represent all of the functions that
LMTOOLS can perform. Many ofthese functions execute specific LMUTIL commands
and show the output. LMTOOLS will use an already configured License Server to allow

selection ofthe proper service. You can then examineits status underthe Server
Status tab.

File Edit Mode Help

Semvice/License File | System Settings' Utilmesl StarUStop}Reread' Server Status | Server Diags | Config Services Borrowingl

Services allow FlexNet Servers to run in the background.
—Server List

(" Configuration using License File

(@ Configuration using Services

[ LMTOOLS ignores license file path environment variables

Na FLEXIm Services defined, use Configure Services to add services
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Service/License File Tab

When you launch LMTOOLS, the window displays the Service/License File tab first. In
the ServerListarea, you will seea listof existing License Servers services. Since other
softwarevendors may also usethe License Server for licensing, the listof services
may display more than one service. LMTOOLS requires you to select the appropriate
service in the server listbox. To do this, select the Configuration using Services radio
button and select the license serverin the listbox. Operations performed on other
tabs will refer to this selected service.

System Settings Tab

This tab shows systeminformation that LMTOOLS has gathered. The Imutil
lmhostid can yield some ofthisinformation. Thisis useful fortroubleshootinga
licensingproblem sincethisis theinformation that the License Server uses to
perform licensingfunctions. Ifalicensefile refers to a License Server (the SERVER

line) ora license feature is locked to a particular host, then some ofthis information
mustmatch whatisinthe licensefile.

Utilities Tab

Usethe features on this tab to show License Server version information associated
with a selected .d11 or .exe file. These features are analogousto the Imutil
lmpath and lmutil Imver commands.

Start/Stop/Reread Tab

This tab has important management features that allow you to stop and start the
licenseservice, and to reread the licensefile. The service selected on the first tab is

already selected on this tab. You must return to the first tab to selecta different
license service.

Modifyingand then rereading licensefiles allows you to make the license service and
vendor daemons, aware of newly added features within the licensefiles without fully

stoppingand startingthe license service. Thus you maintain the current status ofall
feature check-outs.

The features on this tab are analogoustothe Imgrd, Imutil lmdown, and
Imutil Imreread consolecommands.

ServerStatusTab

Usethe features here to report on the status of a license service and the EMC vendor
daemon.As a result, it displays yourstatus as runningnormallyornot running. Ifthe
service is notrunning, then go to the previous tab and start the service. This tab
executes the Imutil Imstat -acommand andshowsitsoutput.

ServerDiags Tab

This feature is similarto the Imutil 1mdiag commandand attempts a checkout of

all licensefeatures ora single license feature given its name. The message outputof
the operationis shown in the large text area and includes the name of the licensefile,
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the feature name, some feature attributes, and whetheritis available for checkout, or
not.

ConfigServices Tab

No information appears in this tab upon anew installation. Enterinformation forthe
following, orclick Browse nextto the following entries and navigate to the
appropriate path.

e Service name
e Fullpath tothe 1mgrd.exefile
e Full path tothe licensefile

e Full path tothe Imgrd outputdebuglog (1mgrd.log). Notethatyou must
create this logmanually

Note: You should only usethe features available on other tabs if you are directed to
do so by your EMC software product.

You can then reference this tab to review information forthe current License Server
configuration orfeatures that you can use to create a new license service
configuration. Notethat subsequentchanges to any of these values may cause the
license service to immediatelyfail. Do not change this information unless otherwise
instructed by EMC support.

The View Logbutton displays the contents ofthe Imgrd debuglogfile. The text in the
view logwindow can onlybeviewed and not modified. To close the view logwindow,
click the Close Log button.

The debuglogfile shows youwhich client systems have connected to the License
Server to check out a license, and other licensinginformationthatis available when
the License Server starts and stops. The logfile also records information resulting
from diagnostics performed from the other LMTOOLS tabs.

LMUTIL Application

In addition to Imgrd, you can also usethe LMUTIL application to manage some
aspects ofthe License Server. This applicationis available on all platforms.

Alllicense server utilities are packaged as a single executable called LMUTIL. The
LMUTIL is eitherinstalled as individual commands (by creating links to the individual
command names or by making copies of LMUTIL as individual command names), or
as awrapper that runsindividual commands such as the LMUTILcommand. In
Windows, agraphical userinterface is available forthese commands (LMTOOLS).

LMUTIL applicationarguments

The followingtable summarizes valid arguments formost LMUTIL syntax.
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Table3.  Summary of LMUTIL arguments

Argument Description

-c <license_file_path> Most LMUTIL utilities need to know the path to the license
file. This is specified witha -c license_file_path argument, or
by setting the LM_LICENSE_FILE environment variable.

Otherw ise, the default location is used. The utilities also
honor all VENDOR_LICENSE_FILE environment variables.
Some Lutilities take more than one license file path in a
license search path separated by colons on Linux and
semicolons on Window s.

You must enclose path names that include spaces in double

quotes.
-help Displays usage information and exits.
-V Displays the version of the utility and exits
-verbose Displays a longer description for errors found

Forthe first argument ofan LMUTIL command, you can specifyone of the following
commands:

e 1mdown - gracefully stop a license server system (manager and vendor
daemon)

e Imhostid - calculate a hostidtoidentifya system oruser

e Imreread -instructthe licenseserver system to reread licenseand option
files, and start new vendordaemons

e 1Imstat -displaythestatus ofa license server system
¢ Ilmswitch - controls License Server loglocationand size
e Imver - displaytheversion of a FLEXnetexecutable

The followingtopics provide more information forthe mostcommon or useful
commands to aidintroubleshootingLicense Serverissues.

[mutil Imhostid

Usethe Imhostid commandto obtain the MAC address systeminformation fromthe
current system. A MAC address is a valid node locking choice (HOSTID=) and can also
be usedinthe SERVER lineofa licensefileto identifythe License Server. If multiple
MAC addresses are listed by the command, use the first one.

Imutil lmhostid

Verify the MAC address withits usein any licensefiles. Ifthe MAC address does not
match any ofthe relevant uses, then you may have entered system information
incorrectly while activating a license.
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[mutil Imreread

Force the License Server to instruct the EMC vendordaemon to reread the licensefile
forchanges. Execute this command if new or changed licensefiles are made
available. Usingthis command allows the License Server and the EMC vendor
daemonto continuerunningand updateits internal cache of license features from
newlyupdated licensefiles.

Imutil Imreread -vendor EMCLM

[mutil Imstat

Usethe following command to determinethe running status ofthe License Server
Imgrd:

Imutil lmstat -a

[mutil Indown
Usethe Imdown command to gracefully shutdown theLicense Server and EMC

vendor daemon given the names ofthe licensefile used to start the License Server.
Specifyingthe licensefile name ensures that the proper processes are terminated.
You may be asked to confirmthe shutdown before proceeding.

Imlmutil lmdown -c <license file list>

Examples of common LMUTIL commands

The "Imutil" program performs license administration operations to affecta running
license server (Imgrd), orascertain its status, usingthese command options:

Imutil lmborrow -status
Imutil lmborrow -purge

Imutil Imborrow -purge -status

Imutil lmborrow -clear

Imutil Imborrow {all|vendor} dd-mmm-yyyy: [time]

Imutil Imborrow -return [-c licfile] [-d display name] [-fgdn] [-
vendor name] feature

Imutil Imdiag [-c licfile] [-n]
Imutil Imdown [-c licfile] [-g] [-all] [-vendor name] [-force] [-
help]

Imutil Imhostid [-ptype (VMW|HPV|PHY|AMZN|LMB|VM)] [-ether|-
internet (v4|v6) |-user|-n|

-string|-display|-hostname|-hostdomain|-vsn|-flexid|-long| -
utf8|-uuid|-eip|-ami|iid]

Imutil Iminstall [-1 infile] [-o outfile]
[-overfmt {2, 3, 4, 5, 5.1, 6, 7.1, 8}]
[-odecimal] [-maxlen n]

Imutil Imnewlog [-c licfile] vendor new-file, or

Imutil Imnewlog [-c licfile] feature new-file

Imutil Impath -status

Imutil Impath -override {all | vendor } path

Imutil Impath -add {all | vendor } path

Imutil Imremove [-c licfile] feature user host display
Imutil Imremove [-c licfile] -h feature host port handle
Imutil Ilmreread [-c licfile] [-vendor name] [-all]
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Imutil Imswitchr [-c licfile] vendor new-file, or

Imutil Imswitchr [-c licfile] feature new-file

Imutil Imstat [-c licfile] [lmstat-args]

Imutil Imswitch [-c licfile] vendor new-file, or

Imutil Imswitch [-c licfile] feature new-file

Imutil Imver flexlm binary

Imutil -help (prints this message)

Imutil utility name -help (display detailed usage information)

The Imutil lmhostid optiondisplaysthedefaulthostidtypeforthe current
platform. Otherwise, the hostcorrespondingto the requested type is displayed, if
supported on the current platform. This knowledge can be usefulto aid in
troubleshooting problems. Using this option can also assistin providingthenode
lockingidentifierthat is needed when entitlements are activated to create licenses.
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License Files

AlLEMC software products that employ software licensingtechnologyrelyon license
filesto indicate productoptions purchased by the customer, default options, or
options made available forthe purposes of evaluatingan EMC product. Note the
following details aboutlicensefiles:

e Licensefiles are generated by an EMC customer-facing Software Licensing
Central portal.

e Software Licensing Central features mustbe used to activate entitlements
that generate the licensefiles. Such entitlements are created automatically by
the EMC sales order process.

e Licensefiles mustbe locatedina directory thatis accessible by the EMC
productvia its embedded licensing software.

e Multiplelicensefiles maybe used dependingon the EMC product's licensing
implementation and/orsubsequent customeractions.

License Features

Alicensefilecontains oneormore named license "feature”, which represents the
actual productoptions purchased bya customer or other default product options.

From an EMC part numberperspective, each feature generally relates to one part or
model number.

Served licenses contain features that are either counted oruncounted ifapplicable.
Unserved licenses always contain uncounted features.

Node-Locked License Features

Alicensefile may contain features that are to be used only by certain systems that are
identified bythe MAC address, the IP address, the hostname, the serial number, or

anotheruniquevalue. These features are "locked" to a specific "node" orsystemand
cannotbe used by other systems.

Served licenses, thosethat are made available by the EMC License Server, usea form
of nodelockingaswell. Thelicenses mustbe served by a specificinstance of the EMC
License Server and cannotbe served by a differentinstance. The licensefile will
contain information thatuniquelyidentifies the EMC License Server instance.

Software Licensing Central Web Application

Software Licensing Centralis an EMC customer-facingweb application thatcan be

used by the customer to review their EMC product entitlements and to redeem their
license authorization fora licensefile.
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EMC License Server

Licenses can be served over the networkif the EMC product has chosen to usethis
particular architecture. The EMC License Server manager is an executable program—
named "Imgrd"—that is placed on an accessible server, is started usingacommand
linewith options, and should be constantlyrunningto serve licenses to the client
EMC software products.

The EMC vendordaemon, named "EMCLM", is a companion executablethat is
managed by the License Server. This vendor daemon delivers license features to the
EMC productand keeps track of counted features.

The License Server automatically manages the EMC vendor daemon by starting,
restarting, and stoppingitas needed. The server also writes to the License Server
manager's debuglogfile to report errors and license feature activity.
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Introduction
When selectinga machineon whichto installaLicense Server, selecta stable
system; do notchoose systems that are frequentlyrebooted or shutdown. The
following sections discuss theresources used bythe License Server.
License Server Sockets

When using TCP/IP ports, each licensed software application connected to a license
server uses oneormore sockets. Depending on how the EMC software producthas
implemented licensing, theapplication may need one or more sockets.

The per-process system limitfor file descriptors determines the numberof sockets
availableto the license server. The total number of sockets that the license server
usesisslightly larger than the total number needed by the licensed applications that
connectto it. If the numberof sockets required by the license server on a single
system becomes excessive, then onesolution is to run multiple license servers and
splitthe licenses between them.

License Server CPU Time

For small numbers of clients, the license servers usevery little CPU time. The servers
might have consumed onlyafew seconds of CPU time after many days.

Foralarge numberofclients, where each are exchangingheartbeat messages with
the license serverthe amountof CPU time consumed by the server may start to
become significant. Even here, CPU usageis normally not high. In this case, you may
need to ensurethat the system you select has enough CPU cycles to spare.

License Server Disk Space

The onlyoutputfiles created by the license servers are the debuglogfiles. If there is a
lotof license activity, these logfiles grow to be very large. You need to considerwhere
to putthese files and how often to rotate and archive them. It is your responsibility to
manage these files so as not to disruptserver operations. You havethe option to
suppress logfileoutputifdisk spaceisata premium.

EMC recommends that the log files are local files on the server systems to avoid
networkingdependencies. Thelogfiles also aid in troubleshooting licensing
operations;you can providethe logfiles to EMC supportpersonnel should the need
arise. However, you mustmanage the log files to prevent them from consumingall
availabledisk space.

License Server Memory

The License Server uses little memory. The vendordaemons use approximately 2 MB
each. Memory usageincreases in the vendordaemon with the number of concurrent
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licenses, size ofthe optionsfile, and the number of concurrent users. Typically, the
License Server manager, Imgrd, uses approximately 2 MB.

Network Bandwidth for License Server

The licensed-enabled software client sends relatively small amounts of data across
the network. Each transaction, such as a check-out or check-in of a license, generally
transfers less than 1 KB of data. This means that the clientcan be effectively run over
slow networks (such as dial-up SLIP lines) forsmall numbers of clients.

Fora large number oflicensed applications (hundreds), who each exchange
heartbeat messages with the vendordaemon, the network bandwidth used may
become significant. In this case, run the licensed application and serveron the same
local area network, and run multiple license servers if required. Users can usea

license search path inthe LM_LICENSE_FILE environmentvariable to have effective
access to both servers.

Enterprises can experience a performance issuewhen there is slow network
communication oriflicensed clients are usinga dial-up link to connectto the
network. Dependingon the numberof clients and the frequency of the page refresh,
they can imposea significantburden on network traffic.

License Server Locally Mounted Disks

EMC recommends that you refrain from using remote mounted disks when you run
the license server. In otherwords, EMC recommends that Imgrd, the vendordaemons,
the licensefile,and the debuglogfiles are all on locallymounted disks. Ifany of
these files are on a remote mounted disk, then the points offailure double. Such
doublingcould lead to a temporary loss of all licenses. When all files are mounted
locally, the licenses are available as long as the server is running. In contrast, when
the files are on a different system, licenses may become unavailableif the License
Server or file server fails.

License Server Port

EMC recommends that you designate a specific port on the License Server machine to
be usedonlyby License Server components. This specification is beneficial because
itis:

e Easyto track processes bythe port that they are runon.

e Easierto configurelicensed clients foraccess to the License Server.

e Easierto manageLicense Server componentsinanenvironmentwherea
firewall and/ or antivirus softwareis in use.

e Usefulin preventing port conflicts and the hijacking ofthe port by other
processes.

License Senver Installation and Administration Guide




Selecting a License Server Machine

To configurethe License Server port, specifyitin the licensefile used to start the
License Server.

Runningthe License Server on a Virtual Machine

If you planto runthe license server on a virtual machine, then the EMC software may
needyou to utilize a baremetal hostid. Ifso, you will be required to run the binding
agent (Imbind) on the console ofthe virtual machine.

Note: EMCdoes notrecommend usinglmbind unless bare metal recovery blockingor
bindingis required with yourlicensed software product.
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Introduction

After installingthe License Server, you mustconfigureit. Starting and managing the
License Server is differenton Windows and Linux systems; however, both cases rely
onthe License Server manager, Imgrd. Imgrd is an application-based version ofthe
License Server manager. On most platforms, itis controlled froma command line. On
Windows, you can use LMTOOLS to manage Imgrd.

The License Server manager is one of the components that make up a license server,
the otherbeingthe vendor daemon. The manager handles theinitial contact with
licensed applications, passingthe connection on to the appropriate vendor daemon.
The purposes ofthe License Server manager are to:

e Start and maintain the vendordaemons listed in VENDOR lines of the license
fileusedto start Imgrd.

e Referto application checkoutand other requests to the correct vendor
daemon.

A newerlmgrd can be used with an oldervendordaemon orlicensed application, but
anewervendordaemon orlicensed application mightnotwork properlywith an older
Imgrd. Always use the latestversion of Imgrd, which is available from the download
site.

EMC License Server Management on Linux

The following sections contain information on startingand managingthe License
Server usingthe lmgrd command on Linux.

Before You Begin

Before running Imgrd, ensurethat you create the suggested directories for the license
file (/opt/emc/emclicenseserver/license)andthe logfiles
(/opt/emc/emclicenseserver/logs),and add the licensefilethat you obtained
from EMC Licensinginthe /license directory.

Procedure
1. Runthe lmgrd commandto start the License Server.

# lmgrd -1 /opt/emc/emclicenseserver/logs/lmgrd.log -c
/opt/emc/emclicenseserver/license

2. Runthe lmgrd command with the following arguments to managethe License

Server.
Imgrd [-c¢ license file list] [-1 [+]debug log path] [-2 -
pl [-local] [-x lmdown] [-x lmremove] [-z] [-v] [-help]
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Imgrd Command-Line Syntax

When you invoke Imgrd at the command line, it looks fora licensefilethat contains
information aboutvendors and features, and then starts thosevendordaemons.

The followingtable provides command-line usage information. The section LMUTIL
Application provides more information on available commands.

Usage

Imgrd [-c license_file_list] [-I [+]debug_log_path][-2 -p] [-local] [-x Imdown] [-x Imremowve] [-
z] [-v] [-help]

Term Description

-c license_file_list |Use the specified license files.

-l Write debugging information to file debug_log_path. This option uses the letter I.
[+]debug_log_path [Prepending debug_log_path withthe + character appends logging entries. Use -
| option before other options to log all debugging information to debug_log_path.

-2-p Restricts usage of Imdow n, Imreread, and Imremove—as w ell as Imsw itch,
Imsw itchr, and Imnew log—to a license administrator w hois by default root. If
there is a UNIX group called Imadmin, then use is restricted to members of that
group only. If root is not a member of this group, then root does not have
permission to use any of the above utilities. If -2 -p is used w hen starting Imgrd,
then no user on Window s can shut dow nthe license server with Imdow n, nor
can they use the Imswitch, Imsw itchr, and Imnew log command-line utilities.

-local Restricts the Imdow n and Imreread commands to be run only from the same
system w here Imgrd is running.

-X Imdow n Disable the Imdown command (no user can run Imdow n). If Imdow n is disabled,
stop Imgrd via kill pid (Linux), or stop the Imgrd and vendor daemon processes
through the Window s Task Manager or Window s service. On Linux, be sure the
kil command does not have a -9. argument.

-X Imremove Disable the Imremove command. No user can run Imremove.

-z Run in foreground. The default behavior is to run in the background. If -I
debug_log_path is present, then no window s are used. If no -l argument is
specified, then separate window s are used for Imgrd and each vendor daemon.

-V Displays Imgrd version number, copyright and exits.
-help Displays usage information and exits.
-reuseaddr Allow s the server to explicitly bind to the same port, w hichremains in

TIME_WAIT state after the server restarts or crashes.
Note: Recommended use is only on a non-Window s OS.

Startthe License Serverwithouta License File

If you have not obtained a licensefile, you can still start the License Server by using
the Imgrd command. When you add a licensefile,you can also runa commandto
reread the file.
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Procedure

1. To startthe License Server withoutcopyingalicense fileto the license
directory, run the following:

/opt/emc/emclicenseserver
/opt/emc/emclicenseserver/lmgrd -1

/opt/emc/emclicenseserver/logs/lmgrd.log -c
/opt/emc/emclicenseserver/license

2. Toviewthe logfile:

/opt/emc/emclicenseserver # cat
/opt/emc/emclicenseserver/logs/lmgrd.log

3. Toviewwhatisrunningasthe License Server:

/opt/emc/emclicenseserver # ps -aef | grep lmgrd

4. Oncevyou obtainalicensefile, copythe file to the license directory and then
run:

/opt/emc/emclicenseserver # cp ../<filename>.lic license/
/opt/emc/emclicenseserver # 1ls license

5. To reread the licensefile:
# Imutil Imstat -a -c /opt/emc/emclicenseserver/license

# lmutil lmreread -c /opt/emc/emclicenseserver/license
# I1mutil lmdown -c /opt/emc/emclicenseserver/license

EMC License Server Management on Windows
The following sections address managingthe License Server on a Windows platform.

Manually Starting Fromthe Command Line

This section provides procedural information on manual starts from the command
line.

Start Imgrd as an application froma Windows command shell usingthe following
syntax:

C:\> lmgrd -c license file list -L [+]debug log path
where license_file listisoneormoreofthe following:
e thefullpath to asinglelicensefile
e adirectory, where all filesnamed *.1ic inthat directory are used

and debug_log pathisthefull pathtothe debuglogfile.

Prependingdebug_log path withthe‘+’ character appends loggingentries. Spaces
in pathnames require double quotes around the path.
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Configuringthe License Serveras a Windows service

The following sectioncontains information on startingand managingthe License
Server using LMTOOLS on Windows.

Before You Begin

e To configurea License Server manager (Imgrd) as a service, you must have

Administratorprivileges. The service will run underthe Local System account.
This accountis requiredto run this utilityas a service.

e Before running LMTOOLS, create a new folderunder \EMC License Server
called \elms\licenses,forexample,C:\Program Files\EMC License
Server\elms\licenses,andaddthe licensefilethat you obtained from

EMC Licensingin this new location. Review the section LMTOOLS application
for more information on LMTOOLS.

Procedure
1. Double-clickthe LMTOOLS utilityicon onyour desktop. LMTOOLS opens.

File Edit Mode Help
Service/License File | System Semngsl Unlitiesl SLam'Stop,'RereadI Server Status | Server Diags | Config Services Bcrrowingl

Services allow FlexNet Servers to run in the background
—Server List

¢~ Configuration using License File

(& Configuration using Services

[~ LMTOOLS ignores license file path environment variables

MNo FLEXIm Services defined. use Configure Services to add services
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2. Inthe Service/License Filetab, ensurethatyou select Configuration using
Services, and then selectthe Config Services tab.

LMTQOLS by Flexe
File Edit Mode Help
Service/License F\Ie| System Setliﬂgsl Utilities' Stam'Stopj‘RereadI Server Status | Server Diags  Config Services |Borrcwing|

Configure Service

Save Service
Remove Service |

Service Name IFIex\m Service 1 LI

Browse
Path to the Imgrd.exe file

Browse
Path to the license file

Path to the debug log file Browse | View Log.. Cloze Log

[~ Start Server at Power Up [~ Use Services

3. Inthe Config Services tab, navigateto Service Nametextbox and replace
FlexIm Service 1 withyourdesired service name.

4. Inthe Path to the Imgrd.exe file text box, type the path or browseto the
Imgrd.exe location.

5. Inthe Path to the license file textbox, type the path or browseto the license
filelocation.

6. Inthe Path to the debug log file text box, type the path orbrowseto the debug
logfile location.

7. Save the new service by clicking Save Service.

8. Note that prependingthe debuglogfile name with the ‘+’ character appends
loggingentries.

Configuring the License Serverfora Delayed Start

In situations wherethe License Server needs to wait for other drivers or services to
start beforeit starts, you can configure a delay beforethe License Server service
starts.

Procedure

1. ConfigurethelLicense Server manager as a service by completingthe
instructions in Configuringthe License Server manager as a Windows service.

2. Locate the registry entry foryour License Server manager service at:

HKEY LOCAL MACHINE\SOFTWARE\FLEX1m License
Manager\service name
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where service name isthe name of the License Server manager service.

3. Optionally, to configure a delay longerthan 20 seconds, add a stringvalue to
the registry entry and set the fields in this entry as follows:

Name - unlimitedServiceDelay

Type — REG_SZ (set automatically when a string value
is created)

Data - no value set

4. Adda stringvalue to the registry entry and set the fields in this entry as
follows:

Name - serviceDelay

Type - REG SZ (set automatically when a string value
is created)

Data - the service delay in seconds. This value is
limited to the range 1-20 seconds unless

unlimitedServiceDelay has previously been defined (see
Step 3).

Manually Starting the License Server Using LMTOOLS

A graphical userinterface to the License Server managertoolsis providedandis
called LMTOOLS. The LMTOOLS performs functions thatinclude starting, stopping,

and configuringlicense servers, retrieving system information, including hostids, and
retrieving the server status.

Before You Begin

In orderto controlthe operation of Imgrd from the LMTOOLS user interface, you first
mustconfigureitas a License Server manager service. Once the License Server

manager service is configured, Imgrd is started by starting the service from the
LMTOOLS interface.

Procedure
1. Start LMTOOLS and selectthe Service/License File tab.

2. Select Configuration using Services.
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3. Selectthe service namefrom the list presented in the listbox. In this
example, the service name is “DEMO License Manager”.

LMTOOLS by Acresso Software Inc. |:||: |:
File Edit Mode Help

ServicedLicense File | System Settings] Utilities] Start#StDp;"Heread] Server Status SewerDiagsl Config Sewices] Borrowing]

Services allow FLEXRet Servers ta run in the background.
Server List
" LConfiguration uging Licenze Filz

* Configuration uzing Services

DEMO License Manager

[ LMTOOLS ignares license file path erwironment vaniables

4. Selectthe Start/Stop/Reread tab.

5. Start the DEMO License Manager by clickingthe Start Server button. The
DEMO License Manager license server starts and writes its debuglogoutput.

LMTOOLS by Flexera Software LLC l Eﬂu

File Edit Mede Help

Service/licenze FiIeI System Settings | Utlities  Start/Stop/Reread ISewerStatus SewerDiagsI Config Servicesl Borrowingl

FlexMet licensze services installed on this computer

i Start Server Stop Server ReRead License File

[ Force Server Shutdown

MOTE: This box must be checked to shut down a license server
when licenses are bomowed.

dit Advanced settingmE

IUsing License File: C:\Users\P7108674\D esktopibanusige_n3-11.12.0.0_vE\BE_nFhcounted lic

Automatically Startthe License Server When the System Starts

In order for Imgrd to start up automatically at system start-up time, you first must
configureit as a service. Follow the procedurein Configuringthe License Server
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manager as a Windows servicebefore proceeding, and then continue with the
following steps.

1. With LMTOOLS started and the desired service name selected, select the
Config Services tab.

LMTOOLS by Acresso Software Inc.
File Edit Mode Help

ServicedLicense FiIe] Syztem Settings] Utilitiesl Start/Stop/Rersad | Server Status | Server Diagz  Config Services ] Bonowing]

Save Service
Remove Service

Configure Service

Service Name |DEMD License Manager ﬂ

Patht the Ingidexe fle | “London Devi11.6.0.060117486_n3\mgrd. exe m

Pathtathe license file | ondon DevAT1 6 006011 7586_n3hcounted i e

Path to the debug log file |L0nd0n Devy11.6.0.0.601174i86_n34debug.log Browse | Yiew Log.. |

[v Start Server at Power Up ¥ Use Services

2. Make this License Server manager a Windows service by selectingthe Use
Servicescheckbox.

3. Configureitto start at system start-up time by selectingthe Start Server at
Power Up check box.

4. From nowon,whenthe systemis rebooted, this License Server manager
starts automaticallyas a Windows service.
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From Multiple
Software Publishers

This chapter presents the followingtopics:

MULEIPlE SYSTEMS .. eiieiiiiiiiiiiii et etiitietteieriettennsecensonnsesansasnnsns 48
One System with Multiple License ServerInstances........cccooeeiiiiiieeinninnnnnn. 49
One System with One License Serverand Multiple License Files........cccovevneenes 49
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Introduction
When you are runninglicensed applications from multiple software publishers, you
might need to take steps to prevent conflicts duringinstallation. There are several
strategies to accomplish this, three of which are given here:

e Multiplesystems, each runningoneLicense Server manager, managingone
vendor daemon, and usingoneormore licensefiles.

e Onesystemrunning multiple License Servermanagers, each managingone
vendordaemon and oneormore licensefiles.

e OnesystemrunningoneLicense Server manager, which manages multiple
vendordaemons, each usingits own licensefiles. Licensefiles sharea
common directory.

Multiple Systems
In this scenario, each License Server instance (Imgrd, vendordaemon, licensefile,
and otherfiles) is located on a separate system. Each systemserves licenses just for
its vendor daemon and runs its own local copy of the License Server manager.
License License License
Server s Server b Server e
Manager c Manager c Manager e
@ € @
l @ § l ? 5 o
Vendor E 2 Vendor E 2 Vendor E 2
ABC g? DEF g ? XYZ g @
Daemon & Daemon s | Daemon |
Vendor ABC’s || Vendor DEF’s || Vendor XYZ's ||l
License Files :l License Files :l License Files Il
e | i i
Server Machine 1 Server Machine 2 Server Machine n
Figure 2.  Multiple License Server systems
Advantages
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e Thelicensefilesforeach software publisherareindependentofoneanother.

e Systems are maintained separately. If one system goes down, the other
systems continueto serve licenses fortheir software publishers.

e FEach server hasits owndebuglog.




49

Managing Licenses From Multiple Software Publishers

e Thelicenserequests are distributed.

Disadvantages
This scenario requires the highestadministrative overhead.

One System with Multiple License Server Instances

Inthis model, each vendor daemon and its associated licensefile orfilesis served by
its own License Server manager, and everything is contained in one system.

License License License
Server = Server = Server o
Manager Z = Manager £~ Manager 2
@ @ @
| o E n E =
o X o & o 2
Vendor 2w Vendor @9 Vendor 20
ABC g0 DEF g ® Xyz g
Daemon =] Daemon | Daemon =
Vendor ABC's —I"| Vendor DEF’s -I"l Vendor XYZ's —l"|
License Files :: License Files :: License Files ::
T T T
Single License Server Machine

Figure 3.  Multiple License Server managers, multiple license files

Advantages
e Thelicensefiles foreach software publisherareindependentofoneanother.
e Licenseservers are maintained separately. [fone server goes down, then the
other servers continueto serve licenses.
e Each server hasits own debuglog.
Disadvantages

¢ Administrative overhead is high.
e |fthe systemgoes down,alllicenses are disabled.

e Licenserequestloadis concentrated in one system.

One System with One License Server and Multiple License Files

Inthis scenario, oneLicense Server manager runs on the system and serves one or
more vendordaemons, each with one or more licensefiles. All ofthe license files are
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usuallyheldinthe samedirectory. The standard filename extension forlicensefilesis
.lic.Thenumberofvendordaemonsis notlimited by the EMC License Server.

License Li
Server icense

Manager | Server System

| |

Vendor Vendor Vendor
ABC DEF XYZ
Daemon Daemon Daemon
P 5
Vendor ABC's Vendor XYZ's
License Files License Files

Vendor DEF's
License Files

o Common License Directory )

Single License Server Machine

Figure 4. One License Server manager, multiple license files

Advantages

e Thelicensefiles can be maintained separately.

e Administrative overhead is reduced.

Disadvantages

¢ One License Server manager serves all vendordaemons. Ifthe License Server
manager goes down, all licenses are unavailable.

e Ifthe systemgoes down,thenall licenses are unavailable.

e Outputfrom allvendor daemons goes into one common debuglogunless
separate debuglogs are specified with DEBUGLOG in each vendor daemon’s
options file. Havingone common debuglog makes it harderto debuga single
vendordaemon’s problem.

e Maximizes licensingloadto onesystem and one License Server manager.
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Chapter9 Troubleshooting

This chapter presents the followingtopics:

CommonLicensing Problems .......ccooieiiiiiiiiiiiiiiiiiii i iciieeieeeeaeeeans 52
DebUg LOg EXaMPLe cuuiiieiieiiiieii et eiieieeeieeraaeeeneeanseennaeannaenns 53
License Server Management Troubleshooting......c.eeeeeeiiiiiiiiiiiiiiiiiininnns 54
FLEXLM_DIAGNOSTICS ...ciniitiiiiieeeeeieeneeaeeanneeneaneenesancsnsennsansannannnns 56
Preparing ForaService Call......oouieuiiiiiiiiiiiiii it eiceiceeeeeeeeaes 57
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Introduction

Troubleshootinglicensing problemsforthe EMC Licensing Solution can be
difficultbecausethe application architecture used to serve licenses requires
the use of a network, TCP/IP for communication, and runningtheLicense
Server and EMCvendor daemon processes. However, there are sometools
and techniques available. This section examines common problems and
discussesthesetechniques.

Before You Begin

e When you start the License Server, be surethat you direct the outputto a local
logfilesothat you can examine it. The logfile often contains useful
information. Examineitwhen you have a problem, and be prepared to answer
questions aboutitwhenyoutalkto an EMC supportperson.

e Youcan determine if the License Server appears to have started correctly from
the logfile.If so, try running Imstat -aand lmdiag to determine if that

program has the same problemas your application.

e Youcan usethe FLEXLM_DIAGNOSTICS environmentvariable. Set
FLEXLM_DIAGNOSTICSto 1, 2, or 3.

Common Licensing Problems

The mostcommon licensing problems and symptoms can resultfrom the following
causes.

A problemwith the licensefile:

e LicenseServeris unableto locate the licensefile. License files mustbe
placed in a specificdirectory known to the License Server.

e Aproblemexists with the file's encryption dueto file modification.

e Theinformation provided duringthetime of license activation is incorrect. For
example, an incorrect server hostID and/orMAC address.

e LicenseServeris unableto check out a specificlicensefeature.

A problem connectingto the License Server:

e LicenseServer fails to start. On Windows, you can configurethe License
Server to run as a Windows Service.

e TheLicenseServer debug logfileshows one ormore failure messages.

e LicenseServeris unableto locate the licensefile. License files are typically
located inthe same directory as the Imgrd executable file.

License features can also expire, which prevents their check out after the date
specified within each feature.

Note: evaluationlicenses are designed to expire.
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DebugLog Example

This section provides the individual sectionsofasample debuglog file. The sections
are listed inthe orderin which they appearin the logfile.

Flexera end-user notice (#1)

File Edit Format View Help

11:53:28 (Imgrd) ---———-----—————
11:53:28 (Imgrd) Please Note: (#1)

11:53:28 (Imgrd)

11:53:28 (Imgrd) This log is intended for debug purposes only.
11:53:28 (Imgrd) In order to capture accurate license

11:53:28 (Imgrd) usage data into an organized repository,
11:53:28 (Imgrd) please enable report logging. Use Flexera Software LLC's
11:53:28 (Imgrd) software license administration solution,
11:53:28 (Imgrd) FlexNet Manager, to readily gain visibility
11:53:28 (Imgrd) into license usage data and to create

11:53:28 (Imgrd) insightful reports on critical information like
11:53:28 (Imgrd) Tlicense availability and usage. FlexNet Manager
11:53:28 (Imgrd) can be fully automated to run these reports on
11:53:28 (Imgrd) schedule and can be used to track license
11:53:28 (Imgrd) servers and usage across a heterogeneous
11:53:28 (Imgrd) network of servers including Windows NT, Linux
11:53:28 (Imgrd) and UNIX. Contact Flexera Software LLC at
11:53:28 (Imgrd) www.flexerasoftware.com for more details on how to
11:53:28 (Imgrd) obtain an evaluation copy of FlexNet Manager
11:53:28 (Imgrd) for your enterprise.

11:53:28 (Imgrd)

License files identified by Imgrd (#2)

11:53:28 (Imgrd)

11:53:28 (Imgrd)

11:53:28 (Imgrd) Server's System Date and Time: Thu Aug 20 2015 11:53:28 Eastern Daylight Time
11:53:28 (Imgrd) pid 4484

11:53:28 (Imgrd) SLOG: Summary LOG statistics is enabled.

11:53:28 (Imgrd) Done rereading

11:53:28 (Imgrd) FlexNet Licensing (v11.12.0.0 build 136775 i86_n3) started on <LSsystemname> (IBM PC) (8/20/2015)
11:53:28 (Imgrd) Copyright (c) 1988-2013 Flexera Software LLC. A1l Rights Reserved.

11:53:28 (Imgrd) world wide web: http://www.flexerasoftware.com

11:53:28 (Imgrd) License file(s): <path>\ALL_IN_USE_TEST.1lic (#2)

11:53:28 (Imgrd) Imgrd tcp-port 27001

Imgrd startup information (#3)

11:53:28 (Imgrd) (@Imgrd-SLOG@)

11:53:28 (Imgrd) (@Imgrd-SLOG@) === LMGRD === (#3)

11:53:28 (Imgrd) (@Imgrd-SLOG@) Start-Date: Thu Aug 20 2015 11:53:28 Eastern Daylight Time

11 :28 (Imgrd) (@Imgrd-sSLOG@) PID: 4484

11 :28 (Imgrd) (@Imgrd-SLOG@) LMGRD Versjon: v11.12.0.0 build 136775 i86_n3 ( build 136775 (ipw6))
11

:28 (Imgrd) (@Imgrd-sLOG@)

5
53
53
53
11:53:28 (Imgrd) (@Imgrd-SLOGA) === Network Info ===
11:53:28 (Imgrd) (@Imgrd-SLoG@) Socket interface: IPV6
11:53:28 (Imgrd) (@Imgrd-SLOG@) Listening port: 27001
11:53:28 (Imgrd) (@Imgrd-SLOG@)
11:53:28 (Imgrd) (@lmgrd-5L0G@) === Startup Info ===
11:53:28 (Imgrd) (@Imgrd-SLOG@) Is LS run as a service: Yes
11:53:28 (Imgrd) (@Imgrd-SLOG@) Server Configuration: Single Server
11:53:28 (Imgrd) (@Imgrd-SLOG@) Command-line options used at LS startup: -c <licpath>\ALL_IN_USE_TEST.1ic -1 <logpath>\Tmgrd.log -z -s
11:53:28 (Imgrd) (@Imgrd-SLOG@) License file(s) used: <licpath>\ALL_IN_USE_TEST.lic

Vendor daemon initial startup information (#4)

The vendor daemon startup information includes the daemon name (EMCLM) and the
license keys found with comments as to whetherthey are expired or available for
checkout.

11:53:28 (Imgrd) (@Imgrd-SLOG@)
11:53:28 (Imgrd) Starting vendor daemons ... (#4)

11:53:28 (Imgrd) Started EMCLM (pid 7604)

11:53:28 (EMCLM) FlexNet Licensing version v11.12.0.0 build 136775 i86_n3
11:53:28 (EMCLM) Feature 1ic010 superseded by 1ic004

11:53:28 (EMCLM) Feature 1ic010 superseded by 1ic004

11:53:28 (EMCLM) SLOG: Summary LOG statistics is enabled.

11:53:28 (EMCLM) SLOG: FNPLS-INTERNAL-CKPT1

11:53:28 (EMCLM) SLOG: FNPLS-INTERNAL-CKPT2

11:53:28 (EMCLM) EXPIRED: s2

11:53:28 (EMCLM) EXPIRED: s4

11:53:28 (EMCLM) EXPIRED: s99

11:53:28 (EMCLM) EXPIRED: 1ic001

11:53:28 (EMCLM) EXPIRED: 1ic004

11:53:28 (EMCLM) EXPIRED: 1ic008|

11:53:28 (EMCLM) Server started on <LSsystemname> for: sl

11:53:28 (EMCLM) s3 55 56

11:53:28 (EMCLM) s7 1ico0l 1ico01l
11:53:28 (EMCLM) 1ic001 1ic009 1ic011
11:53:28 (EMCLM) 1ic011l Tic012 1ic013
11:53:28 (EMCLM) 1ic014 T1icl11 T1icl14

11:53:28 (EMCLM) EXTERNAL FILTERS are OFF
11:53:28 (Imgrd) EMCLM using TCP-port 21980
EMC vendor daemon built from FNP 11.12.0 IPv6 for Windows server 2008 SP2 32-bit and CLP 3.4.011:53:28 (EMCLM)
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Vendor daemon detailed startup information (#5)

11:53:28 (EMCLM) (@EMCLM-SLOG@)

11:53:28 (EMCLM) (@EMCLM-SLOG@) === Vendor Daemon === (#5)

11:53:28 (EMCLM) (@EMCLM-SLOG@) Vendor daemon: EMCLM

11:53:28 (EMCLM) (@EMCLM-SLOG@) Start-Date: Thu Aug 20 2015 11:53:28 Eastern Daylight Time
11:53:28 (EMCLM) (@EMCLM-SLOG@) PID: 7604

11:53:28 (EMCLM) (@EMCLM-SLOG@) VD Version: v11.12.0.0 build 136775 i86_n3 ( build 136775 (ipve))
11:53:28 (EMCLM) (@EMCLM-SLOG@)

11:53:28 (EMCLM) (@EMCLM-5L0G@) === Startup/Restart Info ===

11:53:28 (EMCLM) (@EMCLM-SLOG@) Options file used: None

11:53:28 (EMCLM) (@EMCLM-SLOG@) Is vendor daemon a CVD: No

11:53:28 (EMCLM) (@EMCLM-SLOG@) Is TS accessed: No

11:53:28 (EMCLM) (@EMCLM-SLOG@) TS accessed for feature load: -NA-
11:53:28 (EMCLM) (@EMCLM-SLOG@) Number of VD restarts since LS startup: 0
11:53:28 (EMCLM) (@EMCLM-5LOG@)

11:53:28 (EMCLM) (@EMCLM-SLOG@) === Network Info ===

11:53:28 (EMCLM) (@EMCLM-SLOG@) Socket interface: IPV6

11:53:28 (EMCLM) (@EMCLM-SLOG@) Listening port: 21980

11:53:28 (EMCLM) (@EMCLM-SLOG@) Daemon select timeout (in seconds): 1
11:53:28 (EMCLM) (@EMCLM-5LOG@)

11:53:28 (EMCLM) (@EMCLM-SLOG@) === Host Info ===

11:53:28 (EMCLM) (@EMCLM-SLOG@) Host used in license file: <LSsystemname>
11:53:28 (EMCLM) (@EMCLM-SLOG@) Running on <Physical/Virtual>: Virtual
11:53:28 (EMCLM) (@EMCLM-SLOG@) Hypervisor (if wvirtual): Unknown Hypervisor
11:53:28 (EMCLM) (@EMCLM-SLOG@) LMBIND needed: No

11:53:28 (EMCLM) (@EMCLM-SLOG@) LMBIND port: -NA-

License operations (#6)

11:53:28 (EMCLM) (@EMCLM-SLOG@)
11:55:30 (EMCLM) TCP_! NODELAV NOT enabled

11:55:30 (EMCLM) OUT: "s1" <username>@<systemname> (#6)
11:55:30 (EMCLM) OUT: "s1" <username>@<systemname>

11:55:30 (EMCLM) UNSUPPORTED: "s2" (PORT_AT_HOST_PLUS ) <usernames@<systemname> (License server system does not support this feature. (-18,327))
11:55:30 (EMCLM) UNSUPPORTED: "s2" (PORT_AT_HOST_PLUS ) <username>@<systemname> (License server system does not support this feature. (-18,327))
11:55:30 (EMCLM) OUT: "s3" <username>@<systemname>

11:55:30 (EMCLM) OUT: "s3" <user'name>(ﬂ<systemname>

11:55:30 (EMCLM) UNSUPPORTED: "s4" (PORT_AT_HOST_PLUS ) <username>@<systemname> (License server system does not support this feature. (-18,327))
11:55:30 (EMCLM) UNSUPPORTED: "s4" (PORT_AT_HOST_PLUS ) <username>@<systemname> (License server system does not support this feature. (-18,327))
11:55:30 (EMCLM) OUT: "55" <username>@<systemnames

11:55:30 (EMCLM) OUT: "s5" <username>@<systemname>

11:55:30 (EMCLM) DENIED <username>@<systemname> (Invalid host. (-9,333))

11:55:30 (EMCLM) DENIED <username>@<systemname> (Invalid host. (-9,333))

11:55:30 (EMCLM) OUT: <username>@<sys temname>

11:55:30 (EMCLM) OUT: " 7" <username>@<systemname>

11:55:30 (EMCLM) UNSUPPORTED: "s99" (PORT_AT_HOST_PLUS ) <username>l<systemname> (License server system does not support this feature. (-18,327))
11:55:30 (EMCLM) UNSUPPORTED: "s99" (PORT_AT_HOST_PLUS ) <username>@<systemname> (License server system does not support this feature. (-18,327))

11:55:30 1ic001" <username>@<systemname>
11:55:30 c001" <username>@<systemname>
11:55:30 1ic001"” <username>@<systemname>
11:55:30 0OUT: "1ic001" <username>@<systemname>
11:55:30 (EMCLM) UNSUPPORTED: "1ic004" (PORT_AT_HOST_PLUS ) <username>@<systemname> (License server system does not support this feature. (-18,327))
11:55:30 (EMCLM) UNSUPPORTED: "1ic004" (PORT_AT_HOST_PLUS ) <username>@<systemname> (License server system does not support this feature. (-18,327))
11:55:30 (EMCLM) UNSUPPORTEI 1ic008" (PORT_AT_HOST_PLUS ) <username>@<systemname> (License server system does not support this feature. (-18,327))
11:55:30 (EMCLM) UNSUPPORTED: "1ic008" (PORT_AT_HOST_PLUS ) <username>@<systemname> (License server system does not support this feature. (-18,327))
11:55:30 (EMCLM) OUT: "1ic009" <username>@<systemname>
11:55:30 (EMCLM) OUT: 1c009" <username>@<systemname>
11:55:30 (EMCLM) UNSUPPORTED: "1ic010" (PORT_AT_HOST_PLUS ) <username>@<systemname> (License server system does not support this feature. (-18,327))

11:55:53 (EMCLM) UNSUPPORTED: "s2" (PORT_AT_HOST_PLUS
11:55:53 (EMCLM) UNSUPPORTED: "s2" (PORT_AT_HOST_PLUS
11:56:32 (EMCLM) OUT: "s7" <username>@<systemname>.corp.emc.com
11:57:04 (EMCLM) IN

) <username>@<systemname>.corp.emc.com (License server system does not support this feature. (
) <username>@<systemname>.corp.emc.com (License server system does not support this feature. (
(500_Ticenses)
(500 Ticenses)

<usernamesG<systemnames. Corp. emc. com
13:15:51 (EMCLM) OUT: "s1" <username>@<systemname>
13:15:51 (EMCLM) OUT: "s1" <username>@<systemname>
13:15:51 (EMCLM) UNSUPPORTED: "s2" (PORT_AT_HOST_PLUS

) <username>@<systemname> (License server system does not support this feature. (-18,327))
13:15:51 (EMCLM) UNSUPPORTED: "s2" (PORT_AT_HOST_PLUS ) <username>@<systemname> (License server system does not support this feature. (-18,327))
13:15:51 (EMCLM) OUT: "s3" <username>@<systemname>
13:15:51 (EMCLM) OUT: "s3" <username>G<systemname>
13:15:51 (EMCLM) UNSUPPORTEI "s4" (PORT_AT_HOST_PLUS ) <username>@<systemname> (License server system does not support this feature. (-18,327))
13:15:51 (EMCLM) UNSUPPORTED: "s4" (PORT_AT_HOST_PLUS ) <username>@<systemname> (License server system does not support this feature. (-18,327))

13:15:51 (EMCLM) OUT: "s5" <username>@<systemname>
13:15:51 (EMCLM) OUT: "s5" <username>@<systemname>

13:15:51 (EMCLM) DENIED: "s6" <username>@<systemname> (Invalid host. (-9,333))

License Server and vendor daemon shutdown process #7)
13:26:46 (1mgr‘d) EMCLM exited with status 58 () (#7)
13:26:46 (Imgrd) Since this is an unknown status, license server

13:26:46 (Imgrd) manager (Imgrd) will attempt to re-start the vendor daemon.
13:26:46 (Imgrd) EXITING DUE TO SIGNAL 1

Lmgrd error “no such file or directory” upon License Server startup on
Linux
After youinstall the EMC License Server software on a Linuxplatform, the following
error regarding a missingfile may appear upon startingthe License Server (Imgrd),

even ifyou determine the filedoes exist by running # 1s -1 ./lmgrd -rwxr-
xr-x 1 root root 1509320 Augl3 22:44 ./lmgrd.

"-bash: ./lmgrd: No such file or directory"
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This error occurs due to a missinglibrary, typically [d-lsb-x86-64.50.3. To determine
the missinglibrary, run the readelf utilityand search forthe text [Requesting

program interpreter: /lib64/<library name>]. Forexample,running#
readelf -a ./lmgrd | grep interpreter willreturn the output
[Requesting program interpreter: /l1ib64/1d-1sb-x86-64.s0.3] if
the missinglibraryis ld-lsb-x86-64.50.3.

Note: Use grepwithinthe command as shown in the example above to reduce the
length of outputfrom readelf -a sothatyoucan more easilyidentifythe missing
library.

If the library does notexist on yoursystem, orthe incorrect versionis installed, you
mustinstall the correct package. To verify the package the library belongs to, you can
run an rpm queryif rpm packages are onyoursystem.

# rpm -gf /1ib64/1d-1sb-x86-64.s0.3 1sb-4.0-22.3.1.x86 64

After installing the package that contains the required library, the License Server
should startas longas you properlyinstalled valid licensefiles.

License Server Management Troubleshooting

You first need to determine if the License Server, and its companion EMCvendor
daemon process, are both running. The followingtopics provide techniquesfor
checkingthe status.

List All Processes

Usea tool, a utility, ora system command appropriate foryourserver platform to list
allrunning processes orservices. You should see the Imgrd and EMCLM processes
listed and running.

The License Server communicates with the EMC vendor daemon, which performs the
license check outand check in operations.

If either processis notrunning, then examine the 1mgrd. log file forerror messages.

If the processes are notrunning orif the debuglogfile indicates that the License
Server was stopped, start LMTOOLS and check the Server Status tab, orrun Imgrd
from the command line with appropriate options.

Run “Imutil Imstat —a”

Runthe "1lmutil 1mstat -a"consolecommand and review its output. This
command uses the licensefile path to locate the licensefile and determine if the file
isbeingusedwitharunningLicense Server.

Enable Vendor Daemon Debug Log

The EMCLM vendor daemon can outputdebug messages to its own logfile. This will
helpisolate EMC product messages from all Imgrd output messages.
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Addthe DEBUGLOG lineto the options file forthe EMCLM vendordaemon. Specify
justthe filename orthe full path to the file. Precede the path with a ‘+’ character to
append logentries; otherwise, thefileis overwritten each time the daemon is started.

DEBUGLOG [+]debug log path

Name the file EMCLM. opt and placeitinthe samedirectory as the License Server
files. Editthe licensefileto alter the VENDOR line to pointto the optionsfile:

VENDOR EMCIM OPTIONS=<options file path>

Then runthe "1Imutil 1mreread" console command to force the License Server to
re-read the licensefiles and the new options file.

Windows and LMTOOLS

On the Windows platform, you can manage the License Server by usingthe LMTOOLS
Windows application.

Verify that the service isrunning by checking the Config Servicestab and verify the
service name and paths.

Clickthe View Log button to examine the License Server logfile.

Goto the Server Status tab and click the Perform Status Enquiry button to review
messagesin a scrolled text region.

FLEXLM_DIAGNOSTICS

The abilityforan EMC licensed-enable software productto produce diagnosticoutput
is controlled by the productand implementations likely vary across products.

FLEXLM_DIAGNOSTICS is an environmentvariable that causes the application to
producediagnosticinformation when acheckoutis denied. The format of the
diagnosticinformation may change over time.

On Linux, the diagnosticoutputgoes to stderr.

On Windows, theoutputis afile called flexpid.logwherepidistheapplication’s
process ID. The fileis foundintheclient’s maininstallation directory.

Level 1 Content

If FLEXLM_DIAGNOSTICS is setto 1, then the standard error messageis presented,
alongwith a complete listoflicensefiles that the application tried to use.

setenv FLEXLM DIAGNOSTICS 1

Level 2 Content

If FLEXLM_DIAGNOSTICS is setto 2, then in addition to level 1 output, the checkout
arguments are presented.

setenv FLEXLM DIAGNOSTICS 2
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Preparing For a Service Call

When you call an EMC supportperson, be prepared with answers to the following
guestions:

What kind of systemis yourLicense Server runningon?

What version of the operating system are you running?

What system and operating systemis the application runningon?
What version of EMC License Server does the licensed application use?
What error or warning messages appearin the logfile?

What is the outputfrom runningImstat-a?

Did the server start correctly?

Areyou runningotherEMCornon-EMClicensed products?
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This chapter presents the followingtopics:
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Introduction

This section documents license error messages, including general format
and error message descriptions. Mostofthese errors are generated by the
EMC license-enabled software and notthe EMC License Server. The EMC

productsoftware mustbe able to report theseerrors in logfiles oruser
interfaces.

Error Message Format
FlexNet Publishererrormessages presented by applications have multiple
components,which aredescribedin the followingtable. An error message may also
contain otheroptional supportinginformation.

Table 4. Descriptions of error message components

Component Description Required
Error Number A positive or negative integer that identifies the error. Yes

Error Text A sentence that summarizes the issue. Yes

Error A paragraph that explains the problem and provides possible solutions [No
Explanation or workarounds.

Minor Error A positive integer. These numbers are unique error identifiers and are |Yes
Number used by softw are publishers for more advanced support assistance.

Their meaning is not documented.

System Error An error code last set by the operating system. No
Number

System Error Sentence that explains the systemerror. No
Explanation

These error messages may occurin one oftwo formats, orthey may appearina
format customized by the application.

Format 1 (short)

error text (lm errno, minor num:sys errno) [sys error text]

Format 2 (long)

error text
error explanation
[Optional Supporting information]

error: lm errno, minor num. [System Error: sys errno]
[“system error text”]

Tabular Summaries of Error Codes
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The followingtables summarize the mostcommon errors produced by licensed
applications.

Table 5.  Error codes and their descriptions

Error

Code |Pescription

21 Ic_flexinit failed because of insufficient rights to start the FlexNet Publisher Licensing
Service. Resolve this by setting the service to start automatically.

20 The Licensing Service is not installed.

13 The computed path to the required file is too long for the Mac OS X operating system.

12 An invalid bundle ID on Mac OS X operating system.

11 The framew ork specified by the bundle ID w as not loaded.

10 Error creating path from URL.

9 Error creating URL.

8 The path string w as not specified in UTF-8 format.

7 A call to Ic_flexinit is not allow ed after a call to Ic_flexinit_cleanup.

6 Ether the activation utility has not been processed using the preptool, or the activation
library forthe activation utility cannot be found.

5 Unable to allocate resources.

4 Initialization failed.

3 Unsupported version of the operating system.

2 Unable to load activation library.

1 Unable to find activation library.

-1 Cannot find license file.

-2 Invalid license file syntax.

-3 No license server system for this feature.

-4 The licensed number of users already has been reached.

-5 No suchfeature exists.

-6 No TCP/IP port number in license file, and the License Service does not exist. (pre-v6
only)

-7 No socket connection to license server manager service.

-8 Invalid (inconsistent) license key or signature.

The license key/signature and data for the feature do not match. This usually happens
w hen a license file has been altered.

-9 Invalid host:

The hostid of this system does not match the hostid specified in the license file.
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Error
Code

Description

-10

A feature has expired.

-11

Invalid date format in license file.

-12

Invalid returned data fromlicense server system.

-13

No SERVER lines in license file.

-14

Cannot find SERVER host name in netw ork database.

The lookup for the host name on the SERVER line in the license file failed. This often
happens whenNIS or DNS or the hosts file is incorrect. Work around: Use the IP address.
For example,123.456.789.123, instead of host name.

-15

Cannot connect to license server system.

The server (Imadmin or Imgrd) has not been started yet, or the wrong port@host or license
file is being used, or the TCP/IP port or host name in the license file has been changed.

Window s XP SP2 platforms have a limit on the number of TCP/IP connection attempts per
second that can be made, w hichyour application may have exceeded. Refer to the
manufacturer’'s documentation on how to change this limit.

-16

Cannot read data from License Server system.

-17

Cannot write data to License Server system.

-18

License Server system does not support this feature.

-19

Error in select system call.

License Server system is busy (no majority).

-21

License file does not support this version.

-22

Feature check-in failure detected at License Server system.

-23

License Server system temporarily busy (new server connecting).

-24

Users are queued for this feature.

-25

License Server system does not support this version of this feature.

-26

Request for more licenses than this feature supports.

Cannot find Ethernet device.
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Error

Code |Description

-30 Cannot read license file.

-31 The feature start date is in the future.

-32 No such attribute.

-33 A bad encryption handshake w ith the vendor daemon occurred.

-34 The clock difference betw eenclient and License Server system is too large.

-35 In the queue for this feature.

-36 The feature database is corrupted in the vendor daemon.

-37 Duplicate selection mismatch for this feature. Obsolete with version 8.0 or later vendor
daemon.

-38 User/host on EXCLUDE list for feature.

-39 User/host not on INCLUDE list for feature.

-40 Cannot allocate dynamic memory.

-41 The feature was never checked out.

-42 Invalid parameter.

-47 The clock setting check w as not available in the vendor daemon.

-52 The vendor daemon did not respond w ithin the timeout interval.

-53 The checkout request w as rejected by the vendor-defined checkout filter.

-54 No FEATURESET line in license file.

-55 Incorrect FEATURESET line in license file.

-56 Cannot compute FEATURESET data from license file.

-57 A socket call failed.

-59 A message checksum failure occurred.

-60 The License Server systemmessage checksum failed.

-61 Cannot read license file data from License Server system.
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Error
Code

Description

-62

The netw orksoftw are (TCP/IP) is not available.

-63

You are not a license administrator.

-64

An Imremove request occurred before the minimum Imremove interval.

-67

No licenses are available to borrow .

The license BORROW support is not enabled.

-69

FLOAT_OK cannot run standalone on a License Server system.

-71

Invalid TZ environment variable.

A local checkout filter rejected the request.

-74

Attempt to read beyond end of license file path.

-75

SYSS$SETIMR call failed (VMS). Indicates an error due to an operating system failure.

-76

Internal licensing error.

=77

An invalid version number w as used;it must be a floating-point number w ith no letters.

-82

Invalid PACKAGE line in license file.

-83

The licensing version of client is new er than the server.

-84

USER BASED license has no specified users. See the License Server system log.

-85

License Server system does not support this request.

-87

Checkout exceeds the MAX specified in the options file.

-88

The systemclock has been set back.

-89

This platform is not authorized by your license.

-90

Future license file format or misspelling in license file.

The file was issued for a later version of FlexNet Licensing than this program
understands.

-01

Encryption seeds are non-unique.

-92

A feature was removed during Imreread, or a wrong SERVER line hostid w as used.
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Error
Code

Description

-93

This feature is available in a differentlicense pool.

This is a warning condition. The server has pooled one or more INCREMENT lines into a
single pool, and the request was made on an INCREMENT line that has been pooled.

Attempt to generate a license with incompatible attributes.

Netw ork connect to THIS_HOST failed.
Change this_host on the SERVER line in the license file to the actual host name.

The License Server machine is dow n or not responding.

See the system administrator about starting the server, or make sure that you are
referring to the correct host (see LM_LICENSE_FILE environment variable).

The desired vendor daemon is dow n.
1) Check the Imadmin or Imgrd log file
2) Try Imreread.

-98

This FEATURE line cannot be converted to decimal format.

The decimal format license is typed incorrectly.

-100

Cannot remove a linger license.

-101

All licenses are reserved for others.

The systemadministrator has reserved all the licenses for others. Reservations are made
in the options file. The server must be restarted for options file changes to take effect.

-102

A FLEXid borrow error occurred.

-103

A Terminal Server remote client is not allow ed.

-104

Cannot borrow that long.

-105

Feature already returned to License Server.

-106

The License Server systemis out of netw ork connections.

The vendor daemon cannot handle any more users. See the debug log for further
information.

-110

Cannot read dongle: check dongle or driver. Ether the dongle is unattached, or the
necessary softw are driver for this dongle type is not installed.
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Error
Code

Description

-112

Missing dongle driver.

In order to read the FLEXID hostid, the correct driver must be installed. These drivers are
available fromyour softw are publisher.

-114

A SIGN= keyw ord is missing from the license certificate.
You need to obtain a SIGN= version of this license fromyour publisher.

-115

An error exists in the Public Key package.

-116

TRL is not supported for this platform.

-117

BORROW failed.

-118

BORROW period expired.

-119

You must run Imdow n and Imreread on the license server.

-120

You cannot Imdow n the server w henlicenses are borrow ed.

-121

FLOAT_OK requires exactly one FLEXid hostid.

-122

Unable to delete local borrow information.

-123

Returning a borrow ed license early is not supported. Contact the publisher for further
details.

-124

Error returning a borrow ed license.

-125

You must specify a PACKAGE component.

-126

Composite hostid is not initialized.

-127

An item needed for the composite hostid is missing or invalid.

-128

Error: the borrow ed license does not match any know n server license.

-135

Error enabling the event log.

-136

Event logging is disabled.

-137

Error writing to the event log.

-139

Communications timeout.
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Error
Code

Description

-140

Bad message command.

-141

Error writing to a socket. Peer has closed the socket.

-142

Error: you cannot generate version specific license tied to a single hostid, w hichis
composite.

-143

Version-specific signatures are not supported for uncounted licenses.

-144

License template contains redundant signature specifiers.

-145

Bad V71_LK signature.

-146

Bad V71_SIGN signature.

-147

Bad V80_LK signature.

-148

Bad V80_SIGN signature.

-149

Bad V81_LK signature.

-150

Bad V81_SIGN signature.

-151

Bad V81_SIGN2 signature.

-152

Bad V84_LK signature.

-153

Bad V84_SIGN signature.

-154

Bad V84_SIGN2 signature.

-155

A required license key is missing from the license certificate. The application requires a
license key in the license certificate. You need to obtain a license key version of this
certificate from your publisher.

-156

An invalid signature w as specified withthe AUTH= keyw ord.

-157

The trusted storage has been compromised; a repair is needed. Contact your publisher for
repair instructions.

-158

Trusted storage open failure. Contact your publisher for further information.

-159

Invalid fulfilment record. Contact your publisher for further information.

-160

An invalid activation request w as received. Contact your publisher for further information.
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Error
Code

Description

-161

No fulfilment exists in the trusted storage w hich matches the request. Contact your
publisher for further information.

-162

Aninvalid activation response w as received. Contact your publisher for further
information.

-163

Cannot return the specified activation. Contact your publisher for further information.

-164

Return count(s) w ould exceed the maximum for the fulfillment. Contact your publisher for
further information.

-165

No repair count is left. Contact your publisher for further repair authorization.

-166

Specified operation is not allow ed. Contact your publisher for further information.

-167

The requested activation has been denied because the user or host is excluded from
activating this entitlement by a specification in the options file.

-168

The options file contains include specifications for the entitlement, and this user or host is
not included in these specifications.

-169

Activation error. Contact your publisher for further information.

-170

Aninvalid date format occurred in trusted storage. it may have been caused by setting
your system clock to an earlier date. Check that your system clock is set to the current
date and time.

-171

Message encryption failed: Internal error.

-172

Message decryption failed: Internal error.

-173

Bad filter context: Internal error.

-174

A SUPERSEDE feature conflict exists. Contact your publisher for further information.

-175

Aninvalid SUPERSEDE_SIGN syntax exists. Contact your publisher for further
information.

-176

SUPERSEDE_SIGN does not contain a feature name and license signature. Contact
your publisher for further information.

-177

ONE_TS_OK is not supported in this Window s platform.

-178

Internal error.

-179

Only one terminal server remote client checkout is allow ed for this feature.

-180

Internal error.
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Error
Code

Description

-181

Internal error.

-182

Internal error.

-183

More than one Ethernet hostid is not supported in the composite hostid definition. Contact
your publisher for further information.

-184

The number of characters in the license file paths exceeds the permissible limit.

There is a limit on the number of license files that can be used by a License Server
manager. This limit is on the number of characters in the combined license file paths to the
license files:

* Linux—40,960 characters
» Window s—20,400 characters
Reduce the number of license files, or relocate them so that the paths are shorter.

-187

The time zone information could not be obtained.

A license that is time zone-limited could not be checked out because time zone
information could not be obtained for the machine on w hichthe license is required.
Contact your publisher for further information.

-188

License client time zone is not authorized for license rights. A license that is time zone-
limted could not be checked out because the time zone of the machine on w hichthe
license is required does not match the time zone specified in the license.

-190

The license specifies that it cannot be used on a virtual machine: The licensed application
is installed on a virtual machine so checkout has been denied. Install the licensed
application on a physical machine. Checked in physical machine only.

-191

FEATURE can be checked out only from a virtual machine. The license specifies that it
cannot be used on a physical machine. The licensed application is installed on a physical
machine so checkout has been denied. Install the licensed application on a virtual
machine.

-192

A VM platform is not authorized by your license.

-193

FNP vendor keys do not support Virtualization feature.

-194

Checkout request w as denied as it exceeds the MAX limit specified in the options file.

-195

Binding agent API: Internal error.

-196

Binding agent communication error.

-197

Invalid Binding agent version.

-201

Invalid IP address w as usedw hile overriding.

The IP address specified forthe LM_A_INTERNET_OV ERRIDE attribute, used to override
the existing IP address, is invalid.
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ENELIES

This chapter presents the followingtopic:

How to Set Environment Variables. .o.ueeueeieiietieiiiiiiiiereereeiserseescencsseessenes 70
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Environmentvariables are notrequired forthe useoflicensed applications.
Environmentvariables are normallyused for debugging orforchangingthe license
defaultlocation.

The EMC license-enabled software product mayinstruct youto use, ornotto use,
these environmentvariables.

How to Set Environment Variables
License-related environmentvariables are set two different ways:

e Inthe process environment

e Inthe Windows registryorin $HOME/.flexImrc

Windows Registry

On Windows XP systems, the registry location is:

HKEY LOCAL MACHINE\Software\FLEX1m License Manager

On Windows systems laterthan Windows XP, the location is:

HKEY CURRENT USER\Software\FLEXlm License Manager

Table 6.  Definitions of Window Registry Variables

Variable Definition

EVENTTIMEOUT (Window s only) Sets the maximum amount of time (in microseconds) that
the License Server service ( Imgrd) w aits for the vendor daemon to start
before switchingto a “Running” status:

e [f this variable is not defined, the default value 300000 is used.

e [f the vendor daemon starts before the time limit is reached, the
server service switches to “Running” once the vendor daemon
starts.

e When the time limit is reached and the vendor daemon has not
yet started, the server service does not start.

e A zero (0) value means that the server service does not attempt
to start at all.

This variable is especially useful in scenarios w here the licensed client
and the license server are both running as services on the same
machine. If the client service has a dependency on the License Server
service, then checkouts fail if the vendor daemon is not running. Adjust
this variable to allow enough time for the vendor daemon to start, thus
increasing the likelihood of synchronization betw een service startups and
initial checkouts.

FLEXLM_BATCH (Window s only) Prevents interactive pop-ups from appearing. Set to 1 if
you are using a batch application. (Version 7.0 and later clients)

FLEXLM_DIAGNOSTICS |Used for debugging w here applications do not print error message text.
Set to 1, 2, or 3, depending on the amount of diagnostic information
desired. See FLEXLM_DIAGNOSTICS (Version 5.0 and later clients)
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FLEXLM_TIMEOUT (Window s only) Sets the timeout value that a licensed application uses

w hen attempting to connect to a license server port in the range of 27000
through 270009.

Values are in microseconds, and fall within the range of 0 through
2,147,483,647. The default setting is 100,000 microseconds.

Note: For security purposes, best practice is not to use a default port for
the license server. Instead, specify a port number outside the range of
27000 through 27009.

On Linux, the equivalentinformation is stored in $HOME/.flexImrc. In this file, the
syntax is variable=value.

Precedence

If the variable is LM_LICENSE_FILE or VENDOR_LICENSE_FILE, then both the
environmentand the registry are used, with the environmentused first, and the
registry appended to the path.

Ifitis a different variable, thenif the environmentis set, onlythat is used; otherwise,
the registry is used. That is, the registry is onlyused if the environmentis not set.

Environment variables
The followingtable summarizes various environmentvariables and theirdefinitions:
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Table 7. D efinitions of environment variables

Variable

Definition

LM BINDING_AGENT

LM_BINDING_AGENT must be of the form port@host, w here port is
the port number, whichfalls in the range of 27010 through 27019, and
host is the hostname or IP address of the physical system on w hich
Imbind is running. This physical system can be the hypervisor itself or
aremote physical machine that communicates with the virtual
machine through this protocol. Depending on your netw ork settings,
the host name might need to be a fully qualified domain name. For
example, this variable might look like:

Note: EMC does not recommend using Imbind unless bare metal
recovery blocking or binding is required withyour licensed softw are
product.

LM_BORROW

Used for initiating license borrow ing and for setting the borrow period.
On Linux, $HOME/

.flexlmborrow is used for the registry instead of $HOME .flexImrc.

LM _LICENSE FILE or

VENDOR_LICENSE_FILE

Use to reset the path to the license file. Can be a license search path,
separated by “:” on Linux and “; ” on Window s. If the
VENDOR_LICENSE_FILE is used, then the VENDOR is the vendor
daemon name used by this application. For example, EMC softw are
products use EMCLM_LICENSE_FILE, whichcan be a file name or
port@host. See also Setting the License Search Path Using an
Environment Variable. VENDOR_LICENSE_FILE requires version 6.0
and later clients.

LM SERVER HIGHEST_FD

Used to set the highest file descriptor value, above w hichthe License
Server will not access.
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Chapter12 Contacting EMC

Worldwide Licensing
Support

This chapter presents the followingtopic:

Contacting EMC Worldwide Licensing SUPPOIt .....viereiietieieiieeienneeineennnnns 74
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Contacting EMC Worldwide Licensing Support

If you have any questions about EMC Software Licensing, please contact our
Worldwide Licensing Supportteam by following the below instructions:

1. Visithttps://support.emc.com/servicecenter/ to:

— Usethe Live Chat between the hours of 3:00 AM and 7:00 PM Eastern.
— Open aService Request.

2. Contact EMC’s live supportteam by calling 1-800-782-4362, option 4,
option 4 (24/7).
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