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PREFACE

As part of an effort to improve its product lines, EMC periodically releases revisions of its
software and hardware. Therefore, some functions described in this document might not
be supported by all versions of the software or hardware currently in use. The product
release notes provide the most up-to-date information on product features.

Contact your EMC technical support professional if a product does not function properly or
does not function as described in this document.

Note: This document was accurate at publication time. Go to Dell EMC Online Support
(https://support.emc.com) to ensure that you are using the latest version of this
document.

Purpose

This guide is part of the EMC Secure Remote Services (ESRS) Release 3.26 documentation
set, and is intended for use by customers and prospective customers.

Readers of this guide are expected to be familiar with the following topics:
o Local network administration
+ Internet protocols

¢ EMC storage system characteristics and administration

Related documentation

The following EMC publications provide additional information:

& EMC Secure Remote Services Release Notes

& EMC Secure Remote Services Technical Description

& EMC Secure Remote Services Pre-Site Checklist

& EMC Secure Remote Services Site Planning Guide

& EMC Secure Remote Services Port Requirements

& EMC Secure Remote Services Installation Guide

& EMC Secure Remote Services Operations Guide

& EMC Secure Remote Services Policy Manager Operations Guide

o ESRS Policy Manager 6.8 Installation Guide - Standard Windows

o ESRS Policy Manager 6.8 Installation Guide - Integrated AD (Windows)

Documentation conventions

EMC uses the following conventions for special notices:

ESRS Installation Guide 5
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ADANGER

DANGER indicates a hazardous situation which, if not avoided, will result in death or
serious injury.

AWARNING

WARNING indicates a hazardous situation which, if not avoided, could result in death or
serious injury.

ACAUTION

CAUTION, used with the safety alert symbol, indicates a hazardous situation which, if not
avoided, could result in minor or moderate injury.

NOTICE

NOTICE is used to address practices not related to personal injury.

Note: A note presents information that is important, but not hazard-related.

Typographical conventions

EMC uses the following type style conventions in this document:

Bold Use for names of interface elements, such as names of windows, dialog
boxes, buttons, fields, tab names, key names, and menu paths (what
the user specifically selects or clicks)

Italic Use for full titles of publications referenced in text and for variables in
body text.
Monospace Use for:

e System output, such as an error message or script
e System code

e Pathnames, file names, prompts, and syntax

e Commands and options

Monospace italic Useforvariables.

Monospace bold Use for user input.

[ Square brackets enclose optional values

| Vertical bar indicates alternate selections — the bar means “or”

{1} Braces enclose content that the user must specify, such as x ory or z

Ellipses indicate nonessential information omitted from the example

EMC support, product, and licensing information can be obtained as follows:

Product information — For documentation, release notes, software updates, or
information about EMC products, go to Dell EMC Online Support at:

https://support.emc.com


http://support.emc.com

Your comments

Preface

Technical support — Go to Dell EMC Online Support and click Service Center. You will see
several options for contacting EMC Technical Support. Note that to open a service request,
you must have a valid support agreement. Contact your EMC sales representative for

details about obtaining a valid support agreement or with questions about your account.

Your suggestions will help us continue to improve the accuracy, organization, and overall
quality of the user publications. Send your opinions of this document to:

techpubcomments@emc.com

ESRS Installation Guide 7
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CHAPTER 1
System requirements

This chapter provides the specifications that you will need to install and provision
ESRS. Topics include:

¢ DPreparing your environment.............ccoeviiiiiiiiiinini s
+ Specifications for ESRS Virtual Edition and ESRS Docker Edition

System requirements
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System requirements

Preparing your environment

Follow the KB solution for the Network Requirements:

https://support.emc.com/kb/494729
Port 443 and 8443 have to be allowed outbound.

Specifications for ESRS Virtual Edition and ESRS Docker Edition

Table 1 on page 10 shows the minimum configuration of the ESRS deployed on the

ESX Server.

Table 1 Specifications for ESRS Virtual Edition

EMC
provided
Type Requirements software | Notes
ESRS Virtual | ¢ Server — VMware ESX 5.0 or later or Windows Hyper-V ESRS Default is one vCPU, but you
Edition environment on Windows 2008 R2 or Windows 2012 have the option to add
(ESRS VE) ¢ Processor — One or more processors, each 2.2 GHz minimum, additional VGPU before
and Hyper-V must be SSE2 supported (required for FIPS compliance) ESRS is powered up.
* Free Memory — 4 GB or higher ESRS requires a
¢ Free Disk Space — minimum disk space required for your esrsv3 site-supplied ESX or
appliance is 64 GB Windows server.
e CPU—One VCPU, 2.0 GHz or hlgher 64-bit Two ESRS Virtual Edition
e Browser — Internet Explorer 9 +, Mozilla Firefox, or Google Chrome servers deployed on a
separate ESX
servers/Hyper-V servers are
Note: Collocation of a Policy Manager on the ESRS Host is not required for a High
supported or permitted. The underlying SUSE operating system is Availability configuration.
c.ustomized for the ESRS and does not have the necessary One ESRS Virtual Edition or
libraries. ESRS Virtual Edition High
Availability Cluster can
support up to 250 devices.
Do not place
VMware/Hyper-V images or
storage files on EMC
devices managed by the
ESRS Client.
When running clustered HA
Clients on VMware/Hyper-V,
each Gateway Client must
be located on different
physical hardware.
ESRS Docker |  Docker supported Linux distribution (x64 bit)
Edition e Docker engine (Docker runtime installed):
(ESRS DE) https://docs.docker.com/engine/installation/
¢ Processor — One or more processors, each 2.2 GHz minimum,
must be SSE2 supported (required for FIPS compliance)
e Free Memory — 4 GB or higher
¢ Free Disk Space — 64 GB or higher
e Ports — FTP 21 | HTTPS 443 | SMTP 25 | Provision, WebUI & REST
9443
e CPU — One vCPU, 2.0 GHz or higher 64-bit
e Browser — Internet Explorer 9 +, Mozilla Firefox, or Google Chrome

10 ESRS Installation Guide
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CHAPTER 2
Installing

This chapter provides the information that you will need to prepare the ESRS server
for the installation of ESRS. Topics include:

@ OVEIVIEW ..ottt 12
+ Configuring ESRS on Linux host using Docker Engine (ESRS DE) ....................... 12
+ Configuring Operating System for VM (ESRS VE)........ccccooiiiiniiniiicnn. 16
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Installing

Overview

Install options

Apart from the ESRS backend system, there is an ESRS Gateway that is installed on
the customer site either on the product itself (embedded ESRS Device Client), on a
separate physical/virtual machine, or as a binary installer for Linux.

There are two install options for ESRS:

¢ ESRS Docker Edition (ESRS DE)

¢ Can be run on a qualified Linux environment that supports Docker containers

Note: Cloud platform support for the ESRS Docker Edition is best effort.
Passive FTP is not supported with ESRS DE.

+ ESRS Virtual Edition (ESRS VE)
e ESRS can be run 100% virtually
¢ No additional hardware required
¢ No additional OS licenses required

The following section describes the binary install for ESRS on a Linux host.

Configuring ESRS on Linux host using Docker Engine (ESRS DE)

Prerequisites

System Requirements

12
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To install the ESRS Docker on a Linux host, ESRS requires that specific assigned ports
(see Port Requirements section below) on the system be available. If the prerequisites
are not provided, then the ESRS application installer aborts the installation.

Before installing ESRS on a Linux host, the following must already be installed:
¢ Docker supported Linux distribution (x64 bit)
+ Docker Engine (Docker runtime)

Using the binary installer, ESRS can be installed on the Linux distributions that
support Docker. For a list of Linux distributions that are supported by Docker and for
Docker installation instructions, refer to the following address:

https:/ /docs.docker.com/engine/installation/.

Note: The Docker Engine is supported on many Linux distributions (such as RHEL,
CentOS, OpenSUSE, and SUSE Linux Enterprise), for example, the following is the
link for a Docker installation on Red Hat Enterprise Linux (RHEL):

https:/ /docs.docker.com/engine/installation/linux/rhel/.




Port Requirements

ESRS Installation
Instructions

ESRS runs its services on the following ports:

Table 2 Port Requirements

RESTful Connect Home, MFT, keepalive, etc.)

Services Ports
Connect Home support (legacy) - FTP 21
Connect Home support (legacy) - HTTPS 443
Connect Home support (legacy) - SMTP 25
provision, WebUI, RESTful services (such as device management, 9443

Installing

The ESRS installer performs the required prerequisite checks. In effect, it validates the

system requirements, Docker runtime, and the specified port availability.

To install ESRS:

1. Download the latest ESRS Docker Edition (ESRS DE) for Linux on EMC Online

Support and copy to the Linux server running Docker:

https://support.emc.com

2. To change the permission of the installer, use the following chmod command

example:

chmod +x esrsde-3.xx.00.01.bin

Server View Tools Help
] "<
f.f.a-.ér-.

B PuTTY sesss

A 10150729

Figure 1 chmod command

3. Run the installer using the following command example:

./esrsde-3.xx.00.01.bin --install

The command will check the following prerequisites, and proceed with

installation:
¢ Disk space availability, must be at least 64 GB
¢ Docker runtime

e Ports 21, 25, 443, 9443, and 8118 are free

Configuring ESRS on Linux host using Docker Engine (ESRS DE)

= e R .
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. MTPUTTY (Mulb- Tatbed PulThE

e IP address is valid

root Edpcalios k= Downloads %

Figure 2 Checking prerequisites

4. Follow the instructions on the prompt to complete the installation.

Servers

During the installation, the installer will request a password to be set for the root
account of ESRS, as shown in the following figure.

Note: This is not the root account of the host.

| MTPUTTY (M

Server View Tools Help

LIEN- 12!

{3 PUTTY sessions
A2 10.15.107.239

4 x

Start page root@localhost:~/Downloads X

Figure 3 Setting the root password

14 ESRS Installation Guide
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At the end of a successful installation, the installer displays a message stating that
the ESRS services are up and running and provides the URL for you to provision
ESRS, as shown in the following figure.

Server View Tools Help
=xsq-AL
Servers

1B PUTTY sessions
o 10.15.107.239

Sl TR/ /10, 15,107.239:944

Figure 4 Sample image of successful installation

5. After you copy and paste the URL to a Web browser, follow the steps starting at
the “Root logon and Admin setup” section in Chapter 3.

Upgrading Docker

To upgrade ESRS DE:

1. Download the latest ESRS Docker Edition (ESRS DE) for Linux on EMC Online
Support and copy to the Linux server running Docker:

https://support.emc.com

2. To change the permission of the installer, use the following chmod command
example:

chmod +x esrsde-3.xx.00.01.bin
3. Execute the upgrade using the following command example:
./esrsde-3.xx.00.01.bin --upgrade

The command will check the following prerequisites, and proceed with the
upgrade:

¢ Disk space availability, must be at least 64 GB

e Docker runtime

Configuring ESRS on Linux host using Docker Engine (ESRS DE) 15
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e Ports 21, 25, 443, 9443, and 8118 are free
¢ [P address is valid
4. Follow the instructions on the prompt to complete the upgrade.

During the upgrade, the installer will request a password to be set for the root
account of ESRS.

Note: This is not the root account of the host.

Configuring Operating System for VM (ESRS VE)

Configure Network

First boot installation

16
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The following are needed to set up ESRS:

o [P address
¢ Default gateway
o DNSserver

The following are optional:

¢ Customer proxy server
+ ESRS Policy Manager (strongly recommended)
¢ Mail server - if you would like notifications and /or Connect Home failover

Note the following:

+ Do not change any elements (for example, firewall settings) of ESRS, according to

customer security policies.

+ Do not place VMware/Hyper-V images or storage files on EMC devices managed

by ESRS.

¢ When running clustered HA ESRS Virtual Edition Clients on VMware /Hyper-V,

each ESRS Virtual Edition Client must be located on a different physical ESX
server.

Before you can access the ESRS Virtual Edition Web UI, you must perform a first boot

installation.

This section provides the steps to install and configure ESRS and to boot it through
the ESX Server/HYPERV.

Before you begin, the following conditions must be met:

+ The ESRS Virtual Edition software package has been downloaded by the customer

and is available for installation

Note: The version downloaded must match the virtual environment to be used.

+ Enterprise level:
* Hypervisor is available at the customer site
* VMware or Hyper-V is available

¢ Customer must create a VM and install the OS.
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To configure the ESRS during first boot, follow the steps in the following sections.

Downloading the vSphere Client and deploying the ESRS image
To download the vSphere Client and deploy the ESRS image:

1. Access the vSphere Client and select File > Deploy OVF Template..., as shown in
Figure 5 on page 17. The Deploy OVF Template - Source wizard appears.

(5 vchkv.gslabs.lab.emc.com - vSphere Client

File | Edit WView Inwventory Administration

MNew »

fentory
Deploy OVF Template.
Export
Report

Exit

Figure 5 Deploy OVF Template

2. In the Deploy OVF Template - Source wizard, use the Browse... button to select
the desired URL to download and install the OVF package, as shown in Figure 6
on page 17, and then click Next. The OVF Template Details window appears.

Deplay from a fle or LAL

i Wsers' \Dereriicads SRS _WE-3.26,00.00. 2ESRS VE T] Browse... I

Enter & URL bo downlaad and irstall the OVF package fraom the Internet, or
spedfy a location accessble from your computer, such a5 a logal hard drive, a
metwaik share, o a COJDVD drive.

Figure 6 Deploy from a file or URL

3. In the OVF Template Details window, verify the details and then click Next to
continue, as shown in Figure 7 on page 17. The End User License Agreement
window appears.

OVF Template Details
e 3 Proguct: ESRS_VE.x86_54-326.0000.2

Downiload size: 73638

Sape on chsk: 1.6 GB (thin provisioned]
54.0 GB (thick provisoned)

Descrption:

Figure 7 OVF Template Details

Configuring Operating System for VM (ESRS VE) 17
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4. In the End User License Agreement (EULA) window, read the license in its
entirety, and then click Accept. The Name and Location window appears.

(%) Deploy OVF Template — O X

End User License Agreement
Accept the end user license agreements.

OVF Template Details

End User License Agreems
Name and Location SUSE(R) Linux Enterprise Server 11 SP3
Storage SUSE Software License Agreement
Format

PLEASE READ THIS AGREEMENT CAREFULLY. BY PURCHASING, INSTALLING AND/OR USING THE
SOFTWARE (INCLUDING ITS COMPONENTS), YOU AGREE TO THE TERMS OF THIS AGREEMENT
AND ACKNOWLEDGE THAT YOU HAVE READ AND UNDERSTAND THIS AGREEMENT. IF YOU DO NOT
omplete AGREE WITH THESE TERMS, DO NOT DOWNLOAD, INSTALL OR USE THE SOFTWARE. AN
INDIVIDUAL ACTING ON BEHALF OF AN ENTITY REPRESENTS THAT HE OR SHE HAS THE
AUTHORITY TO ENTER INTO THIS AGREEMENT ON BEHALF OF THAT ENTITY.

Network Mapping
Propert
Ready to

This SUSE Software License Agreement ("Agreement”) is a legal agreement between You (an entity
or a person) and SUSE LLC ("SUSE™). The software product identified in the title of this Agreement,
its structure, organization, and accompanying documentation (collectively the “Software™) is
protected by the copyright laws and treaties of the United States and other countries and is
subject to the terms of this Agreement. Any modification, update, enhancement or upgrade to the
Software that You may download or receive that are not accompanied by a SUSE software license
agreement expressly is induded as Software and governed by this Agreement.

LICENSES.

The Software and each of its components are owned by SUSE or other licensors and are protected
under copyright laws and other applicable laws. Subject to compliance with the terms and conditions
of this Agreement, SUSE grants to You a perpetual, non-transferable, worldwide license to
reproduce and use copies of the Software within Your Organization (as defined below). Many of the
individual components induded in the Software are licensed pursuant to an open source license
identified in the documentation or located in the source code or binary code for the component.
This Agreement does not limit Your rights under such licenses or supersede or conflict with the
license terms or obligations for use of any individual open source component. "Organization™ means
a legal entity, exduding subsidiaries and affiliates with a separate existence for tax purposes or for
legal personality purposes. An example of an Organization in the private sector would be a
corporation, partnership, or trust, exduding any subsidiaries or affliates of the organization with a
separate tax identification number or company registration number. In the public sector, an
example of Organization would be a specific government body or local government authority.

. "

< Back Next > Cancel |

Figure 8 Eula screen

5. In the Name and Location window, enter a unique name and a location for the
deployed template, as shown in Figure 9 on page 18, and then click Next. The
Host/Cluster window appears.

ESRS_VE. x5 _4-326,0000.2

Hame and Location
M Host | Chsie Thee name can contain up bo B0 charachers and it must be urigue within the inventory folder
Restuirce Poi
N A

[rventary Location:
]| _|5|_|:m|t:—-- ol U AL COM

Figure 9 Name and Location

18 ESRS Installation Guide
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6. Inthe Host/Cluster window, select a host or cluster to run the deployed template,
and then click Next. The Specific Host window appears.

=] |_' sy
[ esxb-tooe
remateappscluster
i1 P

Figure 10 Host / Cluster

7. In the Specific Host window, choose a specific host within the cluster, and then
click Next. The Storage window appears.

Choose a specific hast within the duster,

On dusters that are configured with vSphere HA or Manual mode vSphere DRS, each virtual machine must
be assigned to a spedfic host, even when powered off,

Select a host from the kst below:

Host Mame

@ rapic Isus. emec.com

|j ramick I5U5. BMC. Com
Eem

Figure 11 Specific Host

8. In the Storage window, select the destination storage for your v files, and then
click Next. The Disk Format window appears.

Source Select & destinalion storages for the virtual machine fles:
Marme Drive Type Capacity | Provisioned Free | Type Thinl &
@ S0_27_oatesto. Non-SD E2S.00GE 34476CE  TSI0LGE WMFSS Supp
i backuplen2 Mon-S8D 102375 GE 197.03 GB B9002 GE VMFSS Supp’
ﬂ &l & o n ARG Non-S50 1.05TH 377.8%GB 1.00TE WVMFSS Supp
lj darmonabiunt Mon-S50 1.05TH 50152 GB 937338 GE VMFSS Supp

ﬂ clariipnablunll  Non-55D B 95493 GB BE2.T2 GB WMFSS Supp

lj darfonablua? Mon-550 2 T 2XTE 14370 GE WMFSS Supp
B deticnablinly  MNon-55D 200 TE 1.B57TB 140 TE WMFSS Supp
i damonablni4  Mon-S50 1LI4TH 361.52 GB 96272 GB WMFSS Supp
B desonsbind MNon-550 102375 GB 530.8% GB 54300 GB WMFSS Supp
i damonabliur Mon-S50 102375 GB 534.17 GB 4597 GB WMFSS Supp w
< >

Figure 12 Storage

Configuring Operating System for VM (ESRS VE) 19
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9. In the Disk Format window, select Thin Provision, and then click Next.

Datastore: '-ﬂ_? 7_detestore

e ard Locanor —

Avalabie space [G8]: 710

Thick Proweon Lagy Jeroed
" Thick Provision Eager Zerped

% Thin Provison

Figure 13 Disk Format

10. In the Network Mapping window, select the network the deployed template
should use, and then click Next.

Map the networks used in this OVF template to networks in your inventory

Source Networks Destination Networks
Dis nat bridged VM Network 107
Network Mapping
Properties
Ready to Complete
Description:
The bridged network

Figure 14 Network Mapping

11. In the Properties window, enter details for the following fields, and then click
Next:

ACAUTION

Please enter complete information in this template to enable easy provisioning of
ESRS VE. If any detail is incomplete or incorrect, it can only be corrected using YAST
or you will be required to re-enter all the required information in the OVF template.

e DNS1

e DNS2

¢ Hostname

¢ Default Gateway

e Network IPV4 address
¢ Network IPV4 Netmask

¢ Time Zone Setting
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e NTP Server Address

¢ Root Password

NOTICE

A root Password should be set during deployment. For security reasons, it is
recommended to use a password that is a minimum of eight characters and
contains a minimum of one upper, one lower, one digit, and one special character.

(3 Deploy OVF Template — [} >

Properties
Customize the software solution for this deployment.

The netmask or prefix for this interface -
255 . 255 .255 . 0

Time Zone Setting
Sets the selected time zone setting for the vM

IUS_IEastern L‘

Synchronized with NTP Server
NTP Server Address

Service User

Root Password

A root Password should be set during deployment. For security reasons, it is recommended
to use a password that is a minimum of eight characters and contains a minimum of one
upper, one lower, one digit, and one special character.

Enter password I

Confirm password |

ESRS Web Administrator User

ESRS Web Administrator User Name
Add ESRS Web Administrator User Name

admin

I < Back | Next > I Cancel

Figure 15 Properties

12. In the Ready to Complete window, review your options, and then click Finish.
The deployment status window appears, as shown in Figure 17 on page 22. When
the deployment is completed successfully, a deployment completed successfully
message appears.

Configuring Operating System for VM (ESRS VE) 21
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@ Deploy OVF Template

Ready to Complete
Are these the options you want to use?

E)U‘g f[:“@at,-: Details When you dick Finish, the deployment task will be started.

End User License Agresment  Deployment settings:

Name and Location OVFfile: C:\Users|| \Downloads\ESRS_VE.x86_64-3.26.00.0.
slerans Download size: 736.1 MB

R Size ondisk: 1.6 GB

MName: ESRS_VEx86_64-326.0006.0

Ready to Complete Folder esxfi-teoe

Host/Cluster rapid "isus.emcoom

Resource Pool: Prod Testing VEs

Datastore: wnx_lun09

Disk provisioning: Thin Provision

Network Mapping: "bridged”to "WMNetwork 142"
IPAllocation: Fixed, [Pv4

Property: dnsl = 11,11.11.11
Property: dns2 = 12.12.12.12
Property: host = mftv3-ve

Property: gateway = 10.10.10.1
Property: ip0 = 10.10.10.2

Property: netmask( = 255.255.255.0
Property: timezone = US/Eastern
Property: ntp = 14.14.14.14
Property: esrsuser =admin

I~ Power on after deployment

< Back | | Finish I

Figure 16 Ready to Complete

(%) 26% Deploying ESRS_VE.x86_64-326.00...
Deploying ESRS_VE.x86_54-326.0000.2

Deploying disk 1 of 1 from
C:Wsers) \Downloads\ESRS_VE-3.25.00.00.2\ESRS_VE.x86_64-32

5.0000. 2-disk1.wmdk

58 seconds remaining

[ Close this dialog when completed

Figure 17 Deploying ESRS

13. In the Deployment Completed Successfully window, click Close, as shown in
Figure 18 on page 23.

22 ESRS Installation Guide



Installing

rﬂj

Deploying ESRS_VE.x86_64-326.0000,2

Completed Successfully

Figure 18 Completed Successfully message

Powering on the  To navigate through the Linux console:
virtual machine
1. In the vSphere Client, ensure that your deployed template is selected in the left
pane directory, and then click Power on the virtual machine in the Getting
Started tab if you did not select that option during deployment., as shown in
Figure 19 on page 23.

Basic Tasks

[i_, Power on the wvirtual macnmel

(3 Edit virtual machine settings

&“ Convert to a template

Figure 19 Powering on the virtual machine

2. If applicable, go to the Hyper-V Appendix and follow the instructions listed. Then
go to the following step.

3. When the VE is powered on, wait until you see that the first boot is completed.
Then go to the ESRS Web Ul by using the IP address that is displayed in the
configuration verification screen, as outlined in red on the screen example below.

irg balancer

Figure 20 Configuration verification

Configuring Operating System for VM (ESRS VE) 23
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Note: The failed services shown in red are expected at this time as some of the services have not
been configured. This issue is addressed in the next section.

Note: The IP address of the ESRS should display in the ESRS VE webui is running at
https://<ESRSve-ip>:9443 field. If it displays anything different, then the network setup is not
correct. This can be addressed by logging on to the ESRS shell and using YaST2 to correct the
network configuration. See Appendix B for details.

Note: It is recommended that before you launch the Web Ul portion of the ESRS install, you log
on to the shell and verify the network, DNS, and default gateway configurations and
connectivity. You can use the CECT to perform these tests. If there are issues with the
configuration, then use YaST2 to correct them. See Appendix B for details.




CHAPTER 3
Provisioning

This chapter provides the information that you will need to prepare the ESRS server
for the provisioning of ESRS. Topics include:

+ Rootlogon and Admin setup.......ccccceeiviviniiiiiniiiiiiice, 26
# Provisioning screens/ESRS Setup ........ccoeeeiiiicciiiiccccccnes 30
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The root logon and Admin setup described in this section are only a one-time setup,
which is performed after a successful first boot configuration.

To initially log on to the ESRS Web UI after a first boot:

1. Access the ESRS Web Ul using the following URL, either in Internet Explorer 9
(IE9) or later, Google Chrome, or Mozilla Firefox web browsers:

https:/ /<ESRSve-ip>:9443/
The ESRSv3 home page displays.

2. On the ESRSv3 home page, on the menu bar on the upper-right corner, click
Login. The Root Login page appears.

EMC SECURE REMCTE SERVICES

ESRS provides a secure two-way connection
that enables proactive remote monitoring
and repair—delivering an average five times
faster problem resolution

Y
@

‘) .
o~ " 3
— .
Proactive Secure Virtual Simple

Figure 21 ESRSv3 home page

Note: The Root Login page, as shown in Figure 22 on page 27, only appears the first time you
log on to ESRS, after a successful first boot configuration. Also, when you initially provision
ESRS, the version being installed displays in the upper-left corner, after the word ESRS Virtual
Edition.
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3. On the Root Login page, in the User Name text box, enter root as the user name,

as shown in Figure 22 on page 27.

[E———

) The defaull user nama is oot
assvword that wa

Password

Figure 22 Login page

4. In the Password text box, enter the root password that you set during the first
boot installation.

IMPORTANT

Firs1 Tirme Login:

The first time you log on to the ESRS VE using the roat
Becoum, Aoiepd the and-user licanss agreament by dicking
Accept EULA, and then sat the Admin account passwond

For securty reasons. the AJmin User nams and pasewond
for the VE WebUll inderface is distinct from those used Tor
the command-ling inlerface and are marages saparately.
The fira? tirs you o] on 1o the user imerfsce, the system
prompts you to sef the Admen pasysord

If you forget your root password, not your Admin password, then you must
perform the first boot installation again to set up a new root password. The system
can not retrieve your root password. To reset your ESRS Version 3 (ESRSv3) Web Ul
Admin password using the Web UI, see Chapter 5, “Troubleshooting,” in the
Operations Guide for resetting the ESRS Web UI user password.

5. Click Login. The EULA license agreement page appears.

License Agreement.

“Software”)

Figure 23 EULA page

[EMC
EMC Secure Remote Services (ESRS) .

Software License Agreement
FLEASE READ CAREFULLY

INPORTANT

Thils EMAE Secure Remole Ssrvices [ESRE) Software containg compuler programs snd
cehar propristary material and information, the use of which is subject to and sxpresaly
conditionad upan acceptance of this EMC Secure Remaobe Sarvices [ESRE) Softwars

This EMC Secure Remote Services [ESRS) Software License Agresment (the "Agresment”)
15 & legal gresment batwesn EMC Corporation, with a principal office ot 176 South Strest,
Hopkinbon, MA 01748 USA (FEMCT), and you and the organization on whoas Behall you ane
sccessing this Agresment and Softwane (the “Licensee™), and governs Licenses’s access
te, diswndoading of, snd wss of ary snd all componants, sssoclated madis, printed
materials, docusmentation, nd programming accsssed vie the EMC software (the

Accept Do not Acoept

Agresman:

Scrodl bo B Bottom of the
Ece B0 o8 P Submit
Enakiad. Continus by
sabecting the Accept or Do

T BIaOAR BYRMTAN]
T ol will not be able o
compiete e infial seiup

Root logon and Admin setup
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6. Scroll down to read the agreement in its entirety. Accept the end-user license
agreement by selecting the Accept option.

Note: You will not be able to select the Accept or Do not Accept radio button unless you scroll
to the bottom of the page.

7. After accepting the agreement, click Submit. The Admin setup page appears.
Note that the first time you log on to the user interface, the system prompts you to
set the Admin password.

8. In the Admin setup page, set the Admin password, and then click Log on as
admin, as shown in Figure 24 on page 29. Note the following:

* There is no default password for the Admin user, therefore, you need to
manually set the password when prompted.

¢ If the Admin password is not changed within 15 minutes, then you will be
logged out and will have to start from the beginning by logging on with your
root credentials.

¢ The password must meet the following requirements:
— Be 8 or more characters in length, with a maximum of 16 characters.
— Contain at least one numeric character.
— Contain at least one uppercase and one lowercase character.

— Contain at least one special character suchas " ~!@#$ % " &*()-_=+[]
{h<>

— Bea password that does not match the previous password.

— Do not use special characters ‘ (single quote) and “ (double quotes) as part
of the password.

— Do not use special characters / ?:,. |\
— May not be a password that matches the previous password.

¢ If all of the password requirements are met, then after clicking the Log on as
admin button, you will be logged out as root and logged in as Admin with
ESRS Admin rights.

Use a separate Admin account

Iy Apelas whin you kg o 1o [ BSOS VE Wl Podlal foe the fest tirss, afler 4 VE S8tup

Het Password For Admin Tser

P L5 W plex Passworng
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Figure 24 Admin account setup

IMPORTANT

If you lose or forget your Admin password for the ESRS Web user interface (or the
user name defined during the first boot configuration), then see see Chapter 5,
“Troubleshooting,” in the Operations Guide for resetting the ESRS Web UI user
password. This requires access to the ESRS Shell with an SSH client.

9. Go to the “Provisioning screens/ESRS setup” on page 30, and follow the steps
listed.

Root logon and Admin setup 29
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To register for ESRS:

1.

In the Primary Contact page, enter the primary contact information, as shown in
Figure 25 on page 30. EMC uses the information provided in this section as the

customer contact for ESRS. EMC will reach the primary contact first regarding any
ESRSv3 queries.

IMPORTANT

This information is required to proceed with the ESRS configuration. Ensure
that this information is accurate as it may have a direct impact on the ESRS
support.

PreanConac

FRIMARY CONTACT

Primsary Condact

Submi & Go o Technical Regiiration

Figure 25 Primary Contact page

2. When the primary contact information is completed, click the Submit & Go to

Technical Registration button. A status message displays stating that the primary
contact has been saved. This contact information will be used by EMC in the event
of any connectivity issues with ESRS.

In the status message window, click OK. The message closes and the Technical
Contact page appears.
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4. In the Technical Contact page, as shown in Figure 26 on page 31, enter the
additional contact information. For any ESRSv3 queries, if the primary contact is
not available, then EMC uses the technical contact information.

TECHHICAL CONTACT

il M Tike Techmbesl Contsct

Figure 26 Technical Contact page

You can skip this step by clicking the Skip Technical contact button. The
Provisioning tab displays with the Proxy Server, Network Check, and Provision
sub tabs.

Note: Although this information is optional, EMC highly recommends that you provide it.
This should be your secondary contact for ESRS. Ensure that this information is accurate as
it may have a direct impact on ESRS support.

5. After you enter the technical contact information, click Submit & Go to
Provisioning. A status message appears stating that the technical contact has been
saved.

6. Click OK. The Provisioning tab appears with the Proxy Server, Network Check,
and Provision sub tabs.

7. For the Proxy Server sub tab, if a proxy server is not required, then you can skip
this step. If you need to provision the ESRS with a proxy server, then follow these
steps:

a. Inthe Proxy Server tab, select the Enable Proxy between Client and EMC
checkbox and enter the required details, as shown in Figure 27 on page 32.

Provisioning screens/ESRS setup 31
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b. If your proxy server requires credentials, then select the Authenticate using
the following information checkbox and complete the applicable details, as
shown in Figure 27 on page 32.

FRONY SERVER

Enable Proxy between Client and ENIC Proxy Configaraiion

= The frsttme you use ESRIVE. you ame

SOCKS

1P AcdipssHost

Fail

Antbenticate nsing (he following information:

LEEr Mame

Passwodd

Submit & Go 1o Network Check

Figure 27 Proxy server tab

c. Click Test to test the connectivity through the proxy to EMC enterprise. A
message displaying the result appears next to the Test button.

d. Click the Submit & Go to Network Check button. A message appears stating
that the proxy configuration has been saved.

e. Click OK. The status message closes and the Network Check tab appears.

8. In the Network Check tab, you must run network checks to check the
connectivity between the ESRS Ul node, the core node, and the GAS servers. This
step is not optional.

To check the network connectivity from ESRS to all the required EMC servers,
click the Run Test button.
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o If all of the tests are successful, then the result shows connected (green), as
shown in Figure 28 on page 33.

Run Test Network Connectivity testing to

EMC

T Foomn T Buson i chiti B

Ping Ping Part Port  Ping
Hest Hame IP Addiess Time{ma) Stalus 443  Bd4d  Channel
01052185 409 & ® § Foono
£t
0,108 1 ) e @ Proon
e
10.105.21.63 \BE & & § rovoo
onakin
sty mUs e 0105130236 615 3 . . Prroiey nof

Figure 28 Run Test results

¢ If the tests are unsuccessful or unable to connect, then the results display as red
circles. If this is the case, then verify that the appropriate firewall hosts and
ports are open to EMC. All tests must be successful.

IMPORTANT

To ensure communication integrity, proxy servers and devices external to your
DMZ must not perform any method of SSL checking on outbound or inbound
traffic. SSL checking will cause a loss of connectivity to EMC. If SSL checking is
performed on outbound communications by customer firewalls, proxies, Web
traffic filtering appliances or applications, web traffic shaping/load balancing,
certificate verification or proxying, or Intrusion Detection Services (IDS), then
there will be connectivity loss to EMC.

Note: The customer is responsible for the configuration and resolution of the proxy
server/firewall issues that impact connectivity to the EMC ESRS infrastructure.

9. Click Go to Provision. The Provision tab displays.

10. The following classes of users can log on to the Provision tab:
¢ Partner
¢ Employee
¢ Customer

11. Partner/employee provisioning log in:

Provisioning screens/ESRS setup 33
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1. Enter your EMC Online Support Credentials in the Provisioning page and then
click Next.

PROVISIONING

Provisloning

Figure 29 Enter Credentials

2. After you are successfully authenticated under the Provisioning page, the
Enter Site ID page opens. Enter your Site ID in the Site Id field as shown in
Figure 30 on page 34.

PROVISIDHING

Provisloning

Figure 30 Provision Site ID tab

3. Click Next to continue. After EMC verifies the Site ID, you are directed to the
Confirmation page.

34 ESRS Installation Guide
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4. Verity the information on the Confirmation page and then click Next to
continue, as shown in Figure 31 on page 35. Provisioning commences, as
shown in Figure 32 on page 35.

PROVISIDNING

You have selected: Provisloning

Figure 31 Confirmation page

G W Vs W,

Figure 32 Provisioning commences with status indicator

5. When provisioning is done, click OK to accept, as shown in Figure 33 on
page 35. Your provisioning is complete. Proceed to “Email Configuration” on
page 40.

Status

ESRS was successfully provisionad with
serial number

QK

Figure 33 Provisioning completed

12. Customer provisioning log in:

Provisioning screens/ESRS setup 35
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1. Enter your EMC Online Support Credentials in the Provisioning page and
click Next.

MC & samn

@ magratrstien @ Pravri g
Pyt e m

FRIVSRNAG

huer Marme

Figure 34 Enter Credentials

2. In Figure 47, “Customer Provisioning Page” click Email my access code to
receive an access code.

EMC ESRS Virtual Edition

@ Registration @ Provisioning
Prooty Sarver Network Check n

PROVISIONING

Step 1:Get Access Code Provisioning

Nastn: e il 5nd an Accass cada tn yOur registarad amsil addrss. + Aczess cose wil only be vl for 30 miies

m + Chck ihe bution 10 pet & unigue, one-lime access code
+ The access coce will be sent bo regisiered email address
within & few minies
+ Fiease be sure 1o check Spam or Junik folders If you do not

¥ 500 3 Mes5aQe fam us
Node: Once you receive our message. you will have 30 minutes io enler the scoess code in .
the ficd belw = [ you Encounter amy Ssues, please contact EMC

Step 2:Fater Access Code

Cushomer Suppert for el
Enter your accass coda

Figure 35 Customer Provisioning Page
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3. After a new access code is generated, an email containing the access code is
sent, and a Status window opens telling you to check your email, as shown in
Figure 36 on page 37. Click OK to close this window.

| MCf & adrin

@ Regisraten

Printy Senver Network Check

PROVISIONING

Step L:Get Access Code
Mot We il 1e0d an J0tss o8 1 YUl Segiened emad psdiess.

Lzt —

Provisioning ~
| minutes.
Hime dCoess code

Shared amai
Please check your inbox. We've sent you
an access code to: b er* @iy, com, -
Step 2:Enter Access Code ik Sobdars o 8
::"MWWIWW maseage. you will have 30 minutes b enter the g -

oK
[Enter your access code:

Figure 36 Status window

Note: The generated access code is an 8-digit long pin code and is valid for 30 minutes from
the time it is generated. You must complete the installation within that time frame.

4. After you obtain your access code, enter it in the Enter your access code field,
as shown in Figure 37 on page 37.

EMC:

@ Registration @ Frovisioning
Proxy Server Network Check m

PROVISIONING

Step 1:Get Access Code
Mote: Vi wil send an aceess code 1o you regislersd emad address

il my aceess code

Step Z:Enter Access Code
Note: Orce you receive sur mass: Wil harve 0 e 5 anbee e 3coass coda in
e bl e R

Enfer your access cogde: *

Figure 37 Enter access code

& admin

Provisioning A

+ Access cods wil only be vald for 30 minutes.

+ Chk thé bullon 10 08 & Unkgak, one-Ue AC0eEs code

* Tha #ccess codo wil be sent o registared amai
‘ackiress within 2 fow minstes

+ Pkt b sure 1o check Sparm of Junk folders i youdo
it 500 & TS50 1o U3

+ Hyou have dfficulty logpng n, pheasio contact EMC
Customer Service W
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5. Click Next. Figure 38, “Customer Site page,” opens.

EMC  ESRS Virtual Edition & s

@ Reglstration @ Provisioning
Proxy Senver Network Check m

PROVISIONING

Show 10 ﬂ entrigs Search

Mole: Please select a customer sia that you would like to associate with this ESRS VE instaliahion. You can also fiter for & site using the: Fiter ophons above

Site D §  Site Hame

Shuwing 110 2 of 2 enlries Pravies 1 Naa

Figure 38 Customer Site page

6. Select the site that you want to provision from the list, and then click Next.
Note that at this point, you do not need administrator privileges to select sites.
The page displays what you have selected, as shown in Figure 39 on page 38.

EMC & anmin

@ Reglstration @ Provisiening

Prowy Server Mebwork Chack

Provisicn

FROVISIONING

You have selected: Provisioning

* Sabect HeT to complete the provisioning
= Sabeet Tack o celet ciffient site

us

Figure 39 Site confirmation
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7. Click Next to continue. The provisioning status appears, as shown in Figure 40
on page 39.

E Mc_ﬂ & agmin

@ Registration ® Provisioning
Prooy Server Network Check m

& Login

o Authoize
o SowareLtst
4 Download

*4 Cenicate

Figure 40 Provisioning status

When provisioning is completed, the Status window appears. If provisioning is
successful, then the EMC certificates are installed, ESRS is provisioned and
registered on the EMC Enterprise, and a status message appears on the Web U], as
shown in Figure 41, “Provisioning Success window.”

EMC ESRS Virtual Edition L are

@ Registration ® Provisioning
PorySaner Notwok Ghack m

Statuis

ESRS was successfully provisioned with
serial number

| oK |

Figure 41 Provisioning Success window

Note: If, at any time during the 30-minute window for this procedure, you re-click Email

my access code, then the previous code is automatically invalidated, and you must use the
most current code.

Provisioning screens/ESRS setup 39



Provisioning

Email Configuration
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8. Click OK to continue. The Email Configuration tab displays.

In the Email Configuration tab, the following details need to be configured to get the
notification mails, as shown in Figure 42 on page 40.

Note: The email server is on the customer's network. ESRS should not be used for SMTP traffic
destined for the customer, that is, mail will not be forwarded.

1. To send notification emails and Connect Home files (if enabled), provide the email
server and its port details in the Email Server and Port text boxes.

2. Provide an email address in the Sender Email section.This address will be used as
the FROM address in the email notifications.

3. Provide an email address in the Notification Email(s) section. This address will be
used as the recipient address for any critical failure event notifications or failed
Connect Homes on the ESRS.

4. If you select Enable on Success Notification, then the customer will receive
emails when a Connect Home is forwarded successfully to EMC (if configured).
Multiple email users and distribution lists can be added by separating the names
with a comma.

E-tinall Configuration

Nofification seitings

& T et eustifi b e-froids s Corvmest Hire fley [ erabied], promce e-rad sevver bl B3 Boet ditals

e -l Sty wt fent ey

» Provade o emad addeess 0 the Sender Emall wecton wheh can be imed s FROM addiess m thee smad

Bk .

* [PFrovads o el addeess n the Mokifkcaiiom Emall socbon whech will be used a5 recpeenics, for ary crtcal
Tadure vl Pl st afed for s Ot ull eveerits: (f condepaned)

o e Temt opsteon: 0o sevad & besl E-rmad

Figure 42 Email Configuration

5. Click Test. A pop-up window indicating that the test email was successfully sent
displays.

If the server settings are incorrect after clicking Test, then an error message
displays.
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If you click OK and then click Submit & Go to Policy Manager when the server
validation fails, then a pop-up warning message appears, as shown in Figure 43
on page 41. During initial provisioning process only, this pop-up message appears
if the email configuration is for the first time only and it fails.

Warning

Emad server valed St faded, Pleats

chidde & Gpledn Lo prodesd

Policy Manager

Figure 43 Warning pop-up message

The email information is not saved in the ESRS database if the email configuration
information is incorrect.

You have to choose Configure Later or Retry.

If you click Configure Later, you are taken to the next tab to continue provisioning
ESRS. You will have the option to configure the email after provisioning ESRS.

Note: Configure Later button does not save the email information in the ESRS database.

If you are using Policy Manager (it must be installed and operational), then complete
the applicable information on this tab as follows:

Note: ESRS can use any Policy Manager 2.02.1-xxx or later, including Policy Manager 6.6.

1. In the Policy Manager tab, enter the following applicable information:

* To enable Policy Manager on this page, enter the IP address, the port number,
and the SSL strength (Low, Medium, or High). EMC recommends that the SSL
strength be High.

¢ If you are not using SSL for communication to the Policy Manager, then clear
the Enable SSL checkbox.

¢ If a proxy server is not used for communication to the Policy Manager, then
clear the enable proxy server checkbox as well.

Provisioning screens/ESRS setup 41
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2. When you are done, click the Test button to check the connectivity to Policy
Manager from ESRS. If the connection is successful, then a message appears
beneath the Test button, as shown in Figure 44 on page 42.

Emable Remoie Palicy Manager

Emalde Froxy Server fer Pobicy Manager snh Poliey Manager

inthemticate wring the ellowing information

Connect Home
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Figure 44 Policy Manager

3. Click Submit & Go to Connect Home. The status pop-up window appears.
4. Click OK to continue. The Connect Home tab displays.

Managed File Transfer (MFT) is the default and primary channel for the Connect
Home files. In the event MFT is not available, Connect Home will failover to the ESRS
channel.

On the Connect Home tab, you can configure and test Connect Home failover to
alternate paths using FTPS and/or Email (SMTP) via the customer SMTP server.

Note: Connect Homes to EMC on alternate paths will only occur if the Primary
Method of ESRSv3 (MFT) is unavailable.

Completing the Connect Home tab is highly recommended but not required. Your
tirewall(s) and proxy server may need to be configured to pass this traffic. See the
Ports Requirement Document for ports used. Again, note that these alternate paths
are only used if the MFT channel is unavailable.

To enable Connect Home failover:

Note: ConnectEMC can be enabled for the following transport types as a failover channel in the
corresponding order: 1) FTPS, 2) Email.
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1. Select either or both of the Connect Home connections. The Test button becomes
enabled, as shown in Figure 45 on page 43.

[ Tout | Coanset Homs

Figure 45 Selecting connections

2. Click the Test button to test the connection to EMC.

3. If the tests are successful, then the following messages appears at the bottom of
the page:

e For FTPS: Test connect home using FTPS was successful

¢ For email: Test connect home using Email was successful

Note: The customer must configure their proxy server(s)/firewalls per the Ports
Requirement document.

4. Click Complete Setup. The Setup Complete page appears.

5. In the Setup Complete page, click the Home button (as shown in Figure 46 on
page 43) to access the ESRS Web UI Dashboard, as shown in Figure 47 on page 44.

Setup Complete

Figure 46 Home button

Provisioning screens/ESRS setup 43
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Figure 47 Dashboard




APPENDIX A
IP Addresses used by ESRS

This appendix lists the article that provides the IP addresses used by the EMC Secure
Remote Services Virtual Edition.

o Key information ..........ccocovviviiiiiiiiiiiiiiicsccccceces 46
@ ATHCLE ACCESS ...ttt e s ee e 46

/P Addresses used by ESRS 45
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Key information
Article Number: 0000494729
Version: 1
ID: emc238467
Domain: EMC1
Solution Class: 3.X Compatibility

Note: Always check support . emc. com for the latest version of this article as it may have been
updated.

Article access

The following is a Primus(R) eServer solution.

Article Title: What IP addresses are used by the EMC Secure Remote Services IP
Solution?

This is from KB article 494729. To access this article, go to:
https://support.emc.com/kb/494729
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APPENDIX B
ESRS v3.x on Hyper-V Install Process

This appendix describes the Hyper-V install process for ESRS v3.xx.

@ PrOCEAUTE ..ot 48
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Procedure

Follow the steps below to install the Hyper-V on your ESRS Virtual Edition (ESRS
v3.XX):

1. Copy the VHD for the ESRS Virtual Edition to the location where you wish to host
the virtual disk for the virtual machine.

2. Uncompress the zip file.

3. Launch the Hyper-V Manager, as shown in Figure 48 on page 48.

E ¥ Hyper-¥ Manager

§d Me Acon vew Wndow HeD 2181x)
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§ VElbgodipacred Funng 0% 429 hil % Dot Wl ..

5 veraz Purving 0% % ME
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FT virtal Hetwork Manuger ..
gl mat ok,
&5 trepectuek,
(®) Siop Senvice
74 Bemve Server

1] | jLl|
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View 1]
Troe ssincing witul maching has no snapshats tamne e B e
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Figure 48 Launching Hyper-V Manager
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4. Create the virtual machine that will be hosting the ESRS Virtual Edition.

a. In the upper-right corner, select New > Virtual Machine, as shown in
Figure 49 on page 49.
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Figure 49 Selecting New > Virtual Machine

b. Click Next, as shown in Figure 50 on page 49.

i3 New Virtual Machine Wizard

:k'll Before You Begin

_ This wizard helps you create a virtual machine. You can use virtual machines in place of physical
computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Specify Mame and Location you can change the configuration later using Hyper-V Manager.
LSy To create a virtusl maching, do one of the folowing:
Configure Networkng
« Click Finish to create a virtual machine that is configured with default values.
Connect Virtual Hard Desk » Chick Mext to create a virtual machine with a custom configuration,
Installation Options
- mmmumw_

More about creating virtual machines

el ]|

Figure 50 Selecting Next
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c. Inthe upper-right corner, select New > Virtual Machine, as shown in
Figure 51 on page 50.

¥ IO L1 - enahe B

e Actien Vebw Help
+«% 2[r B
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[ i vtiomace 122 Furnrg [ 0 M i

g vEie > o Impoet Vsl Machine
1 v o e fattings.
i WndxaA2 M o et O 3 Vinsal Sustch Munages.

WIN-FUTRIPORSOL
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Vrtual AN Manager
il o Dk
5 Iepect Dk
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Remove Senar
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Figure 51 Selecting Virtual Machine

d. Name the virtual machine, as shown in Figure 52 on page 50, and then click

Next.

"~ New Virtual Machine Wizard [x]
*I Specify Name and Location

Before You Begin Choosse a name and location for this virtual machine,
The name is dsplayed in Hyper-V Manager, w\etmdmtrwmeanmnuthebswuea&iy

Assign Memory identify this virtual machine, such as the name of the guest operating system or

Configure Networking MName: |3<12-\'-g'195n-rn-103| |

Connect Virtual Hard Disk You can create a folder or use an existing folder to store the virtual machine. I you don't select a

Instalation Options folder, the virtual machine s stored in the default folder configured for this server,
Summary [[] Store the virtual machine in a different location

E:\Hyper-¥\

T

Figure 52 Specifying name
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e. Define the memory (4 GB [4096 MBJ), as shown in Figure 53 on page 51, and
then click Next.

tl'
n Assign Memory

Before You Begin Spedify the amount of memary to alocate to this virtual machine. You can spedify an amount from 8
MB through 14072 MB. To improve performance, spedify more than the minimum amount recommended

Specify Name and Location for the operating system.
- Startup memory: |09 M8
[[] Use Dynamic Memory for this virtual machine,

@ When you decde how much memory to assign to.a virtual machine, consider how you intend to
use: the virtual machine and the operating system that it will run.

<Previous | | Mext> || Fmsh || canesl

Figure 53 Assigning Memory

f. In the Connection menu, select the network card that will be used by the
virtual machine, and then click Next, as shown in Figure 54 on page 51.

Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
wirtual switch, or it can remain disconnected,

Connection: [Mot Connected v]

» Chent) 245 - Virbual

<mm|| Next > || Frish | | canedl

Figure 54 Configuring Networking
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g. Select the location to which you copied the VHD file for this ESRS, as shown in
Figure 55 on page 52.

s
ﬁ Connect Virtual Hard Disk

Before You Begn A virtual machine requines storage so that you can instal an operating system. You can specify the
; e oty storage now or configure it later by modifiying the virtual machine s propes bes.,
Assign Memory ) Create o virtual hard disk
Configure Networking Lisz this option to create a dynamically expanding virtual hard disk with the default format (VHDX).
B Connect vrtual Hard sk | Mame:  [Bc12+v-grissom-103.vhdx |
Sumenary Location: |E:\Hyper ViWirtual Fard Disks), [ rowee... |
seer | 127] GB (Maximum: 64TB)

®) Use an sisting virtual hard dik
Use this opbion to attach an existing virtual hard disk, either VHD or VHOX format.

) Attach a virtual hard disk Later
U= this option to shkip this step now and attach an existing virtual hard dick later.

Figure 55 Selecting location

h. Click Open, as shown in Figure 56 on page 52.

G = 4 [ « Vinual H... » GrisomUAT1-103 v & | [ Search GrisomUaT1-103 2|

Organize =  Mew folder = - I @

Bl Desktop “1 Hame = Date rmodified
i Downloads

L Recent places

Type
1.—_‘ ESRS_VExBS_54-1.1.5.vhd B/29r2014 221 PM Hard Digh

wd Libraries
& Documents
o Music
[ Pictures
B videos

|! Computer
B Local Disk (C)
—a Backdmve (E:)
g wsrs_2.0 (10241
¥ Con USKNCADD |
< 0 onusocann ™[ < |

Fiemme[am_v&aﬁ_ﬂ-m.s.m Virtual hard digk files { "whd:®. ~

Figure 56 Clicking Open
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i. Browse for the location of the virtual hard disk, and then click Next, as shown

in Figure 57 on page 53.

“.'.u

H ‘Connect Virtual Hard Disk

Before You Begin Awudmadmemmshnrma!mmwmulmwmsmm You can speafy the

e e storage now or configure it later by modifying the virtual machine s properties.

fssign Memory () Create a virtual hard dsk

Configure Networking Use this option o create a dynamicaly expanding virtual hard disk with the default format (VHDX).
Mame: | Zk12-v-grissom-103.vhdx |

Summary Location: | ExVHyper-ViVirtual Hard Disks'| | Browse... |
Size: | 127 GB (Maximum: 64 TE)

(®) Use an existing virtual hard dsk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

-WVir tual Hard Disks\GrisomUAT 1-103\ESRS VE. %86

O Attach & virtual hard dek later
Use this option to skip this step now and attadch an existing virtual hard disk later,

Figure 57 Entering location and clicking Next to continue

j- Review the summary, and click Finish, as shown in Figure 58 on page 53. The
new ESRS Virtual Edition virtual machine is now configured in the Hyper-V
environment. You must now connect to the virtual instance and start the host,
which starts the first boot process.

Completing the New Virtual Machine Wizard

Before You Begin You have successfaly complated the New Virtual Machine Wizard, You are about to reats the
Specify Name and Location L

Assion Memory Description:

Configure Networking Haimne: F12-v-grssom-103

Connect Virtual Hard Disk Menorys Reape

Metwork:  Broadcem BOMS708C NetXtreme I Gigk (NDIS VED Chient) 245 - Virtual Switch
|| surmary [ E:\Hyper - \Virtual Hard Disks\GrisomlJAT 1-103\ESRS _VE.xB6_64-1. 1.5.vhd (VHD, dynam!

<] [ [»

To create the virtual maching and dose the wizard, dick Finich,

Figure 58 Clicking Finish to complete
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k. The first boot process starts the virtual host. You must configure the host name,
the network, the password of the root user, and so forth.

I Select the new virtual machine, and then click Connect, as shown in Figure 59

on page 54.
i Hyper-V Manager [- =]
Fie Lhion o 1
E u
Fiypar- hlansger .Mlm
21 WIN-FUTEPORSOL Virtual Machines

Snapshots o .
Tha nekectiod vitual mackve Faa fs wradshel | | -
Tl eiccocng ™3 -
[ § |
Leanert
1 I
e pr—
B s
2k 2-v-grissom-103 -
spsh
Created: BV 250 M P Chustered: 1 Mave
Motes:  hors
- Jne
e
Sy | Memery | Matwoding | Rephoation Eeaaloly Replics
B we

Figure 59 Clicking Connect

m. The following screen appears. Click the Start icon, as shown in Figure 60 on
page 54.

‘& 2k12-v-grissom-103 on WIN-FUTRJIPDRSQL - Virtual Machine Connection |;|£-

File Action Media Clipboard View Help

The virtual machine "2k12-v-grissom-103" is turned off

To start the virtual machine, select "Start’ from the Action menu

Status: Off

Figure 60 Powering on
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n. The ESRS starts the first boot process, as shown in Figure 61 on page 55.

Fie Action Media Chpboard View Help
® OE®O 0k i

EMC

it (o o teses livid.

ESRS VE [ VMX ]

Boot Options

Setus Aurving L

Figure 61 First boot configuration

0. When the first boot process is completed, from this point on, all of the install
processes are the same regardless of which virtual environment (VMware ESX
or Microsoft Hyper-V) is used. To complete provisioning, copy and paste the
URL to a Web browser, and then follow the steps starting at the “Root logon
and Admin setup” section in Chapter 3.
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GLOSSARY

access
connect home

DMZ

Dynamic IP address

EMC Online Support
Site

ESRS

ESRS Virtual Edition

failover

firewall

FTP

Gateway 2.x

This glossary contains terms related to remote services and ESRS.

A

See Remote Access.

C

Connecting from a remote site to EMC'’s support network.

D

Demilitarized zone — Device used to secure an internal network from unauthorized
external access.

An address that is assigned by the access device by which the user's host connects
over a dialup telephone line or by a set-top box for an IP over cable network.

E

Web-based access on support.emc.com to documentation, downloads, and support
information for EMC customers and internal EMC users.

EMC® Secure Remote Services is an IP-based automated connect home and remote
support solution enhanced by a comprehensive security system. ESRS creates both a
unified architecture and a common point of access for remote support activities
performed on your EMC products.

EMC Secure Remote Services, Virtual Edition, which is installed on an ESX or
Hyper-V Server, acts as the single point of entry and exit for all connect home and
remote support activities

F

The capability to switch over automatically to a standby server upon the failure or
abnormal termination of the previously active server. Failover happens without
human intervention and generally without warning.

A hardware or software device that is configured to permit, deny, or proxy data
through a computer network which has different levels of trust.

File Transfer Protocol — Used to transfer data from one computer to another, over the
Internet or through a network.

G

An ESRS 2.x software component that is installed on a customer-supplied dedicated
server (or servers) or VMware instance. The servers act as the single point of entry
and exit for all IP-based EMC remote notification and remote support activity.
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Policy Manager

proxy server

remote access

SMTP

topology

Transport Layer
Security (TLS) port

ESRS Installation Guide

P

An ESRS software component that is installed on a customer-supplied server or
servers. It enables customizable control of remote access to customer devices and
maintains an audit log of remote connections.

A server (a computer system or an application program) which services the request of
its servers by forwarding request to other servers. A server connects to the proxy
server, requesting some service, such as a file, connection, web page, or other
resource, available from a different server. The proxy server provides the resource by
connecting to the specified server and requesting the service on behalf of the server. A
proxy server may optionally alter the server’s request or the server’s response, and
sometimes it may serve the request without contacting the specified server.

R

Communication with a processing device from a remote location through a data link.

S

Simple Mail Transfer Protocol — The de facto standard for email transmissions across
the Internet.

T

Network configuration, including firewalls, servers, devices, and ports used for
communication between all devices.

A port that uses cryptographic protocols to provide secure Internet communications
for data transfers.
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