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Abstract 
This guide helps you troubleshoot a non-Kerberos Hadoop and Cloudera 
installation.
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Note 
Follow all of these steps, in order, until you reach a resolution. 

1.  Follow these 
steps.

2.  Perform 
troubleshooting 
steps in order.

3.  Appendixes
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Configure screen logging through SSH

We recommend that you configure screen logging to log all session input and output during your troubleshooting session. This 
log file can be shared with Isilon Technical Support, if you require assistance at any point during troubleshooting.

1. Open an SSH connection to the cluster and log in by using the root account. 

Note: If the cluster is in compliance mode, use the compadmin account to log in. All compadmin commands must be 
preceded by the sudo prefix.

2. Change the directory to /ifs/data/Isilon_Support by running the following command: 

cd /ifs/data/Isilon_Support

3. Run the following command to capture all input and output from the session: 

screen -L

This will create a file named screenlog.0  that will be appended to during your session.

4. Perform troubleshooting.

Before you begin

CAUTION!
If the node, subnet, or pool that you are working on goes down during the course of 
troubleshooting and you do not have any other way to connect to the cluster, you could 
experience data unavailability.

Therefore, make sure that you have more than one way to connect to the cluster before 
you start this troubleshooting process. The best method is to have a serial console 
connection available. This way, if you are unable to connect through the network, you 
will still be able to connect to the cluster physically.

For specific requirements and instructions for making a physical connection to the 
cluster, see article 304071 on the Online Support site.

Before you begin troubleshooting, confirm that you can connect through either another 
subnet or pool, or that you have physical access to the cluster.
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Start troubleshooting

Are you having 
problems integrating 

your Cloudera 
installation with the 

Isilon cluster?

Yes

No

Start

Introduction
Start troubleshooting here. For an overview of 
the conventions used in this flowchart, see 
Appendix B: How to use this flowchart.

If you have not done so already, log in to 
the cluster and configure screen logging 
through SSH, as described on page 3.

CAUTION!
If the Cloudera implementation 
was incorrectly configured, 
there will be no connection to 
the Isilon cluster. If you lack 
connection to the Isilon 
cluster, revisit the EMC Isilon 
OneFS with Cloudera Hadoop 
Installation Guide for proper 
configuration.

Go to Page 6

Can you browse the 
Isilon file system with:

hadoop fs -ls /
Go to Page 7No

Go to Page 5

Yes

Note 
This guide has a companion guide 
for Kerberized installations.
See: EMC Isilon Customer 
Troubleshooting Guide: 
Troubleshoot HDFS and Cloudera 
with Kerberos
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Routing

After deployment, 
are any of the services 
marked with a yellow 

or red dot?

Page 
5

  You could have arrived here from:  

- Page 4 - Start troubleshooting

Note 
Services that are not communicating 
will be marked with a yellow or red 
dot.

Go to Page 13Yes

Did you receive 
an error indicating the 
issue is related to user 

accounts?

No

Go to Page 20Yes

Did you receive an 
error indicating the issue 
is related to directories or 

permissions?

No

Go to Page 25Yes

Note the page number that you 
are currently on.

Upload log files and contact Isilon Technical 
Support, as instructed in Appendix A.

No

http://bit.ly/isi-docfeedback
https://community.emc.com/docs/DOC-49017
http://bit.ly/isilon-docfeedback


6 - Dell EMC Isilon Customer Troubleshooting Guide: Troubleshoot HDFS and Cloudera 

For links to all Isilon customer troubleshooting guides, visit the OneFS Customer Troubleshooting Guide - Isilon Info Hub.

We appreciate your help in improving this document. Submit your feedback at http://bit.ly/isilon-docfeedback.

_____________________________________
___________________

Problems integrating the Cloudera installation

When deploying the 
Hadoop cluster with 

Isilon, did you choose 
Custom Services?

Page 
6

  You could have arrived here from:  

- Page 4 - Start troubleshooting

No

Yes

Did you choose 
HDFS as a service 

to deploy? 

Did you leave 
the Isilon role as 

the default?

No

Go to Page 7

Yes

Your Cloudera installation is 
misconfigured. You must reconfigure 
it. For more information on properly 

configuring your installation, refer to: 
EMC Isilon OneFS with Cloudera 

Hadoop Installation Guide.

Yes

No
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Problems integrating the Cloudera installation (2)

Page 
7

  You could have arrived here from:  

- Page 4 - Start troubleshooting
- Page 6 - Problems integrating the Cloudera installation

Verify the following fields in Cloudera. Open Cloudera Manager, navigate to the Isilon 
service page, click the Configuration tab, and scroll to the Default File System URI and 

WebHDFS URL fields.
Ensure both fields are configured as follows:

Default File System URI - The host name should be the SmartConnect zone name and 
the port should be 8020, in the format < Sm artConnectZoneNam e> :8020.

Example: hdfs://isilon-cdh1.exam ple.com :8020

WebHDFS URL - The host name should be the SmartConnect zone name and the port 
should be 8082, in the format < Sm artConnectZoneNam e> :8082/webhdfs/v1. 

Example: ht tp://isilon-cdh1.exam ple.com :8082/webhdfs/v1

See the example at the bottom of this page.

Is the issue 
resolved?

End troubleshootingYes

Go to Page 8

No

________________________
____________________________________________
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Problems integrating the Cloudera installation (3)

Page 
8

  You could have arrived here from:  

- Page 7 - Problems integrating the Cloudera 
installation (2)

From the OneFS command-line, run the following command to verify 
the HDFS settings, where < zone>  is the name of the access zone:

isi hdfs set t ings view --zone= < zone>

Verify that HDFS is licensed:

isi license view HDFS

Verify that the HDFS service is enabled:

isi services hdfs

If the HDFS service is disabled, enable it by running:

isi services -a hdfs enable

Confirm that the SmartConnect name is properly configured on 
the Isilon cluster. For instructions, review the "Configure 

SmartConnect" section of the Dell EMC Isilon OneFS with 
Hadoop and Cloudera Installation Guide.

Confirm that the SmartConnect name is properly configured in 
Cloudera Manager. 

For instructions, review the "Configuring Cloudera" section of the 
Dell EMC Isilon OneFS with Hadoop and Cloudera Installation 

Guide.

Go to Page 9
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Problems integrating the Cloudera installation (4)

Page 
9

  You could have arrived here from:  

- Page 8 - Problems integrating the Cloudera 
installation (3)

Have all other 
prerequisites in the EMC 

Isilon OneFS with Hadoop 
and Cloudera Installation 

Guide been met?

Configure your environment per 
the "Prerequisites" section of the 

installation guide.

No

Is the issue 
resolved?

Go to Page 10

Yes

No

End troubleshooting

Yes
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Problems integrating the Cloudera installation (5)

Page 
10

  You could have arrived here from:  

- Page 9 - Problems integrating the Cloudera installation (4)

Have you run the 
provided user and 
directory creation 

tools?

Yes

No Is this cluster in 
production?

Go to Page 12No

Do not run the scripts.
Manually create the users and directories 

and grant the proper permissions.

Yes

Is the issue 
resolved?

Note 
To perform an audit of users 
and directories, create a test 
access zone and run the scripts 
to create the directories and 
users. Compare the structure in 
the test access zone to the 
structure in the production 
access zone to see what is 
missing or needs to be 
addressed.

End troubleshootingYes

Go to Page 11

No
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Problems integrating the Cloudera installation (6)

Page 
11

  You could have arrived here from:  

- Page 10 - Problems integrating the Cloudera installation (5)

Check both the Cloudera log files and 
/var/log/hdfs.log on the Isilon cluster. 

Look for any obvious issues or error 
messages.

Using the logs, 
were you able to 

determine the issue 
and fix it?

End troubleshootingYes

Note the page number that you 
are currently on.

Upload log files and contact Isilon Technical 
Support, as instructed in Appendix A.

No
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Problems integrating the Cloudera installation (7)

Page 
12

  You could have arrived here from:  

- Page 10 - Problems integrating the Cloudera installation (5)
- Page 21 - User accounts

CAUTION!
If your cluster is in production, you followed the wrong path.
Go back to the page that you came from and follow the correct path.

Is the issue 
resolved?

End troubleshooting

Yes

Go to Page 22No

_______________________________________________
____________________

To create the users and groups, and to set the 
directories and permissions, see:

Isilon Hadoop Tools

http://bit.ly/isi-docfeedback
https://community.emc.com/docs/DOC-49017
http://bit.ly/isilon-docfeedback
https://github.com/Isilon/isilon_hadoop_tools


13 - Dell EMC Isilon Customer Troubleshooting Guide: Troubleshoot HDFS and Cloudera 

For links to all Isilon customer troubleshooting guides, visit the OneFS Customer Troubleshooting Guide - Isilon Info Hub.

We appreciate your help in improving this document. Submit your feedback at http://bit.ly/isilon-docfeedback.

_____________________________________
___________________

Issues with services

Page 
13

  You could have arrived here from:  

- Page 5 - Routing

Review /var/log/hdfs.log on the Isilon 
cluster. Look for any obvious issues or error 

messages.

Did the logs 
indicate that there 

are issues with 
Cloudera?

Go to Page 14No

Go to the section that pertains to the issue that you discovered in the logs:
- For issues with user accounts, go to page 20.
- For issues with directories or permissions, go to page 25.
- For other issues, contact Isilon Technical Support as instructed in 

Appendix A.

Yes

No

Is the cluster 
Kerberized?

Note the page number that you 
are currently on.

Upload log files and contact Isilon 
Technical Support, as instructed in 

Appendix A.

Yes

______
______

_________
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Issues with services (2)

Page 
14

  You could have arrived here from:  

- Page 13 - Issues with services

Did a service 
fail to start? Yes

No

Did a service start, 
and then stop?

Go to Page 18

Note the page number that you 
are currently on.

Upload log files and contact Isilon Technical 
Support, as instructed in Appendix A.

No

Yes

Go to Page 15
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Issues with services (3)

Page 
15

  You could have arrived here from:  

- Page 14 - Issues with services (2)

Review the Cloudera logs, and the 
service log on the host running the 

service that is failing to start.

Check the /var/log/hdfs.log file on all of the nodes in the 
Isilon cluster for messages with a timestamp that corresponds 

to the timestamp on the Cloudera logs and the host service 
log files.

Did you discover 
any corresponding 

messages that indicate 
why the service 

failed?

Are you able to 
resolve the issue 
using the logs?

Yes
Go to Page 16

No

No

End troubleshooting

Yes
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Issues with services (4)

Page 
16

  You could have arrived here from:  

- Page 15 - Issues with services (3)
- Page 18 - Issues with services (6)
- Page 19 - Issues with services (7)

Verify the current debug state of OneFS by running the following 
command, where < zone>  is the name of the access zone:

isi hdfs log-level view

Enable debug logging on OneFS by running the following command, 
where < zone>  is the name of the access zone:

isi hdfs log-level m odify --set= debug

Reproduce the issue by restarting the component 
that is failing. Wait until the issue has reproduced 

but no longer than five minutes.

Disable debug logging by running the following command, where 
< zone>  is the name of the access zone:

isi hdfs log-level m odify --set= default

CAUTION!
Do not forget to reset the 
logging level to default.
Leaving the logging level 
at debug can cause the 
/var partition to fill with 
debug logs. In extreme 
cases, this can reduce 
the wear life of the boot 
disks.

Go to Page 17

___________________________
___________________________
___________________________
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Issues with services (5)

Page 
17

  You could have arrived here from:  

- Page 16 - Issues with services (4)

Review the Cloudera and the OneFS logs again 
to try and determine the cause of the problem.

Using the logs, were 
you able to determine the 

cause of the problem?

Note the page number that you 
are currently on.

Upload log files and contact Isilon Technical 
Support, as instructed in Appendix A.

No

Yes

Go to the section that pertains to the issue that you discovered in the logs:
- For issues with user accounts, go to page 20.
- For issues with directories or permissions, go to page 25.
- For other issues, contact Isilon Technical Support as instructed in 

Appendix A.

______
______

_________
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Issues with services (6)

Page 
18

  You could have arrived here from:  

- Page 14 - Issues with services (2)

Does the service 
show multiple alerts? See the 

box on this page for an 
example of the YARN service 

with five alerts.

No

Yes

Example:

From the Cloudera host, run the following command 
to locate service logs, where < servicenam e>  is 

the name of the service that shows alerts:

ls /var/log/< servicenam e>

Does the log 
indicate that the 

error is on the Isilon 
cluster?

Engage Cloudera for 
further troubleshooting.

No

Go to Page 16Yes

Go to Page 19
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Issues with services (7)

Page 
19

  You could have arrived here from:  

- Page 18 - Issues with services (6)

Review the Cloudera logs, and the 
service log on the host running the 

service that is failing to start.

Check the /var/log/hdfs.log file on all of the nodes in the Isilon 
cluster for messages with a timestamp that corresponds to the 
timestamp on the Cloudera logs and the host service log files.

Did you discover any 
corresponding messages 

that indicate why the 
service failed?

Are you able to 
resolve the issue 
using the logs?

Yes

End troubleshooting

Yes

Go to Page 16

No

No
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User accounts

Page 
20

  You could have arrived here from:  

- Page 5 - Routing
- Page 13 - Issues with services
- Page 17 - Issues with services (5)

Is your Hadoop 
node connecting to an 

access zone other than the 
system zone?

Does that access 
zone have a local 

provider?

Yes

Is the local 
provider mapped to 
the proper zone?

Yes

No

Configure the local provider.
See the "Local provider" section 
of the CLI Administration Guide.

No

Configure the local provider on 
the access zone your Hadoop 

node is connecting to.
See the "Local provider" section 
of the CLI Administration Guide.

No

Go to Page 21

Yes

_____________
________________________
___________________________
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User accounts (2)

Page 
21

  You could have arrived here from:  

- Page 20 - User accounts

Are your 
users local to the 

Isilon cluster?
No

Troubleshoot name resolution 
in your authentication provider.

If you need further assistance, refer to the 
OneFS Customer Troubleshooting Guide 

Info Hub for authentication provider related 
troubleshooting guides.

Did you use the 
provided tool to 

create users and 
directories?

Yes

Is this cluster 
in production?No Go to Page 12No

Go to Page 22

Yes
Yes
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User accounts (3)

Page 
22

  You could have arrived here from:  

- Page 12 - Problems integrating the Cloudera installation (7)
- Page 21 - User accounts (2)

On the Isilon cluster, check 
/var/log/hdfs.log for error messages 
pertaining to user or directory issues.

Does the log 
indicate issues with a 

user or with a 
directory?

Go to Page 23

Go to Page 25

User

Directory

_______________________________________________
______________________
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User accounts (4)

Page 
23

  You could have arrived here from:  

- Page 22 - User accounts (3)

Do the logs 
indicate that a user is 

missing?

Check the Hadoop Users in Cloudera 
Manager and CDH page and, if any Hadoop 

users required by Cloudera Manager are 
missing, create the missing users.

Yes

No

Is the issue 
resolved?

End troubleshootingYes

Go to Page 24

On the Isilon cluster, check 
/var/log/hdfs.log for error messages 

pertaining to user permissions.

No

Do the logs 
indicate issues 

with user 
permissions?

Note the page number that 
you are currently on.

Upload log files and contact 
Isilon Technical Support, as 
instructed in Appendix A.

No Go to Page 25Yes
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User accounts (5)

Page 
24

  You could have arrived here from:  

- Page 23 - User accounts (4)

Check the User Mapping Rules by running 
the following command, where < zone>  is 

the name of the access zone:

isi zone zones view < zone>

Is HDFS mapped 
to root in the access 

zone?

Map HDFS to root by running the following command, where < zone>  is the name 
of the access zone:

isi zone m odify < zone>  --add-user-m apping-rules= 'hdfs= > root [ ] '

No

Go to Page 25

Go to Page 25Yes

http://bit.ly/isi-docfeedback
https://community.emc.com/docs/DOC-49017
http://bit.ly/isilon-docfeedback


25 - Dell EMC Isilon Customer Troubleshooting Guide: Troubleshoot HDFS and Cloudera 

For links to all Isilon customer troubleshooting guides, visit the OneFS Customer Troubleshooting Guide - Isilon Info Hub.

We appreciate your help in improving this document. Submit your feedback at http://bit.ly/isilon-docfeedback.

_____________________________________
___________________

Directories and permissions

Page 
25

  You could have arrived here from:  

- Page 5 - Routing
- Page 13 - Issues with services
- Page 17 - Issues with services (5)
- Page 22 - User accounts (3)
- Page 23 - User accounts (4)
- Page 24 - User accounts (5)

On the Isilon cluster, review /var/log/hdfs.log for messages 
pertaining to issues with missing directories, issues with the 

HDFS root directory, or users lacking permissions.

What issues did the 
OneFS log indicate?

Issue with HDFS
root directory

A user lacks
permissions

Missing 
Directory

Go to Page 26 Go to Page 30

Go to Page 27

_____________
________________________
___________________________
______________________
______________________
______________________
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Page 
26

  You could have arrived here from:  

- Page 25 - Directories and permissions

Is this cluster 
in production?No Yes

Directories and permissions (2)
Missing directory

End troubleshooting

Do not use the script to create 
the directory.

Manually create the directory and 
grant the proper permissions.

End troubleshooting

Is the issue 
resolved?

Yes

Is the issue 
resolved?

Yes

Note the page number that 
you are currently on.

Upload log files and contact 
Isilon Technical Support, as 
instructed in Appendix A.

No No

To create the missing 
directories and assign the 
correct permissions, see:

Isilon Hadoop Tools
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Page 
27

  You could have arrived here from:  

- Page 25 - Directories and permissions

During 
configuration, did 

you set the 
group-owner-inheritance 

policy to 
parent?

Yes

No

Directories and permissions (3)
Issues with HDFS root directory

On the Isilon cluster, change the group inheritance ACL policy by running 
the following command:

isi auth set t ings acls m odify --group-owner-inheritance= parent

Does the HDFS 
root directory exist?

Verify that the Root Directory exists by running the following 
command, where < zone>  is the name of the access zone:

isi hdfs set t ings view --zone= < zone>  

See the example on this page for sample output.

No

Note 
You must assign the HDFS Root Directory to an 
existing folder. It is possible to delete the folder, which 
can cause problems.

Go to Page 28

Yes

Using the value from the Root Directory field, run 
the following command to validate the contents of 
the directory, where < directory>  is the value of 

the Root Directory field:

ls < directory>

Example output
cl ust er - 1# i si  hdf s set t i ngs vi ew - - zone=<zone>
Ser vi ce:  Yes
Def aul t  Bl ock Si ze:  128M
Def aul t  Checksum Type:  none
Aut hent i cat i on Mode:  al l
Root  Di r ect or y:  / i f s/ zone1/ hdf s- r oot
WebHDFS Enabl ed:  Yes
Ambar i  Ser ver :  -
Ambar i  Namenode:  -
Odp Ver si on:  -
Dat a Tr ansf er  Ci pher :  none
Ambar i  Met r i cs Col l ect or :  -
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Page 
28

  You could have arrived here from:  

- Page 27 - Directories and permissions (3) - Issues with HDFS root directory
- Page 29 - Directories and permissions (5) - Issues with HDFS root directory (3)

Validate that the permissions for the HDFS Root 
Directory are accurate. To view the permissions, 
run the following command, where < directory>  

is the name of the HDFS Root Directory:

ls -la < directory>

Directories and permissions (4)
Issues with HDFS root directory (2)

Did you use the 
provided tool to create the 

users and the directory 
structure?

Yes

Yes

Go to Page 29

No

Troubleshoot the individual permissions.
Refer to the OneFS Customer Troubleshooting 
Guide Info Hub for guides to help troubleshoot 

permissions. When you are done troubleshooting 
permissions, if you are still experiencing 

permission issues, you can return to this guide 
from the beginning or from the page you left off 

on.

End troubleshooting

Are the 
permissions accurate 

for your 
environment?

No

____________________________________________________________
_______________________________________________________________
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Page 
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  You could have arrived here from:  

- Page 28 - Directories and permissions (4) - Issues with HDFS root directory (2)

Directories and permissions (5)
Issues with HDFS root directory (3)

Is the issue 
resolved?

End troubleshootingYes

Go to Page 28

No

Is this cluster 
in production?

No

Troubleshoot the individual permissions.
Refer to the OneFS Customer Troubleshooting Guide Info 

Hub for guides to help troubleshoot permissions. When 
you are done troubleshooting permissions, if you are still 

experiencing permission issues, you can return to this 
guide from the beginning or from the page you left off on.

Yes

To create the missing 
directories and assign the 
correct permissions, see:

Isilon Hadoop Tools
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Page 
30

  You could have arrived here from:  

- Page 25 - Directories and permissions (5) - issues with HDFS root directory (3)

Verify the user permissions by 
running the following command, 
where < directory>  is the name 
of the directory you are validating:

ls -al < directory>

Directories and permissions (6)
User is lacking permissions

Does the 
directory have ACEs? 
ACEs are indicated by 

a plus sign (+).

Yes

No
Can the user 
access the 
directory?

No

End troubleshootingYes

Go to Page 31

Verify the group membership of the user and 
compare the on disk identity to the user ID. 

Refer to the OneFS Customer 
Troubleshooting Guide Info Hub for guides 

to help troubleshoot permissions. When you 
are done troubleshooting permissions, if you 
are still experiencing permission issues, you 
can return to this guide from the beginning 

or from the page you left off on.
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Page 
31

  You could have arrived here from:  

- Page 30 - Directories and permissions (6) - 
User is lacking permissions

Caution: This step is only to be performed on a service account 
directory. Do not perform this step on a user directory.

Reset the permissions on the service account directory to remove the 
ACEs by running the following command, where < posixperm >  is 

the UNIX permissions you wish to set, and < directory>  is the name 
of the directory:

chm od -b -R < posixperm >  < directory>

Directories and permissions (7)
User is lacking permissions (2)

No

Is this directory 
accessed over 

multiple 
protocols?

Go to Page 32Yes

Yes

Is this a service 
account directory?

Troubleshoot the individual 
permissions.

Refer to the OneFS Customer 
Troubleshooting Guide Info Hub 
for guides to help troubleshoot 

permissions. When you are done 
troubleshooting permissions, if 

you are still experiencing 
permission issues, you can return 
to this guide from the beginning or 

from the page you left off on.

No

Is the issue 
resolved? NoEnd troubleshooting Yes
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Page 
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  You could have arrived here from:  

- Page 31 - Directories and permissions (7)- user is lacking permissions (2)

Directories and permissions (8)
User is lacking permissions (3)

Is the directory 
being accessed 
using HDFS and 

NFSv3?

No
Is the directory a 

core HDFS service 
directory?

Yes

The service account 
directories must be 
permissioned using 
POSIX permissions.

Yes

No

Is this a service 
account directory? Yes

No

Go to Page 33

Troubleshoot the individual permissions.
Refer to the OneFS Customer 

Troubleshooting Guide Info Hub for guides 
to help troubleshoot permissions. When 

you are done troubleshooting permissions, 
if you are still experiencing permission 

issues, you can return to this guide from 
the beginning or from the page you left off 

on.

End troubleshooting

Go to Page 33
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  You could have arrived here from:  

- Page 32 - Directories and permissions (8)- user is lacking permissions (3)

Directories and permissions (9)
User is lacking permissions (4)

Caution: This step is only to be performed on a 
service account directory. Do not perform this step 

on a user directory.

Reset the permissions on the service account directory 
to remove the ACEs by running the following command, 
where < posixperm >  is the UNIX permissions you wish 

to set, and < directory>  is the name of the directory:

chm od -b -R < posixperm >  < directory>

Is the issue 
resolved?

End troubleshootingYes

No

Troubleshoot the individual permissions.
Refer to the OneFS Customer 

Troubleshooting Guide Info Hub for guides 
to help troubleshoot permissions. When 

you are done troubleshooting permissions, 
if you are still experiencing permission 

issues, you can return to this guide from 
the beginning or from the page you left off 

on.
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Appendix A: If you need further assistance

Contact Isilon Technical Support
If you need to contact Isilon Technical Support during troubleshooting, reference the page or step that you need help 
with. This information and the log file will help Isilon Technical Support staff resolve your case more quickly.

Upload node log files and the screen log file to Isilon Technical Support
1. When troubleshooting is complete, type exi t  to end your screen session.

2. Gather and upload the node log set and include the SSH screen log file by using the command appropriate for 
your method of uploading files. If you are not sure which method to use, use FTP.

ESRS: 
i si _gat her _i nf o - - esr s - - l ocal - onl y - f  / i f s/ dat a/ I si l on_Suppor t / scr eenl og. 0

FTP: 
i si _gat her _i nf o - - f t p - - l ocal - onl y - f  / i f s/ dat a/ I si l on_Suppor t / scr eenl og. 0

HTTP: 
i si _gat her _i nf o - - ht t p - - l ocal - onl y - f  / i f s/ dat a/ I si l on_Suppor t / scr eenl og. 0

SupportIQ:
Copy and paste the following command.
Note: When you copy and paste the command into the command-line interface, it will appear on multiple lines 
(exactly as it appears on the page), but when you press Enter, the command will run as it should.

i si _gat her _i nf o - - l ocal - onl y - f  / i f s/ dat a/ I si l on_Suppor t / scr eenl og. 0 - - noupl oad \
- - syml i nk / var / cr ash/ Suppor t I Q/ upl oad/ f t p

3. If you receive a message that the upload was unsuccessful, refer to article 304567 for directions on how to 
upload files over FTP.

____________
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Decision diamondYes No

Process step
Process step with command:

command xyz

Go to Page #

Page 
# Note 

Provides context and additional 
information. Sometimes a note is linked 
to a process step with a colored dot.

CAUTION!
Caution boxes warn that 
a particular step needs 
to be performed with 
great care, to prevent 
serious consequences.

End point
Document Shape
Calls out supporting documentation 
for a process step. When possible, 
these shapes contain links to the 
reference document.
Sometimes linked to a process step 
with a colored dot.

Optional process step

Introduction
Describes what the section helps you to 
accomplish.

  You could have arrived here from:  

- Page 4 - Start Troubleshooting

Appendix B: How to use this flowchart

Directional arrows indicate the 
path through the process flow.
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